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Mpeaucnosue

B 3TOM pyKOBOACTBE B OCHOBHOM NpeACcTaBieHbl MeTOAb! A0CTyNa U yHKLUKN NporpamMMHoro obecneyeHus
npomblneHHbIX Ethernet-kommyTtatopos cepuin SICOM3024P/SICOM3048/SICOM3024, a Tak»e noapobHo
onucaHbl MeTo/ibl HaCTPOWMKM Yepes Beb-uHTepdelic.

CTpyKTypa:

PyKOBOACTBO MO/1Ib30BATENA COAEPKUT CEAYIOLLNIN MaTepPUan:
naBsa CopepxaHune

1. BeeageHue 0630p

Mopgenun nsgenusa
PyHKUMM NporpammHoro obecneyeHus

2. [locTyn K KOMMyTaTopy BapuaHTbl NpeacTaBaeHmn
[oCTyn Yepes KOHCO/bHbIM NOpPT
JocTtyn yepes Telnet

JocTyn yepes Beb-nHTepdeic

3. YnpasnieHune yCTpoMCTBOM > [lepe3anyck
> Bbixop,
4. CocToAHWE YCTPONCTBA OcHOBHble cBeZeHUA

CocToAaHMe nopTa
CTaTuCTUKa nopTa
NHpopmaums o cucteme

5. OCHOBHbI€ HaCTPOWMKM IP-agpec

OCHOBHble CBeAeHUA

HacTpoika nopTa

CmeHa napona

O6HoBNEHME NporpammHoro obecneveHus (FTP)
3anpoc Bepcum NporpaMmHoro obecneveHus
Bbirpy3ka/3arpyska KoHduUrypaumm

OrpaHunyeHne CKopocTn NopTa

PVLAN

3epkannMpoBaHMe NOpTOB

Arperauma nopTos

MpoBepKa KaHana ceA3n

CTaTMyeckaa MHOroaZpecHan paccbl/ika
IGMP Snooping

ACL

ARP

SNMP

DT-Ring

RSTP/STP

6. PaclumpeHHble HacTponKu Mpo3spayHasa nepeaada RSTP/STP

DRP#

QoS

Bpema ctrapeHna MAC-agpeca

LLDP

SNTP

HacTtpoitka nsonaumm nopta
ABapuiHasa cCUrHaAnsauma

ABapuiHasa cUrHanausauua no TpaduKy nopta
HacTpoika n 3anpoc GMRP

RMON

3anpoc KypHana

HacTpoiKa 1 3anpoc agpeca ogHO0aAPECHON PacCbiNKu




DHCP

MpumeyaHue:
* yKasbIBaeT, 4To QyHKLMA HeaoCTyMnHa B ycTponcTeax SICOM3048/SICOM3024
# yKasbIBaeT, 4To PpYHKLMA HeAOCTYNHa B ycTpolicTBax SICOM3048.




YcnoBHble 0603Ha4YeHUA B PYKOBOACTBE

1. YchoBHble 0603HauyeHMsa B TeKCTe

dopmaTt OnucaHue

<> TeKcT B yr10BbIX CKOBKax < > — 3TO Ha3BaHMe KHOMKWU. Hanpumep, WenkHuTe KHonKy <Apply>.

[] TeKCT B KBaApaTHbIX CKOOKax [ | —3To Ha3BaHWe OKHA UKW MeHt0. Hanpumep, WeNKHUTE NYHKT
meHto [Filel

TeKcT B dUrypHbIx ckobkax { } — aTo crpynnupoBaHHble snemeHTbl. Hanpumep, {IP-aapec, MAC-
aapec} o3Havaer, uTo IP-aapec n MAC-aapec o6beanHeHbl B rpynny, U UX MOXKHO HacTpamMBaTb U
0TOOparkaTb COBMECTHO.

SNeMeHTbl MHOTOYPOBHEBbIX MEHI0 Pa3aensaoTca 3HaKoOM
- Accessories. LLlenkHute meHto [Start], wenkHuTe noameHto [All programs], 3atem WwenkHUTe
noameHto [Accessories].

N

. Hanpumep, Start = All Programs

BbiBOp 04HOTO M3 ABYX UAN HECKONIbKMX BapnaHTOB, pasae/ieHHbIX 3HaKkom “/”. Hanpumep,
«[lob6aBneHune/BblunTaHne» 03Ha4aeT AobasneHne UK BbluMTaHKeE.
~ O603HavaeT gnanasoH. Hanpumep, “1~255” o3HavaeT ananasoH ot 1 go 255.

2. YcnoBHble 0603HaYeHMA B KOMaHAHOM CTPOKe

dopmaTt

OnuncaHue

MonyXupHbIi

KomaHapl 1 KntoyeBble C/10Ba, Hanpumep, show version, BblAeNAOTCA NOAYKUPHbBIM
wpndTom

BHMMaHMe

Kypcus MapameTpbl, A1 KOTOPbIX HY}KHO 33/aTb 3HaYEHUE, BblAENATCA KYPCUBOM.
Hanpumep, B KomaHae Show vlan vlan id Hy»KHO 3aaaTb daKTMYecKkoe 3Ha4YeHme vian
id.
3. CumBonbl
Cumson OnucaHue
Ha 3T momeHTbI cnegyeTt 06paTtUTb BHUMAHME NPU KCNyaTauymn 1 HAaCTPOMKe, OHM
IONONTHAIOT onucaHne AenCcTBUN.
MpeaynpexaeHue
V4
k Heobxoanmble NOACHEHUA K ONUCAHUIO AECTBUNA.
NOTE
MpumeyaHue
A TpebyeT ocoboro BHMUMAHMA. HeKOpPPEKTHbIE AEUCTBUA MOTYT NPUBECTU K NOTEpe
A@HHbIX MW NOBPEXAEHUIO 060pYyA0BaHMA.
WARNING




1 BeepgeHue

1.1 0630p

KommyTaTopbl cepum NPUMEHALOTCA B SHEPTETUKE, Ha KeNe3HO40POXKHOM TpaHCcnopTe, B yrieaobbiatoLei
NPOMBbILWAEHHOCTU U MHOFUX APYTUX OTPACAAX MU MOTYT paboTaTb A0/KHbIM 06pa3oM B CYpPOBbIX YCNOBUAX.
KommyTaTtopbl noanepKMBatoT NPOTOKObl pe3epsupoBaHma RSTP, DT-Ring n IEC62439-6, rapaHTupya
HageXHyt paboTy cuctembl. B KOMmyTaTOpax cepmn MCNOb3YyeTcA MOAYbHAA KOHCTPYKLMA,
obecneunBatowan rubkoe pacwmpeHme. OHM COOTBETCTBYHOT CTaHAapTam IEC61850-3 n IEEE1613.

1.2 Mogenu nsgenua

B cepwuio BxogAT:
SICOM3048
SICOM3024P

1.3 ®yHKLMM NporpammHoOro obecneyeHun

KommyTaTopbl cepumn npesocTaBastoT 06WMpPHbIA Habop GYHKLMIA NporpaMmHOro obecrneyeHus,
YyA0BNETBOPAOLWMNX PA3nYHble NOTPEOHOCTUN 3aKa3UMKOB.

MpoToKonbl pesepsuposaHus: RSTP/STP, DT-Ring n IEC62439-6

MHoroagpecHsble npotokosbl: IGMP Snooping, GMRP 1 ctatnyeckaa mHoroagpecHasa paccblika
ATpnbyTbl KommyTauum: VLAN, PVLAN, QoS 1 ARP

YnpasneHue NponycKkHOM cnocobHOCTLIO: arperauma NnopToB, OrpaHMYeHMe CKOPOCTM NopTa
besonacHocTb: ACL, nsonauma noptos

MpoTokon cuHxpoHmsauunm: SNTP

YnpasneHue yctpoicteom: O6HOB/IEHWE NporpammHoro obecneyeHus no FTP, Bbirpyska/3arpysKka
KOHOUrypauum

[MarHocTmka ycTpoicTBa: 3epKkanmpoBaHue nopTtos, LLDP, npoBepkKa KaHana.

PyHKUMA aBAPUNHOM CUTHANN3ALMN: CUTHAN3ALLMA NOPTA, CUTHANN3aLMA NUTAHUA, CUTHAIM3aLMA KObLa,
cUrHanmsaums KoHdaukTa IP/MAC agpecoB, CMrHann3aLma TemnepaTypsbl, CUrHaAM3aLMA HU3KOM
TemnepaTtypbl, CUrHanM3auna TpadurKka nopta

YnpaBneHue ceTblo: KOMaHAHas cTpoKa, Telnet, Be6-nHTEepdenc n NO Kyvision, MOHUTOPUHT SNMP

2 foctyn K KoOmmyTaTopy

JocTyn K KOMMYTaTOPY OCYLLLECTBAAETCA Yepes:

e KOHCO/IbHbIN NOPT

e Telnet/SSH

e Beb-6paysep

e [IporpammHoe obecneyeHune Kyvision
MporpammHoe obecneyeHne aas ynpaBaeHus ceTbto Kyvision paspabotaHo komnaHuen Kyland. Mogpo6bHas
MHOPMaAUMA COAEPKMTCA B PYKOBOACTBE NOb30BATENA.

2.1 BapuaHTbl npeacTaBieHus

Mpu Bxoae B MHTepdeiic KomaHaHOW cTpoKku (CLI) yepes KOHCObHbLIV NOpT Uan Telnet MOXKHO BXOANUTL B
pas/iMyHble NPeACTaBAEHUS UM NEePEKNOYATLCA MEXAY NPEeACTaBAEHUAMM C MOMOLLLIO CAeAYIOLMX KOMaHA,



Tabnunua 1 BapmaHTbl npeacTaBaeHus

NpurnaweHie BapuaHT DyHKLUA KomaHpa gna nepekntoyeHuma
npescTaBaeHmn npeacTaBaeHnn

SWITCH> O6wmin pexxum  [MpocmoTp HeAaBHO UCMO/Ib30BaHHbIX [BBeguTe enable ana Bxona B

KOMaHA. NPUBUNErMPOBAHHbIA PEXKUM.
MpocmoTp BEPCUMM NPOrPAMMHOIO

obecneyeHus.

MpocmoTp nHpopmaumnm ob oTeeTe Ha

onepaumio ping.

SWITCH # Mpusunernposa Bbirpyska/3arpysKka daina Beegute configure terminal ana
HHbI KOHUrypauum. BX0OJa B PeXXMM HACTPOMKMK U3
permMm BoccTaHoBAEHME KOHOUTYPaALMM MO [MPUBUIETMPOBAHHOTO PEKMMA.

YMONYaHUIO. Beegute exit gna Bo3BpaTa B 06NN

MpocmoTp HPopmauum ob oTBETE Ha [pPerKUM.

onepaymio ping.

Mepesanyck KommyTaTopa.

CoxpaHeHWe TeKyLLel KOHOUTrypaumm.

OTobpaykeHne TekyLei

KOHUrypauum.

O6HOBNEHME NPOrPaMMHOro

obecneyeHus.
SWITCH(config) |Pexxuunm HacTpoiKa yHKLMIA KommyTaTopa. BeeauTe exit uam end ana Bo3BpaTta
H HaCTPOMKK B NPUBUNETMPOBAHHbIA PEXKUM.

Mpw HacTpoike KOMMYTaTOpa Yepe3 NHTepdelic KOMAHAHON CTPOKM ANA NOAYYEHUA CNPABKM NO KOMAHAAM
MOXHO MCMO/b30BaTb «?». B cnpaBoyHOM MHOPMALMKM MCNONL3YHOTCA pa3/inyHble popmaTbl onncaHmA
napameTpos. Hanpumep, <1, 255> o3HauyaeT uncnosoi gnanasoH; <H.H.H.H> o3HauaeT IP-aapec;
<H:H:H:H:H:H> o3HauaeT MAC address; word<1,31> 03HayaeT Anana3oH cTpoK. Kpome Toro, cumeosnbl ™ 1 |
MOTYT MCMO/1b30BaTbCA 419 MPOCMOTPA HeAAaBHO MCMOJIb30BAHHbIX KOMAHA.

2.2 locTyn Yepes3 KOHCOJIbHbINU NOPT

JocTyn K KOMMYTaTOPY MOKHO MOJIYYUTb YEPE3 €ro KOHCOJ/IbHbIN NOPT U rMNepTEPMUHA ONepPaLLMOHHOM
cuctembl Windows nau gpyroe nporpammHoe obecnedyeHne, NoAAepKUBatOLLEE NOLKNIOUYEHUE Yepes
nocnenoBaTteibHbIM NopT, Hanpumep, HTT3.3. B cregytowem npumepe NoKasaHo, Kak MCNoab30BaTb
HyperTerminal ana noctyna K KOMMyTaTopy Yepes KOHCObHbIN NOPT.

1. NoakntoumTe nocnenoBaTenbHbil NOPT MK K KOHCONbHOMY NOPTY KOMMYTATOPa C MOMOLLbLO Kabena DBI-
RJ45.

2. 3anyctute HyperTerminal Ha pabouyem ctone Windows. LLenkHute [Start] A [All Programs] ” [Accessories] *
[Communications] * [Hyper Terminal], Kak NOKa3aHO Ha pPUCYHKe.



3. Co3pgaliTe HoBOWM noakntoyeHue "Switch"

l@ Entertainment

I Systern Todls
‘) Address Book

Administrator & Ccaleulator

B Command Prompt
é Internet —) My Documents

D

“; Metwork Connections
Metwork Setup Wizard

E Mew Connection Wizard
3

-\.], \Wireless Metwork Setup Wizard

8 Motepad
Internet Explorer v Paink

A3 E-mail Kb HyRecentDaguments @) Program Compatibility \Wizard
4 Outlook Express @ Set Program Access and Defaults

f!, Remate Deskkop Connection
A2 windows Catalog

@ Synchronize
= “ Wwindows Update

[ Tour windows <P
'5';& Microsoft Update
@ windows Media Play:

ﬁ Tour Windaws 5P I Games 4

3 @ Startup 3
N Files and Settings Tr.
T8 Wizard ﬁ Internet Explorer

w msn
E Carmmand Prompt

@ Cutlook Express

k:? Windows Explorer

[A wordrad

o PRemate Assistance

e ‘Wwindows Media Player

All Programs B @ WinRAR

74 stant

PucyHok 1 3anyck Hyper Terminal

KaK NMOKa3aHO Ha cheayrowem pucyHke

Enter a name and choose an icon for the connection;

Mame:
| Switch |

lcon:

L ok, ” Cancel l

PucyHok 2 Co3gaHue HOBOro NogKAYeHNA

4. BbibepuTe NopT 410 NOAKAOYEHMS, KaK MOKA3aHO Ha CleAyloLLeM PUCYHKE.



Connect To

@ Switch

Enter detailz far the phone number that you wank ta dial:

Country/region;

Area code; I:I

Phone number; | |

Connect using: | COk1 L |

[ Ok, H Cancel ]

PucyHok 3 Bbibop nopTa Ans NoAKAOUYEHUS

MpumeyaHue:

Y106b1 yOEaANTLCA, YTO NOPT BbIOPAH BEPHO, LLEIKHUTE NpaBoi KHonkoli [My Computer] u
wenkHute [Property] A [Hardware] A [Device Manager] * [Port].

MOTE

5. HacTtpouTe napametpbl nopta (Bits per second: 9600, Data bits: 8, Parity: None, Stop bits: 1, Flow control:
None), Kak NOKa3aHo Ha PUCYHKEe HUXKeE.



COM1 Properties

Port Settings |
Bitz per second: |EIEEIEI v|
Doata bits: |E= v|
Parity: |N|:|ne v|
Stop bitg: |‘I v|

Elow controt | (TS |

[ Bestore Defaultz ]

[ (] l [ Cancel ] [ Apply ]

PucyHoK 4 HacTpoiika napameTpoB nopTta

6. LLlenkHnTe <OK>. OTobBparkaetca nHTepdeinc KomaHAHOM CTPOKM KOMMyTaTopa. Beegute naposnb admin u
HaxmuTe <Enter>, yTob6bl BOMTU B 06N PEXKMM, KaK MOKa3aHO Ha PUCYHKe.

“& Switch - HyperTerminal :

=9

File Edit W%iew Call Transfer Help
= & =BT
Switch?>
Connected 0:00:03 Auto detect Auko detect TN

PucyHok 5 NHTepdeic KomaHAHOM CTPOKM

2.3 foctyn uepes Telnet

MNpeasapuUTeNbHbIM YCIOBMEM AOCTYNA K KOMMYyTaTopy No npoTokony Telnet aBnaeTcs HopmanbHasa CBA3b
mexxay MK 1 KommyTatopom.
1. Beegute telnet IP address B ananoroBom okHe Run, Kak MOKa3aHo Ha C/ieaytoLem pUCYHKe.



Run @

- Type the name of a program, Folder, document, or
Internet resource, and Windows will open it For wou,

Open:  |telnet 192 165.0.2 w

[ Ik H Cancel H Browse, ..

PucyHok 6 Ooctyn no Telnet

MpumeyaHue:
Ons nogteepxaeHus IP-agpeca obpatuTech K pasgeny 5.1 Hactpoiika IP.

2. B uHTepdeiice Telnet BBeguTe admin B none User 1 123 B none Password. Haxkmute <ENTER> anqa Bxoga B
KOMMYTaTOp, KaK NOKa3aHO Ha PUCYHKe HUXKe.

% Telnet 192.168.0.2

Password:

WHelcome To Telnet.
Press RETURM to get started.

Suwitch>

PucyHok 7 NHTepodeiic Telnet

2.4 foctyn yepes Be6-uHTepodeiic



MpeaBapuTeNbHbIM YCIOBUEM AOCTYNa K KOMMYTATOPy Yepes Beb-uHTepdeiic ABNAeTcA HopMasibHaA CBA3b
mexxay MK u Kommytatopom.

[Ona Hannydwero otobparkeHnsa goctyna yepes Beb-mHTepdeic pekomeHayeTcs Mcnonb3oBaTtb 6paysep IE8.O0
nnm 6onee NO3[HIO BEPCULO.

1. BeeauTe IP-agpec B agpecHoi cTpoke bpaysepa. OTobparkaetca nHTepdeinc ana Bxoaa, Kak NoKasaHo Ha
PUCYHKE HUKe. BBeguTe nMs nosib3oBaTenia no ymondaHuto admin, naponb 123. WenkHute <Login>.

Layer 2 Switch ||

User Mame - admin

Password : see

[ save Password

KYLAND TECHNOLOGY CO., LTD. All Rights Reserved.

PucyHok 8 Bxopg, uepes Beb-uHtepdeiic

Mo ymonuaHuio oTobpaxkaeTca aHrAMNCKU nHTepdeiic. MoXHO WenkHyTb <71 3>, uTo6bl M3MEHUTL A3bIK
nHTepdelca Ha KUTAUCKUA.

MpumeyaHue:
,\‘*' Ons nogteepxaeHus IP-agpeca obpatuTech K pasgeny 5.1 Hactpoiika IP.
[ %

MOTE

2. MNocne yCcnewHoro exoaa cnesa B OKHE MHTep¢el7|ca noABUTCA AepeBO HaBUTrallMn, Kak MNOKAa3aHO Ha PUCYHKe
HUXe.



A ,'/LAAD SICOM 3024P Web Management System

i indasnfalinng the Etbeinet
| LiExpand Simplifying Indfuiieial Comminlk atian

ﬁSICOM 3024P Web Manageme

+ M Device Status

+ M Basic Configuration

£ QAdvanced Configuration

= g Device Management
“4/5ave Configuration
“a|Load Default

ﬂ KYLAND

1r B I

“* The system comes with high-powered CPU processar

“* Lay-2 switching of high perfarmance

“* Security design at the level of industry

% Offer 24 FE parts. 4 GX ports

+* Support VLAN

4+ IGMP Snooping

«“* Port Mirraring

“¥* Port Trunk

“* DT-RING. DT-RING+, RSTP redundancy protect mechanism
+* Port rate control

| Kl :_I “+ Used widely in various industry fields

KYLAND TECHNOLOGY CO._, LTD . ALL RIGHTS RESERVED.

PucyHok 9 Beb-uHtepdeliic

LlenkHys <Expand> nnu <Collapse> B BepxHel YacTu AepeBa HaBUraLMm, MOXKHO Pa3BEPHYTb UM CBEPHYTb
AepeBo HaBuraummn. MoxHO BbINOJIHUTL COOTBETCTBYIOLWME onepauuu, WwenkHys [Save Configuration] uam [Load
Default] 8 BepxHem meH0. B NpaBoM BEPXHEM Iy MOXHO LWeNKHYTb <H1 3>, 4UTo6bl 3MEHMUTD A3bIK
nHTepdelica Ha KUTalCKNN.

MpeaynpexxkaeHue:
Mocne BOCCTaHOB/IEHWA HACTPOEK MO YMOYaHUIO HEOBX0AMMO Nepes3arpysnTb YCTPOMCTBO,
YTOObI HACTPOMKM BCTYNUAN B CUNY.




3 YnpasneHue ycTpoicTeom

LLlenkHuTe [Device Management] » [Reboot]/ [Logout]. MoHO nepesarpy3untb yCTPOINCTBO UK BbIATU U3 BEO-
nHTepdelica. Mepes nepesarpysKoi ycTpoicTBa HEOBXOANMO COXPAHUTL TEKYLLME HACTPOMKN A0MKHbBIM
06pasom. Ecnm HaCTPOMKKM COXpaHEHbl, KOMMYTATOP NoC/e Nepesanycka aBTOMaTUYECKM UCNOJb3YET UX A5
HaCTPOWKW. ECIM HAaCTPOWKM He COXpaHeHbI, NOC/e nepesanycka KOMMYTaTOp BOCCTaHOBUT 3aBOACKME
HaCTPOWKM MO YMONYAHMIO.

4 CocTosiHMe yCTponCcTBa
4.1 OcHOBHbIe cBeaeHusA

OcHOBHble cBeAeHUsi 0 KOMMyTaTope BKAtoYatoT B cebss MAC-agpec, cepuitHbli Homep, IP-agpec, Macky
NOACETH, W03, UMA CUCTEMbI, MOAE/b YCTPONCTBA U MHPOPMALIMIO O BEPCUM, KaK NMOKA3AHO Ha CAeayroLLem
PUCYHKe.

MAC Address 00-00-00-00-19-39
SH S3IMOT12030189
IP Address 192 168 0 22
Subnet Mask 255 255 2550
GateWay 192.1658.0.1
System Mame SWITCH
Device Model
Software Version ID:1 R1004 {2014-12-24 14:53)
FW Version 402 (2014-7-11 23:33)
Hardware Version 4.0

PucyHok 10 OcHoBHble cBeaeHUA
4.2 CocTrosHMe nopTa

Ha cTpaHuLe cocTosHMA nopTa oTobparkaeTca HOMepP NopTa, CTaTyC aAMUHUCTPUPOBAHUNA, COCTOAHME
COeAMHEHNA, CKOPOCTb, AYN/EKC U yNpaBieHNe NOTOKOM, KaK NMOKa3aHo Ha CaedyloliemM pUcyHKe.

S1FE1

Enable

Enable

Daown

S1FEZ

Enable

Enable

Daown

S1FEZ

Enable

Enable

Down

S1/FE4

Enable

Enable

Up

1001

Full-duplex

Enable

Enable

S1FES

Enable

Enable

Down

S1FER

Enable

Enable

Down

S1UFEY

Enable

Enable

Down

S1FES

Enable

Enable

Down

S4/GE1

Enable

Enable

Down

S4iGE2

Enable

Enable

Down

S4/GE2

Enable

Enable

Down

S4/GE4

Enable

Enable

Down

Port ID

OtobparkaeTtcs Tvn u ID nopTos..

PucyHok 11 CoctoaHue nopta

Port ID umeet popmar Sa/B.

0l YKa3bIBAaeT HOMEP C/10Ta, B KOTOPOM HaxoamuTca nnata. B SICOM3048, SO yKasbiBaeT GUKCMPOBAHHbIM NOpPT
yCTpoliicTBa (He Ha nnaTte);

B yKkasbiBaeT Tin nopta 1 ID naaTbl/naHenu, rae HaxoauTca Nopr.

FE/FX/GE/GX yKa3blBatoT TMn nopra.

FE: nopt 10/100Base-TX RJ45

FX: MopT 100Base-FX



GE: nopT 10/100/1000Base-TX RJ45

GX: rurabutHbii cnot SFP

Administration Status

OTobparkeHne agMUHUCTPATUBHOIO CTaTyca /1A NOPTOB.

Enable: NopT BKAtOYEH 1 pa3peluaeT nepeaady AaHHbIX.

Disable: MopT 3abnoKMpoBaH 6e3 nepeaayn gaHHbIX.

Operation Status

OTobpaxkeHne cocToAHUA paboTbl NOPTOB.

Link

OTobpakeHue cTaTyca coeauHeHUs Ana NoOpToB..

Up: MopT HaxoauTca B coctosiHMM LinkUp 1 moKeT HopmasibHO nepeaasaTthb AaHHble.
Down: MopT HaxoauTca B cocToaHMM LinkDown 1 He MmoKeT HopmasibHO NepeaBaTh AaHHbIE.
Speed

OTobpakeHne CKOPOCTU CBA3M NOPTOB B cocTosiHMM LinkUp.

Duplex

OTobpaxkeHue pexunma gynnekca noptos B coctossHum LinkUp.

Full-duplex: MopT moxKeT 04HOBPEMEHHO NPUHUMATL U NepesaBaTb AaHHbIe.
Half-duplex: MopT canbo npuHMmaeT, iMbo nepeaaeT AaHHbIe.

Flow Control

OTobparkeHne cocToAaHMA ynpaB/eEHNA NOTOKOM NOPTOB B cocTosaHMUK LinkUp.
RX

BapuaHTbl: Enable/Disable

Enable: NopT moxkeT NpuHUMaTb AaHHbIE.

Disable: MopT He MOXKeT NPUHUMATb AaHHbIE.

X

BapuaHTbl: Enable/Disable

Enable: NopT moxkeT nepenasatb AaHHble.

Disable: MopT He MoXKeT nepenasaTtb AaHHbIE.

MpumeyaHume:
,\‘ MoapobHOCTM 0 HacTpoMKax NopToB CM. B pasgene 5.3 HacTpoika nopTos.
| 4

MOTE




4.3 CraTucTMKa nopra

CraTuCTMKa nNopTa BKAOYaeT B ceba KonnyectTso 6aliToB/NakeTos, KOTOPbIE KaXKablii MopT
oTtnpasnset/nonydyaet, owmnbKM CRC M KOANYECTBO NaKETOB A/IMHON MeHee 64 6aNTOB, KaK MoKa3aHo Ha
cneaylolem pUCyHKe.

S1/FE Enable Down 0 1] 0 a 0 1]
SFE2 Enable Diown 0 0 0 a 0 0
S1/FE2 Enable Down 0 ] 0 a 0 ]
S1FE4 Enable Up 1670419 7399 14367882 171176 0 0
SFES Enable Diown 0 0 0 a 0 0
S1/FEG Enable Down i ] i a 0 ]
SHFET Enable Down 0 1] 0 a 0 1]
S1FES Enable Diown 0 0 0 a 0 0
S4/GE1 Enable Diown a a a a 1] a
S4/GK2 Enable Dawn 0 a 0 0 0 a
S4/GE3 Enable Daown 0 0 0 0 0 0
S4/GE4 Enable Diown a a a a ] a

PucyHok 12 CtaTucTmKa nopTta
Y106bI NepesanycTuTb cbop CTaTUCTUKM, WeNKHUTe <Reset>.

4.4 Nupopmauua o pabote cuctembl

NHbopmauua o paboTe cucTeMbl BK/lOYAET B ceba Bpems paboTbl YCTPOCTBA, 3arpysKy LM, ucnonbsosaHue
namaTu, TeMnepaTypy yCTpoiCTBa M BpemMs YCTPOMCTBA (MecTHoe Bpems), KaK NoKa3aHo Ha cneaytoumx
PUCYHKax.

Device Operating Time: 1Days 0H:3aM:505
CPU Usage: 2%(30 seconds), 1%(5 minutes)
Memaory Usage: £58%
Device Temperature: +33C
Device Time: 2015.01.20 20:20:21 Tuesday

PucyHok 13 MHbopmauma o paboTe cuctembl (SICOM3024P)

Device Operating Time: 0Days, SH25M 415
CPLU: 5%(short-term), 5% (long-term)

PucyHok 14 UHdopmauma o paboTe cuctembl (SICOM3048)



Device Operating Time ODays 20H3M 375
CPU Usage %(30 seconds). 1%(5 minutes)
Memory Usage 70%
Device Time 2014.06.08 10:10:26 Friday

PucyHoK 15 UHpopmauma o paboTte cuctemsbl (SICOM3024)

5 OcHOBHble HAaCTPOMKM

5.1 IP-appec

1. MpocmoTp IP-agpeca KommyTaTopa Yepes KOHCO/IbHbIM NOpPT.

Boigute B UHTEpdEc KOMaHAHOM CTPOKM Yepes KOHCO/IbHbIM NopT. BbinosHMTe KomaHay show interface B
NPUBUIErMPOBAHHOM peXxume, 4tTobbl yBuaeTh IP-agpec kKommyTaTopa. Ha pucyHKe Huxe IP-aapec obseseH
KpacHbIM.

“& Switch - HyperTerminal

File Edit View Call Transfer Help

Switch>enable
No password set!

Switch#show interface

eth {unit number 8):
Flags: {8x8063) UP BROADCAST MULTICAST ARP RUNNING
Type: ETHERNET CSHMACH

ernet address: 192.168.0.

Netmask Ux ubnetmask Bxffffffoo
Het OxcBaB800B00 Subnet BxcBa8BBOA
Mac 00le.cdl1@.2338

lo {unit number 8} :
Flags: (0x8069) UP LOOPBACK MULTICAST ARP RUNNING
Type: SOFTWARE_LOOPBACK
Internet address: 127.0.8.1
Netmask BxffBABBA0 Subnetmask OxffHOEBHAO
Het Ox7/f000000 Subnet B0x7fOBO00A

Switch#

Connected 0:00:31 Auto detect 9800 5-H-1 UM

PucyHok 16 MNMpocmoTp IP-agpeca

2. Hactpolika IP-agpeca cepsepa
IP-appec KOMMyTaTOpa U LW/KO3 MOXKHO HAaCTPOUTbL BPYYHYHO, KaK MOKA3aHO Ha PUCYHKE HUMKe.



00-1E-CD-10-23-38

|192.153.n.119

|255.255.255.n

|192.168.D.1

PucyHok 17 IP-agpec




CauTIiON

MpeaynpexpeHue:

> IP-agpec v W03 JO/IKHbI HAXOAWUTLCA B O4HOM CErMeHTE CETU; B MPOTUBHOM cyyae IP-
afpec HeNb3s U3MEHUTD.

> [1na KOMMYTaTOpPOB 3TOI cepuM n3meHeHue IP-aapeca BCTynaeT B CUy Cpasy nocae
n3meHeHun 6e3 HeobXoANMMOCTM NepesarpysKu.

5.2 OcHoBHble cBeaeHuA

OCHOBHble CBeAeHMA BKIOYAIOT B cebs HasBaHue NPoOeKTa, UMA CUCTEMDI, YyacoBow NnoAC, MeCTOMO/I0XKEHNE,
KOHTaKTHble AaHHble U CUCTEMHOE BPpeMA, KaK MNOKa3aHO Ha cieayrWwnx pUCcyHKax.

PRTHAME

SWITCH
(Huur} EI {0-59 Min)
Building Mo, Z, Shixing Averme 3J0#, Shijingshan Distri
+g6-10-g8tomees. |

yearll | month(20  Jday

20 hour |20 |minute 20 second

ipply |

PucyHok 18 UHdopmauma 06 yctporictee (SICOM3024P)

|PR.TI'IA]'|[E

gmee 0000000000
+8 1~ |Houn) 0 | 50 Mim

|Chungxin Manzion Building, Xijing Eoad 3#, Shijing=
+g6-10-sg79s888 |

PucyHok 19 UHdopmauma 06 yctpoictse (SICOM3024)

|PR.TI'IM|[E

Chongwin Nanzion Buil
|+EE—ID—EETBEEEB

PucyHok 20 MHdopmauma 06 yctpoictse (SICOM3048)




Project Name

OuanasoH: 1764 cumeona

System Name

OuanasoH: 1~32 cumsona

Time Zone

BapuaHnTbl: 0, +1, +2, +3, +4, +5, +6, +7, +8, +9, +10, +11, +12, +13, -1, -2, -3,

-4,-5,-6,-7,-8,-9,-10, -11, -12 uac.

0~59 MuUH.

Mo ymonyanuto: 0 yacos O MUHYT

®PyHKUMA: BbIBOp MECTHOTO YacoBOro NoAca.

Location

3HayeHue: AHININCKUE/KUTallcKkne CUMBObI

OnanasoH: 1~255 cMmB00B (0AMH KUTANUCKUIA CUMBOJ 3aHUMaET MeCTO ABYX aHIIMIACKMX CUMBO/IOB)
Contact

3HauyeHue: AHININCKUE/KUTallCKne CUMBO/bI

OnanasoH: 1732 cumBona (0aUH KMTAMCKUIA CUMBO/ 3aHMMAET MECTO ABYX aHT/IMNCKMX CUMBOJIOB)
Device Time

Cocras: {YYYY, MM, DD, HH, MM, SS}

Ounana3soH: YYYY (roa) ot 2000 ao 2099, MM (mecsu) ot 1 ao 12, DD (aeHb) ot 1 Ao 31, HH (yacbl) ot0 g0 23 1
MM (MuHyTbI) 1 SS (cekyHabl) ot 0 go 59.

®yHKUMA: HacTpoiiKka cucTeMHOM Aatbl M BpeMeHU. KommyTaTop NpoaossKaeT oTcYeT BpeMeHM nocne
BbIK/TIOYEHUNS MUTAHUA.

5.3 Hactpoiika noptoB

B pasaene HacTPOMKKM NOPTOB MOXKHO HAaCTPOUTb COCTOAAHME MOPTA, CKOPOCTb NOPTa, YNpaBaeHUE MOTOKOM U
Apyryto MHPopMaLMio, KaK MOKA3aHO HA PUCYHKe HUMKe.

S1FE1 Enable Enable Enable Off » Enable Enable Noreset
S1FE2 Enzhle + Enable « Enable Off » Enable « Enable Noreset
S1/FE3 Enzhle Enable Enable Off » Enable « Enable Noreset
S1/FE4 Enzhle Enable « Enable Off Enable Enable Noreset «
S1/FES Enable Enable « Enable 0ff «» Enable « Enable Noreset
S1/FEG Enable Enable « Enable 0ff « Enable « Enable Noreset
SUFET Enable « Enable Enable Off » Enable Enable Noreset
S1/FES Enable « Enable Enable =« Off » Enable Enable Noreset
S4/GE1 Enable « Enable Enable Off |» Enable Enable Noreset
S4/GE2 Enable Enable Enable Off » Enable Enable Noreset
S4/GEZ Enable Enable Enable Off w Enable Enable Noreset w
S4/GE4 Enzhle Enable Enable Off » Enable Enable « Noreset

Apply
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Administration Status

BapuaHTbl: Enable/Disable

Mo ymonyaHuto: Enable

dyHKUMA: 3anpeT/pa3pelleHme nepeaadm gaHHbIX Yepes nopr.

OnwucaHue: Enable yKa3sbiBaeT Ha TO, YTO MOPT BK/IIOYEH U paspellaeT nepegady AaHHblx; Disable ykasbiBaeT Ha
TO, YTO MOPT OTK/IOYEH U 3anNpeLlaeT nepegayy AaHHbIX. 9Ta ONUMA HaNnpPAaMYHO BAMAET HA annapaTHoe
COCTOSIHME NOpTa M 3aMNyCKaeT aBapUiiHbIe CUTHa/bl MOPTa.

Operation Status

OnucaHue: Koraga gns administration status 3agaHo 3HaueHue Enable, ans operation status sHayeHue enable



yCTaHaB/AMBAETCA NPUHYANTENbHO; Koraa gns administration status 3agaHo 3HaveHume Disable, ana operation
status 3HauyeHwue Disable yctaHaBAnBaeTca NpUHyANTENbHO.

Auto

BapuaHTbl: Enable/Disable

Mo ymonyaHuio: Enable

dyHKuMA: HacTpolika aBTOCOr/1acoBaHMA COCTOAHUS NOPTOB.

OnucaHue: Ecnm ana Auto yctaHoBneHo 3HaveHue Enable, ckopocTb nopTa 1 pexum gynnekca 6yayt
aBTOMATMYECKM COr/1TacoBbIBATLCA B COOTBETCTBMM CO CTAaTyCOM NOAKAKOYEHUA nopTa. Ecam ana Auto
yCTaHOBNEHO 3Ha4YeHue Disable, ckopocTb NopTa U pexum aynaekca MOXKHO HaCTPOUTb.

MpeaynpexaeHue:
> 1na noptos 10/100/1000Base-T(X) Enable yctaHasanBaetca npuHyaMTENbHO.
> [lna noptos 100Base-FX Disable yctaHaBAnBaeTca NpuHyANTENbHO.

Speed

BapuaHTbl: 10M/100M/1000M

dyHKumA: MpUHYANTENbHAA HACTPOMKa CKOPOCTU NMOPTOB.

Onucanue: Ecam ana Auto yctaHosieHo 3HadeHue Disable, ckopocTb nopTa MOXKHO HacTPOUTb.
Duplex

BapuaHTbl: Half/Full

dPyHKUMA: HacTponKa AynaeKCHOro pexuma nopros.

Onucanue: Ecnn ana Auto yctaHosneHo 3HavyeHue Disable, pexkum gynnekca MosKHO HaCTPOUTb.

MpeaynpexxkaeHue:

> MopTbl 10/100Base-T(X) MO’KHO HaCTPOUTb B PEXKMM aBTOCOrNacoBaHus, pexkum 10M&full
duplex, 10M&half duplex,

100M&full duplex nam 100M&half duplex.

> [1na noptos 100Base-FX pexxknum 100M&full duplex yctaHaBaMBaeTca NpUHyANTENBHO.

> [ns noptos 10/100/1000Base-T(X) pexunm aBTOCOrNacoBaHMA yCTaHaBAMBAETCA
NPUHYAUTENbHO.

> BonokoHHoonTMyeckme noptbl 1000M MOXHO HacCTPOUTb B PEXKMM aBTOCOrNacoBaHUA U
perxknum 10000M&full duplex.

PekomeHayeTca BKAOYMTb aBTOCOr1acoBaHMeE A4 Kaxaoro nopra, 4tobbl nsbesxkatb npobiem ¢
NoAKNIOYEHUEM, BbI3BaHHbIX HECOOTBETCTBMEM KOHOUIYypaLmm nopta. ECAn Bbl XOTUTE NPUHYAUTENBHO
BK/IIOUUTb PEXKMM CKOPOCTH/AynaeKca nopra, ybeantech, 4To KOHGUTypaLma CKOpocTH/pexnma aynniexca
O0AMHaKOoBa A1 NOAKNOYEHHbIX NOPTOB Ha 060MX KOHLLAX.

Flow Control

BapuaHTbl: Off/On

Mo ymonyaHutio: Off

dyHKUMA: BKAoyeHue/BbikntoueHne GyHKUUKM ynpaBieHMa NOTOKOM Ha Ha3HaYeHHOM MopTy.

OnucaHue: Kak ToNbKo GyHKLMA yNpaBaeHUA NOTOKOM BKAOYEHa, MOPT COOBLMUT OTNPABUTENIO O CHUMKEHWUN
CKOpPOCTU nepeaayun, 4tobbl MO aAropuTMy MAU NPOTOKOY M3beXKaTb MOTEPM NaKeTOB, KOrAa NoToK,
Nosly4yeHHbIM NOPTOM, NPeBbIWAET pa3mep Kala noprta. Ecaum yctpoictea paboTatoT B pasHbIX AYNAEKCHbIX
pexunmax (nony/nosHbINn), ynpasneHme NOTOKOM Y HUX peanm3yeTcs no-pasHomy. Ecam yctpoiictea pabortatoT B
NONHOAYN/IEKCHOM PeXXMMe, MPUHMMAIOLWAa CTOPOHA OTNPABUT cneuuanbHbli Kagp (Pause frame), uto6bl
NPOUHPOPMMPOBATL OTNPABAIOLLYIO CTOPOHY O NPEKpaLLeHNN OTNPaBKM NakeToB. Korga oTnpasuTtesnb
nosly4aeT KaZp naysbl, OH NpeKpallaeT OTNPaBKy NaKeTOB Ha NEPUOL KBPEMEHU OXKUAAHUA», YKa3aHHbIN B
Kagpe naysbl, U NPOA0/KaeT OTNPaBAATL MaKeTbl NOC/Ae OKOHYAHUA «BPEMEHW OXuaaHua». Ecau yctponctea
paboTaloT B NONYAYN/EKCHOM PeXKMMe, OHW NOAAEPKNBAIOT YrpaB/ieHMe NOTOKOM MeToA0M 06paTHOro
nasneHus. NMpMHUMaIOLLLAA CTOPOHA CO34aeT KOHPAUKT UM CUTHAN Hecylleld. Koraa otnpasuTens



0bHapyKMBaeT KOHPAUKT UK HecyLLyto, OH GOPMUPYET OTCPOUKY, UTODbI OT/IOXKMUTL Nepesady AaHHbIX.

RX

BapuaHTbl: Enable/Disable

Mo ymonyaHuio: Enable

dyHKuMA: PaspelleHne/3anper noaydeHma AaHHbIX 418 nopTa.

OnucaHue: Enable yKasbiBaeT, YTo MOPT MOXKET NPUHMMATL AaHHble; Disable yKasbiBaeT, UTo NOPT HE MOXKET
NPUHMMATb flaHHble,

X

BapuaHTbl: Enable/Disable

Mo ymonyaHuio: Enable

dyHKumMA: PaspelleHne/3anpeT NoaydeHma AaHHbIX 418 nopTa.

OnucaHue: Enable yKasbiBaeT, 4uTo NOPT MOKET NepeaaBaTb AaHHble; Disable yka3biBaeT, UTO NOPT HE MOXKET
nepeaaBaTb AaHHbIE.

Reset

BapuaHTbl: Reset/Noreset

Mo ymonyaHutio: Noreset

®PyHKUMA: BbINONHWUTL MK HeT cbpoc noprTa.

5.4 CmeHa napona

MOXHO U3MeHUTb Napo/ib ANA N0Nb30BaTeNA admin, KaK NOKa3aHo Ha PUCYHKE HWNXKe.

admin

PucyHok 22 CmeHa napona

5.5 O6HOB/IeHME NporpaMmMHoro obecneveHun

O6HoBNEHME NPOrPamMMHOro obecneyeHnsa MOXKeT MOMOYb YAYyYLWINTb NPOM3BOAMTENIBHOCTb KOMMYyTaTopa. [aa
KOMMYTaTOpPOB 3TOM cepumn obHoBneHune MO BKAoYaeT B cebsi 0OHOB/IEHWE BEPCUM 3arpy3unKa n 06HOBAEHME
BEPCMM CUCTEMHOTO NporpammHoro obecneyeHuns. Bepcus sarpysyumnka f4oaKHa 6biTb 06HOBAEHA A0
0b6HOBNEHWNA BEPCMM CUCTEMHOTO NPOrpaMmMHOro obecneyveHuns. Ecim Bepcua 3arpy3ymka He MeEHAETCA, MOXKHO
0b6HOBUTL TOJIBKO Bepcuto cuctemHoro MNO.

Ons o6bHoBNeHMA Bepcun MO TpebyeTca FTP-cepsep.

5.5.1 O6HOoBNEeHMe NporpammHoro obecneueHus uepes FTP

YctaHoBuTe FTP-cepBep. Huxke B KauecTBe npumepa Mcnonb3yeTca nporpammHoe obecneyeHne WFTPD gns
03HaKOMJIEHUA C KOHPUrypauuen FTP-cepeepa n o6HoBAEHMEM NporpaMmHOro obecneyeHums.

1. WenkHute [Security] A [Users/Rights]. MosasuTca amanorosoe okHo Users/Rights Security Dialog. LLlenkHuTe
<New User>, yTobbl co34aTb HOBOTO Nosib3oBaTena FTP, Kak MOKa3aHo Ha puUcyHKe Huxke. Co3aainTe nmsa
Nno/sib30BaTe A U NapoJ/ib, Hanpumep, UMs nosb3osatena admin 1 naponb 123. WenkHnte <OK>,



B Ho log file open — WFIPD

File Edit ¥iew Logzzing Meszagez Security Help

Ozer f Rights Security Dialog

IJzer Mame: I admin ;I Daone |

zer ..

Mew User... | Delete | Change Pazs... |

Haorme Direchony: I [~ Bestricted to home
Help | Rightz »> |

Change Password |X|

Mew Passwaord: Im

C I
Yerify Pazsword: | anee

Pl

Help

For Help, press Fli |1 socket |I] USEFS | |NUM| ﬁ
PucyHok 23 Co3gaHue HoBoro nonb3osatena FTP

2. Beeaute nyTb XxpaHeHUs paiina obHoBneHMA B nose Home Directory, Kak NoKasaHO Ha PUCYHKE HUXKE.
LLenkHnte <Done>.



" No log file open — ¥ETPD

File Edit ¥iew Logzing Messzagez Sacurity  Help

O=zer / Rights Security Dialog

Idzer Mame: I admin ;I

Uszer ...

Mew User... | Delete l Change Pazs. .. |

Home Directony: IF:"-,test-\,.'ersiljn I Bestricted to home

Help | Rights > |

For Help, press F1

|1 socket |I] USErS | |MUM| ﬁ

PucyHok 24 MectononoxeHue daina

3. ns o6HoBNEeHMA BootROM BBeAUTE B NPUBUAEIMPOBAHHOM peXnUMe caeaytollyto KomaHay. Switch#update
bootrom File_name Ftp_server_ip_address User_name Password B Tabanue HUKe npuBeaeHO onucaHue

napameTpos.

Tabnuvua 2 MapameTpbl 06HOBNEHUA BootROM yepes FTP
Mapametp OnucaHue
File_name NUma sepcrn BootROM

Ftp_server_ip_address

IP-agpec cepsepa FTP

User_name

Co3aaHHOe nmsa nonb3osaTens FTP.

Password

Co3aaHHbI naponb FTP.

4. Ha cneayrolemM pUCYHKe NOKasaHa CTpaHuL,a obHoBAeHMA NporpammHoro obecneyeHus. Beegute IP-agpec
FTP-cepBepa, umsa dalina (Ha cepsepe), uma nonbzosatensa FTP u naponb. WWenkHute <Apply>.




| 2 vl

|192.168.D.23 |

|icumr3DDDDC—1.E.5.bin|

|admin |

PucyHok 25 O6HoBAeHMe nporpamMmMHoro obecneyeHus yepes FTP

.

BHumaHue:
A Nms daitna 4oNKHO coaepKaTb paclumMpeHme. B npoTMBHOM cnyyae 0B6HOBAEHUE MOXKET
— NPONTN Heyaa4uHo.
Wk Rk O p yp‘

5. Y6eautecb B HaMYMM HOPMAJIbHOM CBA3M MexKay FTP-cepBepom U KOMMYTaTOPOM, KaK NoKa3aHo Ha
PUCYHKE HUMKe.

B Ho log file open — WFTPD

File Edit ¥iew Lozzing Meszagez Security Help

[L0132] 09/17f12 14:40:16 Connection accepted from 192.168.0.119

[C0132] 09f1712 14:40:16 Command "USER admin" received

[CO132] 0941712 14:40:16 PASSword accepted

[L0132] 09/17f12 14:40:16 User admin logged in.

[CO132] 091712 14:40:16 Command "TYPE I" received

[CO132] 091712 14:40:16 TYPE setto I N

[C0132] 09417112 14:40:16 Command "PASY" received

[C 0132] 0941712 14:40:16 Entering Passive Mode [192,168.0,23.8.33]

[CO132] 09/1 712 14:40:16 Command "RETR sicom-3000DC-1.5.5.bin" received
[C 0132] 09/1 712 14:40:16 RETRieve started on file sicom-3000DC-1.5.5_bin

[C 0132] 09417112 14:41:33 Transfer finished

[G 0132] 0941712 14:41:33 Got file DATESTVERSION\SICOM3024P_¥3.1\SICOM-3000DC-1.5.5\sicon
[C0132] 0971712 14:41:45 Command "QUIT" received

[C 0132] 09f1712 14:41:45% QUIT or close - user admin logged out

For Help, press F1 1 socket |0 users NUM
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MpeaynpexaeHue:

Y106b1 0TOOPA3UTL MHGOPMALMIO KypHaNa OOHOBNEHWUI, KaK NMOKA3aHO Ha NpeablayLem
PUCYHKe, HY}KHO LWenkHyTb [Logging] - [LogOptions] 8 WFTPD u BbibpaTb Enable Logging u
HdOpMaUMIo XKypHana aaa oTobpaxkeHus.

6. Koraa o6HoBNeHWe ByaeT 3aBepLUeHO, KaK NOKA3aHO Ha CieaytoWwem PUCYHKe, MepesarpysmTe yCTPOMCTBO U
OTKpoiiTe cTpaHuLy Switch Basic Information, yTo6bl NpoBeEpPUTL, YCNELHO /X BbINO/IHEHO OOHOB/IEHME U



dKTUBHaA /I HOBaA BEPCUA.

« Result

The software is upgraded successfully!

PucyHoK 27 YcnelwHoe 06HOBeHWE NporpaMmHoro obecneyeHus yepes FTP

BHumaHue:

> Bo Bpemsa obHoBneHus MO He BbiKAtovaliTe FTP-cepsep.

> Mo 3aBeplLUeHUM 06HOBNEHMA Nepe3arpy3nTe YCTPOMCTBO AN aKTUBaLMKN HOBOM BEPCUM.
> Ecnm ob6HOBNEHUE He yaanoch, He NnepesarpyKaiTe yCTPOMCTBO, YTOObI M36exkaTb notepu
dalina nporpammHoro obecneyeHms 1 3anycka ¢ oLMBKoN.

WARMINDG

5.6 3anpoc Bepcun nporpammHoro obecneueHus

B KOMMyTaTOp MOKHO 3arpy3uTb aBe Bepcumn MO, HO TONbKO 0AHa U3 HUX MOXKET BbiTb aKTUBHa.

3anpocuB BEPCUM MPOrPaMMHOro obecneyeHns, MOXKHO y3HaTb UAEHTUGUKATOPDI, AaTbl BbIMYCKa M CTATyCbl
ABYX BEPCUM, KaK NOKa3aHO Ha CneayroLeM PUCYHKE.

1 R1004 2014-12-24 14:53 bLotive | w
2 R1003 2014-7-1517:32 Inactive w
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5.7 Bbirpy3ka/3arpy3Kka KoHurypaumm

PyHKUMA pe3epBHOro KONMPOBAHMA KOHOUIYpPaLMM NO3BOAAET COXPAHATb aKTyasibHble $ainbl KOHPUIypauum
KOMMYyTaTopa Ha cepBepe. Mpn nameHeHUM KOHPUIypaLLMM KOMMYTATOPa MOXKHO 3arpy3nTb UcxogHble ¢ainbl
KOH}Urypaunm c cepsepa Ha KommyTaTop Yepes FTP.

Bbirpy3ka ¢ainnos 3akito4aeTca B Bbirpy3ske Gpainos KOHPUTrypaumm KOMMyTaTopa Ha CepBep M COXPaHEHUMU UX
B ¢ainax *.doc u *.txt. 3arpyska ¢aiiIoB 3aKNt04AETCA B 3arpy3Ke COXpaHeHHbIX ¢painnoB KoHGUrypaLum ¢
cepBepa Ha KOMMYTaTOP, KaK NMOKa3aHO Ha CeAyoLWwuX PUCYHKaX.

MpeaynpexxaeHue:
Mocne 3arpy3ku ¢aiina KOHGUrypaLmMm Ha KOMMYTaTOpP HEOBXO0AMMO nepe3arpy3nTb
KOMMYTaTOp, YTOObI KOHOUIYypaLMA BCTYNUAA B CUAY.

CAaUuTIOMN




| Upload file v1
182, 168. 0. 23 |

||:|:|nfig.1:1-:1: |

| admin |
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| Download file v|

|192.168.D.23 |

||:|:|nfig. txt |

| admin |

PucyHok 30 3arpy3ka ¢ainna KoHourypauum

6 PacuMpeHHble HaCTPOMKM

6.1 OrpaHuyeHue CKOpOCTU NopTa

6.1.1 O630p

OrpaHuyeHue CKoOpoCcTM NopTa NpeAHa3HaYeHo ANA OrpaHNUYEHNA CKOPOCTU MAKETOB, NPUHUMAEMbIX UK
nepegaBaemMblix MOPTOM, M OTOPACbIBaHMA NAKETOB, CKOPOCTb KOTOPbIX NPEBbLILAET NOPOroBoe 3HaveHue. ITa
bYHKUMA AelcTBYET Ha BCE MaKeTbl HA BbIXOAE, HO TO/IbKO Ha onpeseneHHble TUMbl NAKeTOB Ha BXOAe.
Cnegaytowme nakeTbl KOHTPONNPYIOTCA Ha BXOAE.

MaKeTbl 0AHOAAPECHOM PACCHIZIKU: OAHOAAPECHbIE NAKeTbl, A06aBNEHHbIE CTAaTUYECKN UK UcxoaHble MAC-
aapeca KOTopbIX U3yYeHbl.

MaKeTbl MHOrOaAPECHOM PACcCbINKM: NaKeTbl, 406aBAEHHbIE CTATUYECKU MU MOYYEHHbIE C NoMoLLbto IGMP
Snooping nan GMRP.

3ape3epBMpOBaHHbIE MHOTOaApPeCHbIEe NaKeTbl: NakeTbl ¢ MAC-agpecamu B gmnanasoHe ot 0x0180c2000000 ao
0x0180c200002f.

LLinpoKoBeLwaTenbHble NakeTbl: NakeTol ¢ MAC-agpecom HasHauveHna FF:FF:FF:FF:FF:FF.

HeunsBecTHble NakeTbl MHOrOa4PECHOM PAcCbIZIKW: MaKeTbl, KOTOPble He Hbinn A06aBNEHbI CTAaTUYECKU U He
n3y4yeHol ¢ nomouw,bto IGMP Snooping nnnm GMRP.

HeunsBecTHble ogHOAAPECHbIe MaKeTbl: MaKeTbl, KOTOpble He 6blnn fo6aBneHbl cTaTuyeckn n MAC-agpeca
WUCTOYHUKA KOTOPbIX HE U3YYeHbI.

[MakeTbl HEM3BECTHOrO UCTOYHMKA: NakeTbl ¢ MAC-agpecamMn HeM3BECTHOrO MCTOYHUKA.

6.1.2 Hactpoiika uepes Be6-uHTepodeiic

1. Bbl6epMTe TUNbl NAKETOB A/1A KOHTPOJ/1A CKOPOCTU, KaK MOKa3aHO Ha PUCYHKE HUNXKeE.



The restricted speed is disabled when itis setto 0.
Set Packet Type for Rate Control

ynpasaeHne CKOpPOCTbHO LLIMpOKOBELLI,aTe.I'IbHOﬁ nepenadu. Ka)K,EI,bIﬁ NakKeT MOXXHO ILI,06aBl'1Tb TOJIbKO B O4AMH TUN
KOHTPO/A CKOPOCTU.

IInicast packettype and address added staticly or learned.

Multicast packet type and address added staticly or learned thraugh IGMP
Snooping.

Mac control frame between 0x0180c2000000~0x0180c200002f.
Broadcast address.
MMulticast packet and address not added staticly and not learned through
[GMF Snooping.
IInicast packet type and address not added staticly and not through source
MAC.
LInknown source address in packet.

PucyHok 31 Tunbl NakeToB A8 KOHTPOAA CKOPOCTH
MpueMHUK pas3genaeT ynpaBieHMe CKOPOCTbIO Ha ABa TMNa: yNpaBiaeHWe CKOPOCTbiO 06CYKMBAHMA U

2 HacTpoiiTe KOHTPO/Ib CKOPOCTUM MNOPTA, KaK MOKA3aHO Ha PUCYHKE HUKeE.

Service/Broadcast

[OunanasoH: 64~1000000 KéuTt/c
®PyHKUMA: HacTpoWKa KOHTPOAA CKOPOCTM ANA NaKeTOB NopTa. [akeTbl, CKOPOCTb KOTOPbIX NPEBbILLIAET
yKa3aHHOe 3HayeHue, oTOpacbIBalOTCA.

OnucaHue: CKopocTb Bxoaallero Tpaduka gna nopta 100M sapbupyetca oT 64 go 100000 Kéut/c.
CKopocTb BxoadaLlero Tpaduka ans nopta 1000M sapbupyetca ot 64 ao 1000000 KéuT/c.

OutRate

[unanasoH: 64~1000000 KéuTt/c
®yHKUMA: OrpaHUUYUTb CKOPOCTb NAKeTOB, NepecbliaeMblix NOPTOM.

S1FET Dlﬂjps Dl{bps ICIKbps
S1FE2 70 |kbps B |keps 90 |Knps
S1FE3 Dlﬂjps Dl{bps ICIKbps
S1/FE4 Dlﬂjps Dl{bps ICIKbps
S1/FES Dlﬂjps Dl{bps ICIKbps
S1/FEG Dlﬂjps Dl{bps ICIKbps
S1FET Dlﬂjps Dl{bps ICIKbps
S1/FES Dlﬂjps Dl{bps ICIKbps
S4IGET Dlﬂjps Dl{bps ICIKbps
S4/GEZ Dlﬂjps Dl{bps ICIKbps
S4/GE3 Dlﬂjps Dl{bps ICIKbps
S4IGE4 0 |kops 0 Kbps 0 Kbps

PucyHoK 32 KoHTpoAnb cCKOpoCTH nopTa




OnucaHue: CKopocTb ncxogsauiero Tpadmka ans nopta 100M sapbupyetcs ot 64 go 100000 K6ut/c.
CropocTb Bxogsauiero TpadurKka ans noprta 1000M sapbupyetca ot 64 o 1000000 Kéurt/c.

MpeaynpexaeHue:
Ecnu 3HaYeHMe ycTaHOBNEHO paBHbIM 0, KOHTPO/Ib CKOPOCTU A5 NMOPTa OTK/KOYEH.

6.1.3 Mpumep TMNOBOIT KOHPUrypaLuumn

YcTaHOBWTE NOPOr CKOPOCTM OAHOAAPECHbIX M MHOTOaAPECHbIX NMaKeToB Ha NopTy 2 Ao 70 Kéut/c,
LIMpOKOBeLaTebHbIX NakeToB A0 80 Kbut/c n ncxoaawein ckopoctu Ao 90 Kéut/c.

dTanbl HaCTPOMKMU:

1. Bbibepute ogHoagpecHble U MHOTOAAPECHbIe NaKeTbl B CTOOLLE Service U LWMPOKoBeLWaTebHbIe NaKeTbl B
cTonbue Broadcast, Kak NOKa3aHoO Ha pucyHke 31.

2. Ha nopty 2 ycTaHoBWUTE NOpor CKOpoCTH obcayKuBaHua 70 K6UT/c, Nnopor CKopocTy LMPOKOBELLLATENbHOM
nepeaa4un 80 K6ut/c n ncxoasauyto ckopoctb 90 K6MT/c, Kak MoKasaHo Ha pUCcyHKe 32.

6.2 VLAN

6.2.1 O630p

OpfHa NoKanbHasa ceTb MOXKET ObITb pa3zesieHa Ha HECKOJIbKO NOTUYECKMX BUPTYaNbHbIX TOKA/IbHbIX CETEW
(VLAN). YcTpolicTBO MOXKeT 0bMeHUBaTbCs AaHHbIMU TOJIbKO C YCTpoicTBamu B Tol e VLAN. B pesynbrate
LUMpPOKOBeLLaTeIbHble NaKkeTbl orpaHnyuBatotca VLAN, yTo nosbllwaeT 6e3onacHocTb LAN.

Pasgen VLAN He orpaHunyeH pusmnyeckmm pacnonoxkernem. Kaxkgaa VLAN paccmaTpumBaeTca KaKk normyeckas
ceTb. Ecnm xocty B ogHoM VLAN HeobxoaMMO OTnpaBuTb NaKeTbl aHHbIX HA XOCT B Apyroi VLAN, ooaKeH 6bITb
334€eMCcTBOBaH MapLUPyTM3aTOp UAN YCTPONCTBO YPOBHA 3.

6.2.2 MpuHUMn paboTbl

Y1obbl CETEBbBIE YCTPOICTBA MOI/IN PA3/inyaTh NaKeTbl U3 pasHbix VLAN, B nakeTbl Heobxoanmo Ao6asuTb nons
ansa naeHtnomkaumm VLAN. B HacToswee Bpems ana naeHtuoumkaumm VLAN yale Bcero ncnosbsyercs
npotokon IEEE802.1Q. B Tabaunue nokasaHa CTpyKTypa Kagpa 802.1Q.

Tabnunua 3 CTpyKTypa Kagpa 802.1Q

DA SA 802.1Q Header Length/Type Data FCS

Type PRI CFI VID

4-6ariToBbIl 3aronoBok 802.1Q B Kauectse Tera VLAN gobaBnneTtcs K TpagmMUMOHHOMY Kaapy AaHHbIX Ethernet.
Tun 16 6ut. NicnonbayeTcs ana naeHTMdUKaLMmM Kagpa gaHHbix, Hecylero Ter VLAN. 3HayeHune pasHo 0x8100.
PRI: Tpu 6uTta, onpegenstowme npnopuTeT naketa 802.1p.

CFl: oamn 6uT. 0 yKasbiBaeT Ha Ethernet, a 1 yka3sbiBaeT Ha Token Ring.

VID: 12 6uT, o603Havatowmx Homep VLAN. nanasoH 3HaueHuit ot 1 go 4093. 0, 4094 n 4095 senstoTca
3ape3epBMpPOBaHHbIMM 3HAYEHUAMMU.



MpumeyaHue:

> VLAN 1 sBnsetca VLAN no ymonuyaHuio, 1 ee Hefb3s co34aTb U/UAKN YAANAUTb BPYYHYIO.

> 3ape3epsuposaHHble VLAN 3ape3epBUpoBaHbI 414 peannsaLmm cMcTeMon onpeaeneHHbix
bYHKUMIA M X Heb3s CO34aTb M/WUAW YAANUTb BPYUHYIO.

MaKeT, cogepralmit 3aroioBok 802.1Q, ABnAeTCA TerMPOBaHHbIM NAaKeToM; NakeT 6e3 3arosioBka 802.1Q
ABNAETCA HEeTerMpoBaHHbIM NAaKeToM. Bce nakeTbl, nepeaaBaemblie KOMMyTaTOpoMm, coaepKaT Ter 802.1Q.

6.2.3 VLAN Ha ocHOoBe nopta

Pasgen VLAN moxeT 6bITb IM60 Ha 0CHOBe nopTa, IMbo Ha ocHoBe MAC-agpeca. KommyTaTopbl 3TON cepun
noaaeprkmeatot pasgenbl VLAN Ha ocHoBe nopTa. YyacTHMKM VLAN moryT 6bITb onpeaeneHbl Ha OCHOBE NOPTOB
KommyTaTopa. Nocne gobaBneHna nopta B ykasaHHyo VLAN nopT MOXKeT nepecbliaTb NaKeTbl C TEFOM A4
VLAN.

1. Tun nopTta

MopTbl AenATca Ha ABa TMMA B 3aBUCMMOCTM OT TOrO, Kak OHM obpabaTbiBatoT Tern VLAN npu nepecbinke
NaKkeToB.

HeTernpoBaHHbIi nopT: MNepecbliaemble HETEFMPOBAHHbIM NOPTOM NaKeTbl He MmetoT Teros VLAN.
HeTernpoBaHHble NOPTbl 06bIYHO NCMONBL3YHOTCA ANA NOAKNOYEHUA K TEPMUHANAM, HE NOAAEPKMBAIOLLUM
802.1Q. Mo ymonyaHuio Bce NOPTbl KOMMYTaTOpPa ABAAIOTCA HETErMPOBaHHbIM NOpTamu 1 NpuHaanexkat VLANI.
TernpoBaHHbIl NOPT: Bce nepecbinaemble TErMpoBaHHbIM NOPTOM NakeTbl UmetoT Ter VLAN. TermpoBaHHbIe
NopTbl 06bIYHO MCMOIL3YIOTCA A7 NOAKIOUYEHMA CETEBLIX NEPEAAOLMNX YCTPOMCTB.

2. PVID

Kaxkabiii nopT umeet PVID. Mpn nony4yeHUn HeTErMPOBAHHOTO NaKeTa NopT A06aBAsET K NakeTy Ter B
cootBeTcTBumM ¢ PVID.

PVID noprta asndaetca VLAN ID ana HeTermposaHHoro nopta. lo ymon4yaHutio sce PVID noptos — VLAN 1.
Tabnvua NoKasblBaeT, KAK KOMMYTAaTOp 06pabaTbiBaeT NONYYEHHbIE M NEPECHIIAEMbIE NAKETbI B 3aBUCUMOCTH
oT TMna nopta un PVID.

Tabnunua 4 PasnunyHble pexknmbl 06paboTKn NakeTos

O6paboTKa No/Iy4eHHbIX NAKETOB O6paboTKa NaKeToB A/15 NepPeCbIIKK

HeTernpoBaHHble
NaKeThbl

TerMpoBaHHbIE NAKeTbl Tun noprta O6paboTka nakeToB

HEPECJ'I dTb NaKeT nocne

HeTernpoBaHHbIi
yaaneHun Tera.

Ecam VLAN ID B nakeTe Haxo4AuTcA B
crnncke paspeweHHbix VLAN, npuHATb
naker.

Ecam VLAN ID B nakeTe He HaxogmTca
B CNUCKe pa3spelweHHbix VLAN, TernpoBaHHblif
OTK/NIOHMTb NakKer. naker.

JobasuTb Tern PVID B
HeTerMpoBaHHble

naketbl CoxpaHUTb Ter u nepecnaTb

6.2.4 Hactpoiika yepes Beb-uHTepdeiic

HacTpoiTte perkum npospavHon nepegaum VLAN, Kak NOKa3aHo Ha cleaytolem PUCYHKe.




Ingress VLAN Filter: | Nonmember Drop v/ Untagged Port VLAN List

] default-—1

PucyHok 33 HacTtpolika pernma npospaydHoit nepegaumn VLAN

Ingress VLAN

BapwuaHTtbl: Nonmember Drop/Nonmember Forward

Mo ymonyaHuto: Nonmember Drop

®yHKuMA: HacTpolika penma npospavHon nepegayum VLAN.

OnucaHme: Mpo3payHbIi pexXMm nepesayum yKasblBaeT, NPOBEPAET I KOMMYTaTOP BXOAALLME NaKeTbl HA NOPTY.
Ecnu BbibpaHo 3HaueHMe Nonmember Drop, nakeT otbpacbiBaetcs, ecnm ter VLAN naketa otaunyaetcs ot VLAN
nopta. Ecam BbibpaHo 3HavyeHne Nonmember Forward, nakeT npuHumaeTtcsa, ecam Ter VLAN nakeTa ngeHTu4YeH
Tery ntoboro Apyroro NoAKAOYEHHOro NopTa KOMMYTaTOpPa, B MPOTUBHOM C/ly4ae NakeT oTbpacbiBaeTcs.

2. Cospaiite VLAN.

LLenkHuTe <Add> Ha puc. 33, utobbl co3aaTbh VLAN. Kak NnoKa3aHO Ha pUCyHKe HUXKe, BbibepuTe NopThl A4
pobasnenus K VLAN 1 3agaiiTe napameTpbl NOPTOB.

VLAN Name:|2 |

VLANID :[vlan |

S1FET| |Untagzed ¥ ||l o ¥ | |pisable
S1FE2| |Untagged ¥ ||lo ¥ | Disabie
STFE3| | vl | o Disable
S1FE4| | v || o Disable
S1FES| | vl || o Disable
SVFEG| | vl || © Disable
S1FET| |Tageed v || o
SVFES| | vl || o Disable
S2FET| | v || o Disable

PucyHok 34 Hactpoiika VLAN

VLAN Name

Onana3oH: 1731 cumeon

®yHKUMA: 3agaHne umenun VLAN.
VLAN ID

OnanasoH: 274093

®yHKumA: Hactpoiika VLAN ID.
Onucanune: UaeHtudumkaTtop VLAN ID ncnonosyercs, 4tobbl pasnnyatb pasHbole VLAN. KommyTaTopbl cepumn
noanep*uneatoT He bonee 256 VLAN.
VLAN Member

BapuaHTbl: Tagged/Untagged
dyHKuMA: Bbibop TMNa nopta B VLAN.
Priority



OwnanasoH: 0~7

Mo ymonyanwuto: 0

dyHKuMA: HacTpoiKa npuopuTeTa No yMmo4aHuto gaa nopta. Mpu gobasneHun Tera 802.1Q K
HeTermpoBaHHOMY NakeTy 3HavyeHune nona PRI agnaeTca npuoputeTom.

PVLAN

BapwuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

dyHKumA: Ona pobasneHua TernpoBaHHoro nopta B VLAN Heo6xoaMMO BKIOUNUTL UK BbIKAOUMTL PVLAN.
JononHutenbHyto nHGoOpmauuto

o PVLAN cm. B cneaytouleii rnase.

MpeaynpexaeHue:
HeTernpoBaHHbIM NOPT MOXKHO A06aBUTb ToNbKO B oaHY VLAN. VLAN ID siBnsetca PVID ana
nopta. 3HayeHune No ymoa4yaHuo 1. TerMpoBaHHbIM NOPT MOXKHO A06aBUTL B HeCKObKO VLAN.

CAaUuTIOMN

3. NMpocmoTpute cnmncok VLAN, Kak MOKa3aHO Ha PUCYHKEe HUXKe.

Ingress WLARN Filter - | Normember Drop w | Untagged Port VLAHN List
F default---1
] vlan---2
] vlan—-100
] vlan—-200

PucyHok 35 MNpocmoTp cnucka VLAN

PVLAN List

BapuaHTbl: BbI6paTh/0TMEHUTbL BbIGOP

PyHKUMA: BkAouyeHme nan BolkaoveHmne pyHKummn PVLAN. JonoaHUTENbHYI0 MHGOPMALMIO CM. B C/ieayoLLel
rnase.

4. MpocmoTpuTte PVID nopTos.

LWenkHute <Untagged Port VLAN List> Ha pucyHKe 35. [MosBUTCa cneayolan cTpaHMua.



S1FET 2
S1FEZ 2
S1UFE3 100
S1/FE4 100
S1FES 200
S1FEG 200
S1FET 1
S1/FES 1
S2/FE1 1
S2/FEZ 1

PucyHok 36 Cnucok PVID nopTos

MpepynpexkaeHue:
Kaxkabln nopT gonxkeH umetb aTpnbyt Untag. Ecam oH He ycTaHOBAEH, NOPT C aTpUbyTOM
Untag HaxoguTtca 8 VLAN 1 no ymonyaHuto.

|

CAaUuTIOMN

5. UameHeHue/yaaneHune VLAN.
LenkHuTe cnmcok VLAN Ha pucyHke 35. MOXKHO M3MEHUTb UAN yaanuTb co3gaHHyto VLAN. LLenkHuTe <Delete>
B HWXXHEM YacTu aKpaHa. MoKHo yaanuTtb VLAN Hanpsmyto, Kak NoKa3aHo Ha cneaytoLlemM PUCYHKe.

VLAN Name | wlan |

wao [

SUFE1| |Untagged ¥ || o || |Disable
SVFEZ| |Untagged o ||l o ¥ | Disabie
SVFE3| | v| || o Disable
S1FE4| | vl || o Disable
S1FES | | vl |0 Disable
STFEG| | vl || o Disable
SUFET| |Tagged vl || o
STFES| | vl || o Disable
S2FET| | vl || o Disable

PucyHok 37 U3ameHeHune/yaaneHune cosgaHHomn VLAN

6.2.5 Mpumep TMNOBOI KOHUrypaLuum

Kak nokasaHo Ha cneaytolemM pPUCyHKe, ceTb pasgeneHa Ha 3 VLAN: VLAN2, VLAN100 u VLAN200. TpebyeTcs,




yTobbI ycTpolicTBa B ogHOM VLAN MOr/M OCyLLECTBAATL OOMEH AaHHbIMW APYT C A4PYrom, HO pasHble VLAN 6blan
M301npoBaHbl. TepMUHanbHble K He MoryT pa3nnyaTb TerMPOBaHHbIE NaKeTbl, NO3TOMY NOPTbI, COeAnHAIOWME
KommyTatop A 1 KommyTtaTop B c MK, HacTpoeHbl Ha nopT ¢ aTpnbyTom Untag. MakeTtbl VLAN2, VLAN100 u
VLAN200 gonxHbl nepenaBaTbCa MeXAY KOMMYTAaTOPOM A U KOMMYTATOpPOM B, nosTomy nopTbl, coegunHaAowme
KOMMyTaTop A M KOMMYTATOp B, fOMKHbI ObITb HACTPOEHbI C aTPUBYTOM Tag, YUTO NO3BOJIMT NPOMNYCKaTb NAKETbI
VLAN 2, VLAN 100 n VLAN 200. B Tabnuue nokasaHa KOHKpeTHas KoHdurypaums.

Tabnunua 5 KoHourypauma VLAN

DnemeHT Hactpoika

HactponTte noptbl 1 1 2 Ha KOMMyTaTopax A 1 B Kak HeTerMpoBaHHble NOPTbI, @ NOPT 7 KakK

TerMnoBaHHbIA NODT
HactponTte noptbl 3 U 4 Ha KOMMyTaTopax A 1 B Kak HeTerMpoBaHHble NOPTbI, @ NOPT 7 KakK

TErMnoBaHHbIN NODT
HactponTte nopTbl 5 1 6 Ha KOMMyTaTopax A 1 B Kak HeTerMpoBaHHble NOPTbI, @ NOPT 7 KakK

TerMpoBaHHbIA NODT.

VLAN2

VLAN100

VLAN200
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PucyHok 38 Ucnonb3sosaHue VLAN

KoHdurypauma kommyTtatopa A 1 KommyTtatopa B:

1. Co3paiite VLAN 2, pobasbTe nopt 1 1 nopt 2 8 VLAN 2 Kak nopTbl ¢ aTpnbyTom Untag n nob6asbTe nopt 7 B
VLAN 2 Kak nopt Tag, Kak NOKa3aHO Ha pUCYHKe 34.

2. Cospavite VLAN 100, nobasbTe nopt 3 1 nopt 4 B VLAN 100 Kak nopTsl ¢ aTpubytom Untag n aobasbte nopt 7
B8 VLAN 100 Kak nopt Tag, Kak NOKa3aHO Ha pUCyHKe 34,

3. Cospaiite VLAN 200, nobasbTe nopt 5 1 nopt 6 B VLAN 200 Kak nopTsl ¢ atpubytom Untag n gobasbte nopt 7
B8 VLAN 200 Kak nopt Tag, Kak NOKa3aHO Ha pUCyHKe 34,

6.3 PVLAN

6.3.1 0O630p



YactHas VLAN (PVLAN) ncnonbsyeT ABYXYPOBHEBbIE TEXHONOMMWN N30AALMMK ANA Peann3aLmm CNOKHOM
bYHKLMM M30naUMKM TpaduKa NopTos, obecrneyeHma ceTeBoi 6€30MacHOCTU U M30AALMM LIMPOKOBELLATEIbHOTO
AOMeHa.

BepxHsaa VLAN — 3710 VLAN c 0b6LimMm AOMeHOM, B KOTOPOI NopTbl ABaAtoTcA noptamu Uplink. HuxkHMe VLAN
ABNAIOTCA M30/IMPOBAHHBIMW AOMEHAMM, B KOTOPbIX NOPTbI ABAAtoTCA nopTamn Downlink. MopTbl Downlink
CBA3N MOTYT HbITb Ha3HaYeHbl Pa3HbIM AOMEHaM U30NALMUU, U OHU MOTYT OAHOBPEMEHHO B3aMMOAeNCTBOBaTb
¢ noptom Uplink. U3onmMpoBaHHble AOMeEHbI HE MOTYyT B3aUMOAENCTBOBATb APYT C APYIrOM.

PucyHok 39 Ucnonb3oBaHue PVLAN

Kak nokasaHo Ha npeablayliem pucyHke, obwmm agomeHom asnaetca VLAN100, a M301MpOBaHHbIMM
pomeHamu asaatoTca VLAN 10 u VLAN 30; ycTpoiicTBa B U30/1MPOBAHHbIX AOMEHAX MOryT B3aMMOAENCTBOBATL C
YCTPOMCTBOM B COBMECTHO MCMOJibayemMom gomeHe, Hanpumep, VLAN 10 moxkeT B3aumogericteoBaTtb ¢ VLAN
100; VLAN 30 Tak»e moxeT B3aumogencrtsoBaTb ¢ VLAN 100, HO yCTPOMCTBA B pa3HbIX M30/IMPOBAHHbIX
OOMeHax He MOTyT B3aumoaeiicTBoBaTtb Apyr ¢ apyrom, To ectb VLAN 10 He moxkeT B3aumogericteosaTtb ¢ VLAN
30.

MpumeyaHue:
,\‘ Korga TermpoBaHHbIi NopT ¢ noaaepxKoit PVLAN nepecbinaet kagp c terom VLAN, Ter
i VLAN ypanaetca.

MOTE

6.3.2 Hactpoiika uepes Be6-uHTepdeiic

1. Bkntouunte PVLAN gan nopta, Kak MOKa3aHO Ha PUCYHKE HUXKe.




VLAN Name: wlan |

S1FET | |Untagged ~ || 0 ||| | Disable
S1FEZ| |Untagged v || 0 [v]| Disable
S1FE3 | |Tageed v| || o
S1FE4 | |Tagzed o | o
S1FES | | Tagged v| | 0
S1FES | | Tagged v| | 0
S1FET | | v || 0 Disable
S1FES| | v| | 0 Dizable
S4IGET| | v| | @ Disable
S4/GE2| | v || 0 Dizable
S4IGE3 | | v || 0 Disable
S4IGE4| | v| | 0 Dizable

PucyHok 40 BkntoueHne PVLAN

MokHo BKAoUnTb PVLAN Ha TermposaHHom nopTy VLAN.

Ecnum VLAN sBnseTtcs o6Wwmm 4OMEHOM, MOPT BOCXOAALLEN IMHUM CBA3U ABNAETCA NOPTOM C aTpubyTom Untag,
a NOPT HUCXOAALLEN NMHUM CBA3M JOMKeH ObiTb fo6aBneH B VLAN B KayecTse nopta aTpnbytom Tag.

Ecnn VLAN aBnaetca 301MPOBaHHbIM SOMEHOM, NOPT HUCXOAALLEN NMHUM CBA3U ABNAETCA HETEIMPOBAHHbLIM,
a NopT BOCXo4ALWen TMHNM CBA3K A0JIKeH ObiTb gobasneH B VLAN Kak TErMPOBaHHbIN .

2. Bbibepute VLAN, Bxogauwme B PVLAN, KaK NOKa3aHO Ha cieaytoLLem pUCyHKe.

F default—1
vlan—100
vlan—200
vlan--300

PucyHok 41 Bbibop yyacTHMKoB PVLAN
PVLAN List
BapuaHTbl: BbI6paTh/0TMEHUTbL BbIGOP
Mo ymonyaHuIo: OTMEHUTb BbIGOp
®yHKuMA: Bbibop yyacTHMKOB PVLAN

MpumeyaHue:
Kak obume, Tak 1 M3oa1MpoBaHHble AoMeHbl aBaatoTca VLAN, xogawmmm 8 PVLAN.

NOTE




6.3.3 Mpumep TMNOBOIT KOHPUrypauumn

PucyHoK 42 noKasbiBaeT ucnosnb3osaHune PVLAN. VLAN300 — 3To 0buiuii JomeH, a nopTbl 1 n 2 — nopThbl
Uplink; VLAN100 n VLAN200 saBnstoTcAa N30MPOBAHHbIMU OMEHaMM, a nopTbl 3,4, 51 6 — nopTamu
Downlink.

VLAN 300

&P

Switch

SB S

VLAN 100 VLAMN 200

PucyHok 42 Mpumep HacTpoeKk PVLAN

dTanbl HAaCTPOMKMU:

1. HacTtpolite o6wwmit gomeH, VLAN300, Kak noKasaHO Ha pucyHKe 40.

HacTpoite nopt 1 1 nopt 2 Kak noptbl Untag n nobasbTe ux 8 VLAN 300.

HacTpoite nopt 3 1 nopt 4 KaK noptbl Tag n gobasbTe Mx B VLAN 300. BKatounte PVLAN Ha aByx nopTax.
HacTpoitTe nopT 5 1 nopT 6 Kak nopTbl Tag n gobasbTe Mx B VLAN 300. BKkatounte PVLAN Ha aByx nopTax.
2. Hactpotiite VLAN 100, n3011MpOBaHHbIM AOMEH, KaK NOKa3aHO Ha pucyHke 40.

HacTpoiTte nopt 1 1 nopt 2 KaKk noptbl Tag n gobasbTte nx B VLAN 100. BKkatounte PVLAN Ha AByx nopTax.
HacTpoiTte nopt 3 1 nopt 4 Kak nopTbl Untag n nobasbTe ux 8 VLAN 100.

3. HactpowTe VLAN 200, n30/1MpOBaHHbIA 4OMEH, KaK MOKa3aHo Ha pucyHke 40.

Hactpoitte nopT 1 1 nopt 2 KaK noptbl Tag n aobasbTte ux B VLAN 200. Bkatounte PVLAN Ha AByx nopTax.
HacTpoiTte nopt 5 1 nopt 6 Kak nopTbl Untag n nobasbTe ux 8 VLAN 200.

HacTpointe VLAN300, VLAN100 1 VLAN200 B KayecTBe y4acTHMKOB PVLAN, Kak NoKasaHo Ha puUcyHKe 41.

6.4 3epkanmMpoBaHue NopToB

6.4.1 O630p

C dyHKUMeR 3epKannpoBaHMA NOPTOB KOMMYTATOP KOMMPYET BCe NONYYEHHbIE UM NepeaaHHble Kaapbl
[OaHHbIX B O4HOM MOPTY (MCXOAHbIN NOPT 3epKaNMPOBaHUSA) Ha ApPYroi NopT (NopT HasHaYeHus
3epKannpoBaHusa). MopT HazHaYeHMA 3epPKaNMPOBAHNA MOAKAIOYAETCA K aHaM3aTopy NPOTOKOAa UAx
MoHuTOpY RMON a1 MOHUTOPUHIA CETH, YNPABAEHUA U AMArHOCTUKN HEUCNPABHOCTEN.

OnucaHue



KommyTaTop nogaepKnsaeT TO/IbKO OAMH MOPT HAa3HaYeHMA 3ePKaIMPOBAHNA, HO HECKO/IbKO NOPTOB-
WUCTOYHUKOB.

HecKonbKo MCXOAHbIX MOPTOB MOTYT HaxoAMTbea Mbo B ogHoM VLAN, nnbo B pasHbix VLAN. MopT MCTOYHUKA U
NopPT Ha3HaYeHMA 3epKaZIMPOBAHMA MOTYT HaXOAUTbCA B 0aHOM U Toli e VLAN mam B pasHbix VLAN.

McxoaHbI NOpT M NOPT Ha3HAYeHUS HE MOTYT BbITb O4HUM U TEM Ke NMOPTOM.

MpeaynpexaeHue:

> [opT MCTOYHUKA WM Ha3HAYEHMUSA 3ePKaINPOBaHNA He MOKeT bbiTb AobaB/eH B rpynny
Trunk, a nopT, Ao6aBneHHbIN B rpynny Trunk, He MoOXeT 6bITb YCTAHOBAEH B KaYecTBe nopTta
Ha3Ha4YeHMA MU UCTOYHMKA 3ePKaUpPOBaHKUA.

> [opT MCTOYHUKA AW Ha3HAUYEHUA 3epKaIMPOBaHNUA HE MOXKET BbITb YCTAHOB/EH B KayecTse
pe3epBHOro NopTa, a Pe3epPBHbIA NOPT HE MOXKET BbITb YCTAHOB/IEH B KayecTse nopTa
MCTOYHMKA MNN HAa3HAYEHUA 3epKaUPOBaHUA.

CauTIiOM

6.4.3 Hactpoiika yepes Be6-uHTepdeic

1. BblﬁepMTe NOPT HAa3HAYE€HUA 3€ePKa/IMPOBAHNA, KaK MOKAa3aHO Ha PUCYHKE HUXKE.

S T

PucyHok 43 Bbibop nopTa 3epKannpoBaHus

Mirroring Port

BapwuaHTbl: Disable/nopt kommyTaTopa

Mo ymonyaHuto: Disable

®PyHKUMA: Boibop nopTa, KOTOPbIN ByaeT NOPTOM Ha3HaAYeHMA 3epPKaNNPoBaHUSA. [o/xKeH ObITb TONbKO OAWH
NopT Ha3HaYeHUA 3epPKaIMPOBAHUA.

2. BbibepuTe NopTbl UCTOYHMKA 3€PKAIMPOBAHNA U PEKMUM 3€PKANMPOBAHUA., KaK MOKA3aHO Ha PUCYHKE HUMKeE.

V] 21/FE1 EY & TH w
S1IFE2

&
<

s 1/FE3
] 51/FE4 TX v
Cls4FES
ClsFES

Cls1FET

Cl=4FES
1 54/GE1
] s4icE2

] s4/GE3

] s4/GE4

PucyHOK 44 MNopT UCTOYHMKA 3epKaINpoBaHUA



Mode

BapuaHTbl: RX/TX/RX & TX

®yHKUMA: BbIBOp AaHHbIX AN 3epKaNMPOBaHNA.

TX yKa3blBaeT, YTO B UCXOAHOM MOPTY 3€PKaIMPYIOTCA TO/IbKO OTMNPaB/EHHbIE NaKeTbl.
RXyKa3blBaeT, YTO B UCXOAHOM MOPTY 3ePKaSIMPYIOTCA TONbKO NOJIyYEeHHbIE NaKeTbl.

TX&RX yKa3blBaeT, YTO B UCXOAHOM MOPTY 3ePKaSIMPYIOTCA NMOAYHEHHbIE U OTNPaB/IEHHbIE NAKETbI.

6.4.4 NMpumep TMNOBOI KOHGUrypauum

Kak NoKasaHo Ha cieaylolem PUCYHKe, MOPT HasHAYeHUs 3epPKaIMPOBaHNA — 3TO NOPT 2, @ NOPT UCTOYHMKA
3epKaanpoBaHus — nopt 1.
Kak nepezaHHble, Tak M NOAyYeHHbIe MAKeTbl NopTa 1 3epKanvpytoTcs Ha nopt 2.

Message proocessingin device

-1+ 0" O--1-»
Source port Destination|port

e e

1 e 2
Source port w Destination port

Hgst { Mirrared port ) IZr'u'1irr|:|rir1g port ) Drata monitoring device

PucyHok 45 lNMpumep 3epKasinpoBaHmMAa nopTta

Tanbl HACTPOMKMU:

1. 3agaiTe NopT 2 KaK NOPT Ha3HAYEeHMA 3ePKAIMPOBAHUSA, KaK NMOKA3aHO Ha PUCYHKe 43,

2. 3apalite nopT 1 B Ka4YecTBe UCXOAHOrO NOpPTa 3ePKANIMPOBaHUA, Bbibepute pexxmnm 3epkanmpoBaHus TX&RX,
KaK MOKa3aHOo Ha puUcyHke 44,

6.5 Arperauma nopros

6.5.1 0630p

Arperaums nopToB NpeaHasHayeHa aas NpMBA3KM rpynnbl GU3NYECKUX NOPTOB C OANHAKOBOM KOHpUrypauuen
K noruyeckomy nopty. MNopTbl B rpynne arperaymm MoryT He TO/IbKO pacnpesensTb HarpysKy, HO M BbICTyNaTb B
KayecTBe AMHaMUYECKOro Pe3ePBHOIO KONUPOBaHMA APYr AN APYra, NOBbIWAA HALEKHOCTb COeANHEHMS.
6.5.2 Peanusauums

Kak noKasaHo Ha c/ieaylowem PUCYHKe, TpM NopTa KoMmyTaTopa A 06beMHALOTCA B Fpynny, a NponycKHas
CNOCOBHOCTL Fpynnbl paBHa 06LLEN NPONYCKHOM cNOocobHOCTU Tpex NOPTOB.



Switch A

Link aggregation ——»(] D

Switch B

PucyHoOK 46 Arperauma noptos

Ecnv KommyTaTop A OTNPaBASET NAKEeTbl KOMMYTATOPY B uepes arperMpoBaHHbIM KaHan, KommyTaTop A
onpeaenseT NOpPT-y4yacTHUK ANA nepedayun TpadrKa Ha OCHOBE pPe3y/IbTaToB pacyeTa pacnpesesieHns Harpysku.
Ec/v 0AMH NOPT-y4aCTHUK arpermpoBaHHOro KaHasa BbIXoamT U3 CTPOS, TpaduK, nepesaBaeMblii Yepes noprT,
nepegaeTcs gpyromy paboTocnocob6HOMy NOPTY HA OCHOBE a/ITOPUTMA PacnpeaeieHUs HarpysKu.

6.5.3 OnucaHume

Arperaumio NOpToB M CAeayoLmne KOHPUrypauum nopTos HeNb3A UCMO/Ib30BATb BMeECTE:

PesepsuposaHue nopToB.: MopT, fobaBAEHHbIV B rpynny arperawym, NOPTOB HEe/b3A HACTPOUTb KaK pPe3epBHbIN
nopT, a pe3epBHbIN NOPT HeNb3A A06aBUTb B FPynny arperaumm.

3epkanuposaHue nopTtoB: MNopT, Ao6aBNEHHbIN B Fpynny arperauuun, NOPTOB Heb3A HAaCTPOUTb KaK NopT
Ha3HayYeHMA NN UCTOYHUKA 3ePKaIMPOBAHUA, @ MOPT HA3HAYEHMA UNU UCTOYHUKA 3ePKaIMPOBAHUA HeNb3A
[06aBUTb B rpynny arperayuu.

DHCP Snooping: MopT, nobaBaeHHbIN B rpynny arperalym, NOPTOB HENIb3A HAaCTPOUTb KaK LOBEPEHHbIN NOpPT
DHCP Snooping, a sosepeHHbIn nopT DHCP Snooping Henb3a Ao6aBuTb B rpynny arperauumu.

Kpome Toro, He peKomeHA0BaHbI CeaytoLmne AencTBumA.

BkntoueHne GMRP Ha nopTy arperaumu.

JobasneHue nopTta c BKAOYEHHbIM GMRP B rpynny arperauumu.

Hob6aeneHune nopTa arperaumm K CTaTUYECKOM 3aNnMcn og4HOaAPECHON/MHOToaAPEeCHOM PACcCbLIKK.
Hob6aBneHune nopTa M3 CTaTUYECKOWN 3anNncK 0aHOALPECHON/MHOIrOaApEeCHO PacCbIIKK B FPyNMy arperaumu.
MpeaynpexaeHue:

MMrabutHble NOPTbl KOMMYTAaTOPOB 3TOM CEPUM He NOALEPKMBALOT arperaLmo nopTos.

MopT MOXKHO £06aBUTb TO/IbKO B OZHY rpynny NOpPTOB.

MpeaynpexaeHue:
> [MrabuTHble NOPTbI KOMMYTAaTOPOB 3TOM CEPUM He NOAAEPKMBAIOT arperaLmio NopTos.
> [opT MOKHO A06aBUTb TONLKO B OA4HY rpynmny NOPTOB.

6.5.4 Hactpoiika uepes Beb6-uHTepdeiic



1. lo6aBbTe rpynny NOpToB.
LUlenkHuTe <Add>, 4To6bl £06aBMTL FPYNNY NOPTOB, KaK MOKAa3aHO Ha PUCYHKEe HUKe.

PucyHok 47 [lob6aBneHue rpynnbl NOpTOB

2. HactpoiTe rpynny nopToB, Kak NOKa3aHO Ha PUCYHKE HUXKeE.

1

51,/FE2 S1/FE1 -
51/FE3 S1/FEE |
$1,/FE4 S1/FEB
<<] S1/FET
S1/FEE __
E 32/FE1
52/FE2
52/FE3
52/FE4
52/FE5 ~|

PucyHok 48 HacTtpolika rpynnbl nopToB

Trunk ID (SICOM3024P/SICOM3024)

AwnanasoH: 1714

®yHKuMA: 3aganue ID rpynnbl NopToB.

OnucaHne: KommyTtaTopbl cepmm noaaepneatoT He 6osiee 14 rpynn arperaymun. Kaxkgana rpynna BKAOYAET B
cebs He 6osiee 4 nopToB.

Trunk ID (SICOM3048)

OnanasoH: 176

®dyHKumA: 3aganHue ID rpynnbl NopToB.

OnucaHne: KommyTaTopbl cepum NogaepKmMeatot He 6onee 6 rpynn arperaumun. Kaxgan rpynna BKAOYaET B
cebs He 6osiee 4 nopToB.

MpocmoTpuTe CNUCOK rpynn NOPTOB, KaK MOKA3aHO Ha PUCYHKE HUXKeE.

trunk-—-1 S1/FEZ S1/FEZ 31/FE4
trunk—-2 S1FES S1/FEE S1/FEY

PucyHok 49 Cnncok rpynn noptos

O

Lock

BAoKMpoBKa NOPTOB-y4aCTHWMKOB B rpynne arperaumu. MNocne yaaneHma 3ab610KMPOBaHHbIX NMOPTOB U3 rpynnbl
arperauum HeobXxo4MMO BPYUHYIO BKAKOYUTD MX, 4TODObI pa3bioKnMpoBaThb.

LLenkHute rpynny NnopToB Ha pUcyHKe 49. MOXHO M3MEHUTb UK YAANNUTb rpynny NOPTOB, KaK NOKA3aHo Ha
PUCYHKE HUXKe.



S1/FEZ S1/FEL
S1/FE3 51/FEE
51/FE4 51/FE6
51/FET
51/FES
S2/FE1
52/FE2
52/FE3
52/FE4
52/FES ~|

PucyHok 50 U3meHeHWne/yaaneHne rpynnbl NOpPToB

Mocne n3ameHeHWA HaCTPOeK rpynnbl (06aBAeHMSA HOBOrO MOPTA B FPYNMy UAW yAaneHusa nopTa U3 rpynnbi)
wenkuuTe <Apply>, 4To6bI U3MEHEHMA BCTYNUAN B cuny. Ecam wenkHyTb <Delete>, MOXKHO yaanuTb rpynny.

6.5.5 Mpumep TMNOBOIT KOHPUrypauumn

Kak nokasaHo Ha pucyHke 46, nopT 2, nopT 3 1 nopT 4 KoMMyTaTopa A NOAKNOYEHbI K MOPTam KoMmMyTaTopa B
COOTBETCTBEHHO, 06pasys rpynny arperauyun 1 gns gocTuxReHMa 6aNaHCUPOBKM HarpysKkn mexKay nopTamu.
Tanbl HaCTPOMKM:

Cospaiite rpynny noptoB 1 Ha KommyTaTope A n gobasbTe B rpynny nopt 2, NopT 3 1 NopT 4, KaK NOKa3aHo Ha
pucyHKke 48.

1. Co3gaiite rpynny noptos 1 Ha KommyTaTope B u gobasbTe B rpynny nopt 2, NopT 3 1 NopT 4, KaK NokasaHo
Ha pUCyHKe 48.

2. Cospavite rpynny nopTtoB 1 Ha KommyTaTope B 1 gobasbTe B rpynny NOPT 2, NopT 3 M NOPT 4, KaK NOKasaHo
Ha puUcyHKe 48.

6.6 MNpoBepka KaHana cBA3mn

6.6.1 O630p

MpoBepKa KaHana UCNob3yeT NepMognMyeckoe B3aMMOAENCTBME NAKETOB MPOTOKOA ANS OLLEHKM
NOAK/IOYEHUA KaHana U 0ToOparKeHWs COCTOAHMA CBSA3U MOPTOB C MOALEPHKKOM NPOTOKO/Ia pe3epBnpoBaHus. B
Cny4Yae HemcnpasHOCTU Npobsiema MoKeT BblTb 0BHapyKeHa 1 yCcTpaHeHa BOBpeMs.

MopT, 417 KOTOPOTO BK/IIOYEHA NPOBEPKA COCTOAHUA COEANHEHUs, Nepuoanyeckm (Kaxayto 1 c) otnpasnset
NaKeTbl 4N1A NPOBEPKU COCTOAHNA coegUHEHUA. Echun NOpPT He NoNy4YaeT NakeT NPOBEPKU KaHa/la OT
OLHOPAHIOBOW CTOPOHbI B TEYEHUE BPEMEHU OXUAAHUA Npuema (5 ¢), 3To 03HAYaEeT, YUTO KaHaa HEWUCNPaBEH, U
nopT oTobparkaeT COCTOAHNE OLWMOKM nosiydeHus. Ecim nopTt nosiydaeT nakeT NPoBePKM KaHana oT
OZHOPAHIOBOW CTOPOHbI, M MaKeT NOKa3bIBAET, YTO MNAKET MPOBEPKM KaHaa NOJIyYEH OT JIOKA/IbHOTO y3/1a B
TeyeHue nepuoaa oxugaHus npuema (5 c), nopt otobpakaeT HOpmaibHOE COCTOsIHME KaHana. Ecav nopt
nosly4aeT NakeT NPOBEPKM KaHaia OT OAHOPAHIOBOM CTOPOHbI, HO MaKeT MOKa3blBAET, YTO NaKeT NPOBEPKU
KaHaNa He Noay4YeH OT JIOKa/IbHOTO y3/1a B TEYEHWE Nepunoaa oxungaHus npuema (5 c), nopt otobpaxkaet
COCTOSAIHME OLIMBKM OTNPABKM.

MopT, 4NA KOTOPOro OTK/OYEHA NPOBEpPKa COCTOAHMA KaHana, paboTaeT B NaCCUBHOM perKMME. ITO 3HAUYUT, UYTO
OH He OTNPaBAsET NAKET NPOBEPKM CBA3UN B aKTUBHOM pexkmme. OgHaKo nocsie NoyYyeHnn nakeTa NpPoBePKM



KaHana oT yAa/IeHHOro y3/1a 3TOT NOPT HemeA/IeHHO BO3BPaLLAeT NaKeT NpPpOoBEPKMN KaHana, yTobbl
NPOMHGOPMMPOBATb YAANEHHbIV Y3€/1 O TOM, YTO OH NMOJIYYMA NAKET NPOBEPKM KaHana.

MpumeyaHue:

> QYHKLMA AENCTBUTE/IbHA TONBKO ANA NOPTa C NOAAEPHKKOM NPOTOKO/1a pe3epBMpPOBaHHUS.

> Ecnm Konblesoit/pesepsHblin nopT DRP, Konbuesoii/pesepsHbiit nopt DT-Ring, nopt RSTP,
AN KOTOPOro BKAOUYEHA NPOBEPKa KaHaa, HemcnpaseH (Hanpumep, npuem HeHopPMasbHbIN,
OTNpaBKa HEHOPMa/IbHas), MPOTOKON Pe3epBUPOBaHUA 3a6/10KMPYET ITOT NOPT.

NOTE

6.6.2 Hactpoiika uepes Be6-uHTepdeic

Ha cnegytolem pycyHKe NoKkasaHa HacTpoiKa NPOBepKM KaHana.

Link Check
21/FEN Enable s Farmal Link
S1FEZ Enable s Send Fault
S1/FE3 Enable Receive Fault
S1/FE4 Di=zable Disable

PucyHok 51 HacTpolika npoBepKM KaHa/a CBA3K

Administration Status

BapwuaHTbl: Enable/Disable

Mo ymonyaHuto: Enable

OnucaHue: BkaoyeHne/BblKNOYEHME NPOBEPKM KaHana CBA3M A/1A nopTa.

MpeaynpexxkaeHue:
Ecnn oaHOpaHroBoe yCTPOMCTBO He NOAAEPKUBAET 3TY GYHKLMIO, PYHKUMA A0MKHA ObITb
OTK/ItOYEHA Ha MNOAK/IOYEHHOM NOPTY JIOKANbHOIO YCTPOWMCTBA.

Run Status

BapwuanTbl: Normal Link/Receive Fault/Disable/Send Fault

OnwucaHune: Ecnm ana KonbLeBoro nopta BrAtodeHa ¢yHKUms Link Check n nopt HopmanbHO oTnpasaseT u
npPUHMMaeT gaHHble, oTobparkaetca Normal Link. Ecain ogHopaHroBoe ycTPOMCTBO He NoslyvyaeT naKkeTbl
obHapyKeHUs oT ycTpoicTBa, oTtobparkaetcsa Send Fault. Ecam ycTpoiicTBO He nosy4YaeT nakeTbl 06HApYKeHUn
OT O4HOPAHIOBOrO yCTpolcTBa, oTobparkaeTca Receive Fault. Ecnm ¢dyHKums Link Check He BkatoueHa g



nopta, otobparkaetca Disable.

6.7 CtraTMueckaa MHOroaapecHas paccbi/ika

6.7.1 O630p

MOXHO HaCTPOWUTb CTAaTUYECKYIO TabANLY MHOToaAPEeCHOM PacCbliKK. 3annch B TabauLy MOXKHO A06aBUTL B
¢dopmate <multicast MAC address, VLAN ID, multicast member port>. MNpun nosy4eHNUM NakKeToB MHOTOaApPeCHOM
PaccblIIKM KOMMYTATOP BbINOAHAET B Tab/MLLe NOMCK COOTBETCTBYIOLLENO NOPTA A1 NEPECHIIKM NAKeTOB.
YcTponcTBo noaaepkmBaeT 4o 256 3anncet MHOroaapecHom paccbiiku.

6.7.2 Hactpoiika uepes Be6-uHTepdeic

1. BKntouunTe CTaTUYeCKyto MHOToaApecHyo Paccbl/iKy, Kak NOKa3aHO Ha PUCYHKe HUXe.

DS - -

PucyHoK 52 BKkAtoyeHuMe cTaTUYecKo MHOroaapecHom pacchiiku

Multicast Filtrate Mode

BapwuaHTbl: transmit unknown/drop unknown

Mo ymonyaHuto: transmit unknown

®PyHKUMA: HacTpolika perknma 06paboTKM HEM3BECTHLIX MHOFOAAPECHbIX NAKETOB.

OnucaHue: HenssecTHble NaKeTbl MHOTOAAPECHOM PACcCbINKM — NaKeTbl, KOTopble He 6blin fo06aBneHbI
CTaTUYECKU U He u3y4deHbl ¢ nomoLbio IGMP Snooping nam GMRP.

Transmit unknown yKa3bIBaeT Ha TO, YTO HEM3BECTHbIE MHOTOAAPECHbIe NAKEeTbl TPAHCANPYIOTCA B
cooTBeTcTBytowwmx ceTax VLAN; drop unknown yKasbiBaeT, YTO HEM3BECTHbIE MHOFOa4PeCHbIE MaKeTbl
oTbpacbiBatoTCs.

FDB Multicast Status

BapuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

PyHKLUMA: BKAOYEHME MM BbIKAIOYEHWE CTaTUYECKOM MHOFOAApPEeCHOM paccbliku. CTaTUYecKyto
MHOTroagpecHyto paccblnky n IGMP Snooping Henb3a BKAKOYUTL OAHOBPEMEHHO.

2. lobaBbTe CTaTUYECKYHO 3aMMCb MHOFOAAPECHOM PACCbIIKM, KaK MOKa3aHO Ha PUCYHKE HUMKeE.



Static FOB Multicast List Configuration
oioioioioint

1 (1-4093)

Port List

51/FE1 S1/FEd -
S1/FE2 21/FER
S1/FE3 51/FE@
S1/FET
N 51/FE8
52/FE1
N 52/FE2
52/FE3
52/FE4
S2/FE5 ~ |

Cancel

PucyHok 53 [lobaBneHue CTaTUYECKOMN 3aNmnc MHOTOaAPECHOW PacCblIKK

MAC

Cocras: HHHHHHHHHHHH (H — wecTHaauaTepuyHoe yncno.)

dyHKUMA: HacTpolika agpeca rpynnbl MHOTOaApeCcHOM paccbiiki. Maaawnit 6ut B ctapliem baiTe paseH 1.
VLAN ID

BapuaHTbl: Bce cywecTeytowme VLAN

®yHKumA: Hactpoiika VLAN ID ana 3anucu. Tonbko noptol-ydacTHUKM VLAN MOryT nepecbiiaTb MHOroagpecHble
nakertbl.

Member Port List

BbibOp NOPTOB MHOTOAAPECHOM PACCbIIKK. ECAn xocTam, NoAKAOYEHHBIM K NOPTY, HEOHXOAMMO NoAyYaTb
nakeTbl C 3 peca MHOIroaApPeCHOM PACChIIKM, MOXHO HAaCTPOUTb STOT NOPT KaK MOPT-y4aCTHUK MHOTOaApPeCHOM
pPacCbINKMU.

3. MpocmoTpUTe, UIMEHUTE UM YAANUTE CTAaTUYECKYHO 3aNUCb MHOTOaAPECHOM PACChIZIKM, KaK MOKa3aHo Ha
PUCYHKE HUXKe.

Static FOB Multicast List

03-01-01-01-01-01 2 S1/FE1 S1/FE4
01-01-01-01-01-01 1 S1FE1 S1/FEZ S1/FE2

PucyHOK 54 [leiicTBMA CO CTaTUUYECKOMN 3aNnCbio MHOT0aApecHoM Pacchiikm

0|0

CnMCOoK CTaTUYECKUX afpeCcoB MHOIroaapecHom paccblnku coaepxnt MAC-agpec, naeHtneounkatop VLAN ID un
NopT-y4acTHUK. YT0bbI yAannTb 3anuck, Bbibepute 3anucb u wenkHute <Delete>. YTo6bl U3SMEHUTb 3anNKUCb,
BblbepuTe 3anuch 1 WwenkHnte <Modify>.

6.8 IGMP Snooping

6.8.1 0630p

Otcnexunsanue IGMP (Internet Group Management Protocol Snooping) — 3To NpoTOKOA MHOToaApecHo
paccblNKM Ha KaHa/IbHOM ypoBHe. OH UCMO/Ib3yeTca ANA YNPaBAEHNUA U KOHTPOAA rPYNMn MHOFOaApecHoM
paccbinkn. KommyTtatopsbl ¢ nogaep:kkon IGMP Snooping aHannsmpytoT nonyveHHble naketol IGMP,



YCTaHaB/IMBAOT COMOCTaBAEHNE MeKay nopTamun U MAC-agpecamm MHOroaZpecHOM PaccbiIKU U NepecbliaoT
MHOroagpecHble MaKeTbl B COOTBETCTBUM C COMOCTAB/IEHNEM.
6.8.2 OCHOBHbIE NOHATUA

l'eHepaTop 3anpocoB Querier: nepMoaMyeckm oTnpaBaseT NakeTbl obuero 3anpoca IGMP gns 3anpoca craTtyca
Y/IeHOB B rpynne MHOroaApPeCcHOM Paccbl/IKMU, COXPaHAA MHGOPMALMIO O rpynne MHOroaApPEeCHOM PacChiKu.
Korpaa B ceTu cywiectsyeT HECKONbKO reHepaTopOoB 3aMpocoB, aBTOMATUYECKM BbIOBUPAETCA TOT, y KOTOPOTO
HaMmeHbLLKMI IP-aapec, B KayecTse 3anpalumBatoLLero. TosbKo BblOpaHHbIM reHepaTop 3anpocos
nepuoanYeckn oTnpasaaeT nakeTbl obwero 3anpoca IGMP. Jpyrie reHepaTopbl 3aNpoCOB TO/IbKO NOAYYatoT U
nepecblnatoT nakeTbl 3anpocos IGMP.

MapLupyTM3UpYIOLWMIA NOPT: NOJIyYaeT NnakeTbl 0bLLero sanpoca (Ha KommyTaTope ¢ nogaepxkon IGMP) ot
reHepaTop 3anpocos. [locne nonyyeHuns oteeTa IGMP KommyTaTop co34aeT 3anncb MHOTOa4PECHOM PaCChIIKM
n nobasnsaeT NOpT, KOTOPbIN NonyyaeT oTyeT IGMP, B cnMCOK NOPTOB-Y4aCTHUKOB. ECM MmapLupyTU3NpYOLMiA
MopT CYLLECTBYET, OH TaKKe A06aBNAETCA B CMMCOK NOPTOB-Y4AaCTHUKOB. 3aTeM KOMMYTATOpP NepecbiaeT oTyeT
IGMP opyrum ycTponcTBam Yepes MapLUpyTU3MPYIOLWLMIA MOPT, YTOObI Apyrue yCTPOMCTBA CO34aaM Ty XKe 3anucb
MHOTr0a4peCcHOMN Paccbl/IKU.

6.8.3 MpuHUKMn paboTbl

IGMP Snooping ynpasaseT 1 noaaep*KMBaeT y4acTHUKOB rpynnbl MHOrOaApecHoOM pacchiiK1 nyTem obmeHa
naketamu related mexkay yctpoicteamm c noagepkoit IGMP. MakeTsbl related cnepytowme:

MakeT obuero 3anpoca: FfeHepaTop 3aNpPoOCOB NEPUOAMYECKM OTNPABAAET NakeTbl obwero 3anpoca (IP-agpec
HasHayeHuA 224.0.0.1) uTobbl NoATBEPAUTD, ECTb /1M B FPYNMNe MHOTOaAPECHOW PacChbl/IKM NOPTbI-y4aCTHUKM.
Mocne nonyvyeHMA NakeTa 3anpoca YyCTPOMCTBO, He ABNAIOLLEECA FeHepaTOPOM 3aMpOCoB, NepechlIaeT NakeT Ha
BCE MOAK/OYEHHDbIE K HEMY NOPTbI.

MaKeT KOHKpPeTHOro 3anpoca: Ecan ycTpoiicTBO XO4eT BbIMTU U3 TPynnbl MHOFOAAPECHOM PACCbIIKK, OHO
oTnpasnnet nakeT IGMP leave. MNocne nonyvyeHma nakeTa leave 3anpalnBatowana CTOPOHA OTNPaBAAET NaKeT
KOHKpeTHoro 3anpoca(lP-agpec HasHauyeHus: IP-agpec rpynnbl MHOrOaApecHO’ Paccbiiku), uTobbl ybeantbes,
YTO rpynna cCoaep»uT gpyrme nopTbl-y4aCTHUKW.

MaKeT c OTYETOM yYaCTHMKA: ECIN yCTPOMCTBO XO4eT NOAYUYMTb AaHHbIE FPynMbl MHOTOaAPECHOW PACCbIIKM, OHO
oTnpasnneT nakeT IGMP report (IP-agpec HazHauyeHus: IP-agpec rpynnbl MHOrOaApPecHOMW PacchiNKun)
HemMeZ/IeEHHO B OTBET Ha NakeT 3anpoca IGMP rpynnbi.

MaKeT BbIxoAa: Ecan ycTpOMCTBO XOUET BbIATM U3 FPpynnbl MHOTOaApPEeCHOM PacCbi/IKM, OHO OTNPAaBASAET NakeT
IGMP leave (IP-agpec HasHauyeHus: 224.0.0.2).

6.8.4 Hactpoiika yepes Beb-uHTepdeiic

1. Bkntounte IGMP Snooping, Kak NOKa3aHO Ha PUCYHKe HUXKe.

SR ] e -
SR ] e -

IR o -
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IGMP Snooping Status
BapwuaHTbl: Enable/Disable
Mo ymonuanuio: Disable



OyHKUMA: BKntoueHme unm BoikntoveHme IGMP Snooping. IGMP Snooping 1 cTaTU4ecKyto MHOrOaZpecHyHo
paccbinky/GMRP Henb3s BKAYUTL OAHOBPEMEHHO.

Auto Query Status

BapuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

PyHKUMA: BKAOYEHME AN BbIKAOYEHME PYHKLMM aBTOMATUYECKOrO 3anpoca.

OnucaHue: PYHKLMA aBTOMATUYECKOTO 3aMpOCca MOKET ObITb BK/IOYEHA TO/IbKO NpU BKAtOYeHHOM IGMP
Snooping.

MpeaynpexaeHue:
dyHKUMA aBTOMATUYECKOrO 3anpoca B CETU A0/MKHA BbITb BKAOUYEHa XOTA Bbl HAa 0A4HOM
KoMmyTaTope.

IGMP Cross Status

BapuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

PyHKuMA: Ecnn GyHKLMA BKAKOYEHA, NaKeTbl OTYETOB W NaKeTbl leave moryT nepecbiaTbCa Yepes KobLeBble
noptbl DT.

2. MpocmoTpUTE CNCOK YH4aCTHUKOB MHOFOQZPECHOM PAaCcCbIIKK, KaK MOKAa3aHO Ha PUCYHKE HUMKe.

IGIMP Member List

01-00-5E-TF-FF-FA 1 S1/FE1
01-00-3E-04-18-03 1 S1/FE1
01-00-5E-51-09-08 1 S1/FEA1
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IGMP Member List

KombuHauusa: {MAC, VLAN ID, Member}

B Tabanue mHoroagpecHon paccolikn FDB, aMHammMyeckn nsyyaemoii nocpeacTsom otcnexkunsanma IGMP,
naeHtuoukatop VLAN — sto naeHtndpukatop VLAN nopToB-y4aCTHUKOB.

6.8.5 NMpumep TMNOBOIT KOHPUrypaLumn

KaK noKasaHo Ha pucyHke HmxKe, IGMP Snooping BkatoYeH Ha KOMMyTaTope 1, KommyTaTope 2 1 KoOmMMmyTaTope
3. OyHKLMA aBTOMATUYECKOro 3anpoca BK/AOYEHa Ha KoMMmyTaTope 2 n KommyTaTtope 3. IP-agpec KommyTaTopa
2 192.168.1.2, a IP-agpec kommyTaTopa 3 192.168.0.2, Takum ob6paszom KommyTaTop 3 BbibpaH B KauecTse
reHepatopa 3anpocos.

1. Bkntouunte IGMP Snooping Ha KommyTaTope 1.

2. Bkntounte IGMP Snooping 1 pyHKLUIO aBTOMATUYECKOrO 3anpoca Ha KommyTaTtope 2.

3. BkntounTte IGMP Snooping 1 pyHKLUIO aBTOMATUYECKOrO 3anpoca Ha KommyTaTtope 3.
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KommyTaTop 3 KaK reHepaTop 3anpocoB Nepuognyeckun oTnpasaseT nakeTbl obuiero 3anpoca. MNopt 4
KOMMYyTaTOpa 2 NPUHMMAET NaKeTbl U NO3TOMY BblbUpaeTca B KauecTse NOpTa maplpyTmlauum. Kommytatop 2
nepecbinaeT nakeTbl Yepes nopt 3. MopT 2 KommyTaTopa 1 NPUHMMAET NaKeTbl U NO3TOMY BblbUpaeTcs B
KayecTse NopTa MapLLpyTM3aLLUN.

Korpa MK 1 gobasnseTca B rpynny MHOroagpecHol paccbinku 225.1.1.1 v oTnpasnseT nakeTbl ot4etos IGMP,
nopt 1 v nopT 2 (MOPT MapLLpyTM3aLmnmn) KommyTaTopa 1 fobaBnatoTcA B rpynny MHOroagpecHom Paccblakm
225.1.1.1. NMakeTbl ot4eToB IGMP nepecbinatotca Ha KommyTaTop 2 Yepes NopT 2. 3aTtem nopt 3 v nopTt 4
KOMMyTaTopa 2 f06aBAATCcA B rpynny MHoroagpecHom paccolikun 225.1.1.1. KommyTtaTtop 2 nepecbiiaet
naketbl otyeToB IGMP Ha KommyTaTop 3 yepes nopT 4. B pesynbtaTte NopT 5 KOMMmyTaTopa 3 TaKKe
pobasnseTca B rpynny MHOroagpecHom paccbiiku 225.1.1.1.

Mpy nony4yeHUN AaHHbIX MHOFOaAPECHOM paccblikn KommyTaTop 1 nepecbinaet gaHHble Ha MK 1 yepes nopt 1.
MocKobKY NOPT 2 TaKKe ABAAETCA Y1EHOM rpynnbl MHOTOAZPECHOW PACcCbIIKM, OH TaKXKe nepecblaaeT AaHHble
MHOroagpecHoi paccbinku. Mo xoay npoLecca MHOroaZpecHble AaHHbIe HAaKOHEL, A0CTUrAlOT nopTa 5
KOMMYyTaTOopa 3, MOCKO/IbKY AanbHeENLWN noayyatenb HegoctyneH. Ecam MK 2 Takke pobasneH B rpynny
MHOroaapecHom paccbinkm 225.1.1.1, AaHHbIE MHOTOaAPECHOM PaCcCbI/IKK TaK»Ke nepecbliatotca Ha MK 2.

6.9 ACL

6.9.1 0O630p

C pasBuUTMEM CETEBbIX TEXHOI0TMI BONPOCHI 6E30MacHOCTU CTaHOBATCA BCe bosiee 3aMETHbIMMU, YTO TpebyeT
MeXaHW3Ma KOHTpons goctyna. brarogapa ¢dyHKUMM cnncka ynpasaeHna goctynom Access Control List (ACL)
KOMMYTaTOpP COMOCTaBAAET MaKeTbl CO CMIUCKOM 4151 Peasiv3aLmm KOHTPOoIA 4oCTyna.

6.9.2 Peannsauun

KommyTaTopbl cepum ocyecTBaaoT GUAbTPALMIO MAKETOB B COOTBETCTBUM C cornacoBaHHbiM ACL. Kaxaan
3aMMUCb COCTOUT M3 HECKOJIbKMX YCNOBUI B lornyeckon ceasun M. 3anmncm ACL He 3aBUCAT Apyr OT Apyra.
KommyTaTop cpaBHmMBaeT naket ¢ 3anncamu ACL B nopsaaKe Bo3pacTaHua naeHTMduKaTopos 3anuceit. Kak
TONIbKO COBMafeHWe HaNAEeHo, AENCTBUE BbINONHEHO, U AaNbHelLlee CpaBHEHWE HEe NPOBOAUTCS, KaK MOKAa3aHo
Ha cnefylowem pUCyHKe.



Message Info

Deny/Redir Port/ |
Mirror Port/Forward

Deny/Redir Port/
Mirror Port/Forwarcd

Deny/Redir Port/
Mirror Port/Forward

Default
process

a4
%

end
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MpumeyaHume:
Mpouecc N0 yMONYAHMIO YKa3bIBaeT pexnm 06paboTKM NAKETOB, HE COOTBETCTBYHOLLMX 3anNuUCK

ACL.




6.9.3 Hactpoliika uepes se6-unrepdeiic (SICOM3024P/SICOM3024)

1. Jo6asbTe 3anmcb ACL.

LLlenkHnTe <Add List>, uTobbl 406aBUTL 3anmch ACL, KaK MOKa3aHO Ha PUCYHKe HUMKe.
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2. 3apanTte napameTpbl 3anucn ACL, Kak NoKasaHo Ha c/ieaylolem PUCYHKe.

PucyHok 60 3agaHue napameTtpos 3anuncm ACL 1

1 (1~1018)

Fedir Port W
51,/FE1 W
Al

S1/FE1 S1/FEZ 51/FE3 S1/FE4 S1/FES S1/FEG
O O i Ll O

S1/FET S1/FEE S2/FE1 S2/FE2 S2/FE3 S2/FE4
O O O O O O
S2/FE5 S2/FE6 S2/FET S2/FES S3/FE1 S3/FE2
O O O O O O
S3/FE3 S3/FE4 S3/FE5 S3/FE6 SI/FET S3/FES
O 0O O O 0O O
S4/GX1 S4/GX2 S4/GK3 S4/GK4
O O O O

Q020202020202 MAC
Bl il MASE

040404040404 MAC
fEEEEFEf 100 MASHK

192, 168. 0. 202 =

255, 25856, 285, 0 MASE

192, 1658, 0, 208 P

il

255, 265, 255, 0 MASE

KommyTaTop nossonsieT 3agaTb psag napameTpoBs 3anucu ACL. [1na 3aBepLueHMA HAaCTPOMKKN CeayeT WeNKHYTb
<Next>, KaKk NOKa3aHO Ha PUCYHKax HUXKe.



Configure ltem

1537 (1537~655235)
L 7 e
8 e
o
(0~1023)
@ o
(0~65535)
I )
- 16 Ja-am
-1 Jaeaey
-1 Jaeaey

~ {1~4093)
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Configure Item

5000 (1~G5525)

I e
I e
I e
I e

21 (1~B5535)

I e
I e
I e

~ (1~65535)

HNone

HNone

None

Dizable
Dizable
Dizable
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Configure ltem

1 (0~B5h35)
End of Tag w

4 (0~80 step is 2)
—I (0~B5535)
End of Taz w
(0~80 step is 2)
(0-B5535)

End of Taz w
(0~80 step is 2)

PucyHok 63 3agaHune napameTtpos 3anmcu ACL 4
Group
MpuHyauTenbHas HacTpoiKa: 1
Item
OuanasoH: 171018
dyHKumA: 3aaaHue ID 3anmncu ACL. MoxKHO HacTpouTb He 6bonee 1023 3anuceit ACL. Ecam HacTpoeHo HECKONbKO
3anucei ACL, OHM cpaBHMBAtOTCA C MaKeTaMM B NOPAAKE BO3PACTaHUA AEHTUDUKATOPOB.
Action
BapuaHTbl: Deny/Redir Port/Mirror Port/Forward
Mo ymonyanumio: Deny
dyHKUMA: HacTponKa gencTBmA N0 OTHOLWEHMIO K MaKeTy, KOTOPbIA COOTBETCTBYET Kakoi-1mbo 3anuncu ACL.
Deny: MNaKeTbl, COOTBETCTBYIOLLME KaKOW-1MBO 3anucK, byayT OTKJAOHEHDI.
Redir Port: MakeTbl, COOTBETCTBYIOLWME 3anmcK, ByayT nepeHanpas/ieHbl Ha YKa3aHHbIN nopT. Heobxoanmo
yKa3aTb NOPT B BbIMaZAIOLLLEM CMIMUCKE.
Mirror Port: MakeTbl, COOTBETCTBYIOLLME 3anncK, ByayT nepeHanpas/eHbl HA NOPT Ha3HAYEeHMA U Ha YKa3aHHbIN
B BbINagatoLLem CrmcKe nopr.
Forward: MakeTbl, cooTBETCTBYOLWME 3anucK, OyayT nepeHanpaB/ieHbl HAa NOPT Ha3HAYeHUA.
Control Port
BapwuaHTbl: all/oanH nam HeckonbKo nopTos
®yHKuMA: Boibop nopTa, Ha KoTopom geincreyeTt ACL.
Source MAC
Cocras: {MAC, MASK}
$opmat: {HHHHHHHHHHHH, HHHHHHHHHHHH} (H — wecTHaguaTepmMyHoe Yncno.)
dyHKumA: Hactpolika MAC-agpeca MCTOYHMKA M Macku noacetu. Ecnn MAC-agpec MCTOYHMKA M MacKa NoAceTm
nakeTa COBMaZaloT CO 3HAaYEHMEM 3TOTO MapameTpa, TO YC/I0BUE BbIMOJIHEHO.
Destination MAC
CoctaB: {MAC, MASK}
$opmar: {HHHHHHHHHHHH, HHHHHHHHHHHH} (H — wecTHaguaTepuyHoe yncno.)
dyHKumMA: Hactpolika MAC-aapeca HasHayeHus U macku noacetu. Ecam MAC-agpec HasHauyeHMa 1 macka
noAceTV NakeTa COBMAAAKOT CO 3HAYEHMEM 3TOro NapameTpa, TO YC/I0BUE BbIMOJIHEHO.
Source IP



Cocras: {IP, MASK}

dopmar: {A.B.C.D, A.B.C.D}

dyHKumA: Hactpolika IP-agpeca UCTOYHUKA U MacKu noaceTtu. Ecam IP-agpec UCTOYHMKA M MacKa NoAceTm
nakeTa coBMaAatoT CO 3HAYEeHMEM 3TOro NapameTpa, TO YCN0BUE BbINOIHEHO.

Destination IP

Cocras: {IP, MASK}

dopmar: {A.B.C.D, A.B.C.D}

dyHKumA: Hactpoliika IP-agpeca Ha3HavyeHMA U Macku noaceTtu. Ecnm IP-agpec HazHayeHUA 1 MacKa NoaceTm
nakeTa coBnaAatoT CO 3HaYEeHMEM 3TOro NapameTpa, TO YCN0BUE BbINONHEHO.

Ethernet Type

OnanasoH: 1537765535

®yHKumA: Hactpolika Tuna Ethernet. Ecan none tmna Ethernet naketa coBnagatoT co 3Ha4YeHMeM 3TOro
napameTpa, TO YC0BWE BbINOJHEHO.

TOS/DSCP

AnanasoH: 0~255

®PyHKuMA: HacTpolika TMna cny»bbl. Ecnn cooTBeTCTBYIOLLEE MOJIe MaKeTa COBNAAAET CO 3HAYEHMEM 3TOTO
napameTpa, TO YC/I0BUE BbIMNOJHEHO.

IP Protocol

OnanasoH: 0~255

®PyHKuMA: HacTpolika 3HayYeHus IP-npoTokona. Ecam cooTBeTCTBYIOLLEE NOJIE NAaKeTa COBNAAAET CO 3HAYEHMEM
9TOro napameTpa, TO YCAOBME BbINOAHEHO.

IPTTL

OnanasoH: 0~3

®yHKuMA: Hactpolika nona TTL. Ecam 3HaueHue yctaHoBAeHO paBHbim O, TTL cOOTBETCTBYIOLLErO NaKeTa
[0KeH bbITb paBeH 0; ecnu 3HaYeHWe YyCTaHOBAEHO paBHbiM 1, TTL coOTBETCTBYOLLErO NAaKeTa A0/IXKEH ObITb
paBeH 1; ecnun 3HaYeHWe ycTaHOBNEHO paBHbim 2, TTL conocTaBaeHHOro nakeTa HaxoAMUTCA B AManasoHe ot 2
00 254; ecnu yctaHoB/IEHO 3HaYeHue 3, TTL cooTBETCTBYHOLLErO NAaKeTa A0/IXKeH bbiTb paBeH 255. Ecaun
COOTBETCTBYIOLLLEE NoNe NakeTa OTBeYaeT 3TUM Npasuaam, TO YCI0BME BbIMONHEHO.

Max ICMP

OwnanasoH: 071023

dyHKuMA: HacTpolika 3HayeHunss Max ICMP. 3HaueHMe yKasbiBaeT A4NMHY AaHHbIX nakeTtos ICMP. Ecau gnvHa
AaHHbIX naketa ICMP 6onblie 3HaYeHUA, TO YCI0BUE BbINMOIHEHO.

TCP Flag

OnanasoH: 0763

®yHKuMA: HacTtpolika ¢dnara TCP. Ecam cooTBeTCTBYOLLEE MO/ NaKeTa COBNAaAaeT CoO 3HAaYEeHMEM 3TOro
napameTpa, TO yC/0BME BbINOJHEHO.

ICMP Type Code

OnanasoH: 0765535

®dyHKuMA: Hactpoiika Koga tuna ICMP. Ecam cooTBeTCcTBYlOLLEE NOE MAaKeTa COBNAAAeT CO 3HAYEHUEM 3TOro
napameTpa, TO yC0BME BbINOJHEHO.

Vlan ID

OwnanasoH: 174093

®yHKumA: Hactpoiika VLAN ID. Ecnm cooTBeTCTBYIOLEE NO/e NaKeTa COBNaAaeT Co 3Ha4YeHMeM 3Toro
napameTpa, TO YC/0BME BbINOJHEHO.

Vlan ID Range (0~3)

Cocras: {X~Y} (X n Y (X<Y) gnanasoH ot 1 go 4093. X 1 Y yKa3bIBaloT BEPXHIOIO N HUXKHIOW rpaHuybl Vlan ID
COOTBETCTBEHHO.)

®yHKuMA: HacTpolika gnanasoHa VLAN ID nakeTtoB. YcnoBue BbinosiHeHo, ecin VLAN

ID nakeTa HaxoAMTCA B yKa3aHHOM AnanasoHe.

Source L4 Port

dnanasoH: 1765535

®PyHKuMA: HacTpolika Homepa NCXO4HOro NopTa ANA NaKeToB NpoToKona Layer-4. Ecan cooTBeTcTBYOLWEE NOAe
nakeTta cosnafaeT Co 3HaYeHMeM 3TOro NapameTpa, TO YC/I0BME BbIMOJHEHO.

Src Port Range (0~3)



CocrtaB: {X~Y} (X n Y (X<Y) ananasoH ot 1 go 65535. X 1 Y yKa3bIBatOT BEPXHIOK U HUXKHIOKO rPaHMLbl HOMEpPOB
nopTtos Layer-4 cooTBETCTBEHHO.)

®PyHKuMA: HacTpolika gManazoHa HOMEPOB MCXOAHOMo NOPTA A/1A MaKeTOB NpoToKoa Layer-4. Ecam
COOTBETCTBYIOLLEE NOJE NAKETA COBMAAAET CO 3HAYEHNEM 3TOFO NAPaMeTpPa, TO YCI0BUE BbINONHEHO.
Destination L4 Port

OnanasoH: 1765535

®PyHKUMA: HacTpolika Homepa NopTa HasHa4YeHMA ANA NakeTos NPoToKona Layer-4. Ecam cooTBeTcTBYOLLEE
nosie NakeTa COBMaZaeT CO 3HAYEHNEM 3TOFO NapamMeTpa, TO YC0BME BbINOJHEHO.

Dst Port Range (0~3)

CoctaB: {X~Y} (X n Y (X<Y) ananasoH ot 1 o 65535. X 1 Y yKa3bIBalOT BEPXHIOK U HUXKHIOO rPaHMULbl HOMEpPOoB
NnopToB HasHayeHuA Layer-4 cooTBETCTBEHHO.)

®PyHKuMA: HacTpolika gMana3oHa HOMepPOB NOpPTa Ha3HAYeHMA A1A NaKeToB NpoToKoa Layer-4. Ecan
COOTBETCTBYOLLEe NoJjie NakeTa COBMAAAET CO 3HAYEHNEM 3TOrO NapameTpa, TO YC/I0BUE BbINOHEHO.

L2 Format

BapwuaHTbl: None/L2_Others/Ethernet_II/IEEE_802_2 SNAP

MNo ymonyaHuto: None

dyHKuMA: HacTpolika dopmaTa Kagpa Ethernet Layer-2. None yKa3bIBaeT, YTO 3TO NPaBU/IO HE UCMO/b3YeTCs;
L2_Others yka3biBaeT Bce ocTasnbHble popmaTbl Kagpa Ethernet, kpome Ethernet_Il v IEEE_802_2_ SNAP. Ecan
¢dopmart Kagpa Ethernet coBnagaeTt co 3Ha4YeHMeM 3Toro napameTpa, TO YCIOBUE BbINOJIHEHO.

L3 Format

BapuaHtbl: None/L3_Others/IPV4_without_frag/IPV6_without_exten

Mo ymonyaHuio: None

dyHKuMA: HacTpolika npoTtokona Layer-3. None yKa3blBaeT, UTo 3TO NpaBuao He ucnonbayetca; L3_Others
yKasblBaeT Bce NpoToKonbl Layer-3, Kpome IPV4A_without_frag n IPV6_without_exten. Ecav npoTtokon Layer-3
COBMaZaeT Co 3HaYEeHNEeM 3TOro NapameTpa, TO YCI0BUE BbINOIHEHO.

L4 Format

BapuaHTbl: None/L4_Others/TCP/UDP/ (ICMP/IGMP)

Mo ymonyaHuio: None

dyHKuMA: HacTpolika TMna npoToKona Layer-4. None yKasbIBa€eT, YTo 3TO NpaBuio He ucnonbayetcs; L4_Others
YKa3blBaeT Bce NpoToKonbl, Kpome TCP, UDP, ICMP n IGMP. Ecan npoTtokon Layer-4 nakeTta coBnagaet co
3HaYeHMeM 3TOro napameTpa, TO YC/IOBUE BbIMOJIHEHO.

Same IP

BapwuaHTbl: Disable/False/True

Mo ymonyaHuto: Disable

®dyHKuMA: NMposepka coBnageHua IP-agpeca nctouHmKa naketa ¢ IP-agpecom HasHaueHums.

Disable yka3biBaeT, 4UTO 3TO NPaBUIO He UCNONb3YETCH;

3HayeHwue False yKka3blBaeT Ha TO, YTO YCNOBMeE BbINOAHAETCA, ecan IP-aapec UCTOYHUKA NaKeTa OTANYaeTCs oT
IP-agpeca HaszHayvyeHuA.

True yKa3blBaeT Ha TO, YTO YC/IOBUE BbINOSIHAETCA, ecaun IP-agpec ncTouHMKa nakeTa cosnagaet ¢ IP-agpecom
Ha3Ha4yeHuA.

Same L4 Port

BapwuaHTbl: Disable/False/True

Mo ymonyaHuto: Disable

®yHKuuA: NMpoBepka coBnageHna Homepa nopTta Layer-4 nctoyHmnka naketa ¢ HOMEpPOM NopTa Ha3HayeHuA
Layer-4.

Disable yka3bIBaeT, 4TO 3TO NPaBUAO HE UCMO/b3YETCS;

3HauyeHue False yka3biBaeT Ha TO, YTO YCNOBME BbINOAHAETCA, €C/IM HOMep nopTa Layer-4 uctovyHMKa naketa
OT/IMYaeTca OT HoOMepa NopTa Ha3HaveHuA Layer-4.

True yKa3bIBaeT Ha TO, YTO YC/I0BUE BbIMOJIHAETCA, eC/IM HoMep nopTa Layer-4 nctoyHuKa nakera coBnagaer C
HOMepPOM NopTa Ha3HadyeHua Layer-4.

TCP Sequence Zero

BapuaHTbl: Disable/False/True

Mo ymonuaHuio: Disable

®PyHKumA: Mposepka paseHcTBa 0 3HaYeHUA nona TCP Sequence nakeTa.



Disable yka3biBaeT, 4TO 3TO NPaBU/IO HE UCMONb3YETCH;

3HayeHue False yKasbiBaeT Ha TO, YTO YCN0BME BbINOHSETCA, ecn 3HavyeHme noaa TCP Sequence He paBHo 0.
True yKasblBaeT Ha TO, YTO YC/IOBUE BbINOJIHAETCA, ecaun 3HadveHune nona TCP Sequence pasHo 0.

User-Defined Field (0~2)

Cocrtas: {Value, Base Addr, Offset}

[nanasoH uan BapuaHTbl:

Value: 1~65535

Base Addr: End of Tag (no ymonuaruio)/End of EthType/End of IP Header

Offset: 0~80, c warom 2

dyHKuMA: 3agaHne nonsa Kak ycnosua ACL. Value yKasbiBaeT 3HaYeHMe, KOTOpoe HeobX04MMO CONMOCTaBUTD;
Base Addr yKka3blBaeT OnopHYyto TOYKy nakeTa; End of Tag yKasbiBaeT, 4To KOHeL, NoAA Tera ABAAETCA ONOPHOWM
Toukoi; End of EthType yKasbiBaeT, 4To KoHel, nons EthType asnaeTtca onopHoit Toukoit; End of IP Header
YKa3bIBaeT, YTo KoHel, nons IP-3aronoBka AsnseTca onopHoit Toukol; Offset ykasbiBaeT cmelleHne
COMNOCTaB/IAEMOTrO 3HAaYEHMA MO CPABHEHMIO C onopHoM Toukon. Ecam Offset naketa no cpaBHeHuto cBase Addr
paBHo Value, To ycnosue BbINoOIHEHO.

MpumeyaHue:

He 06s3aTenbHO 334aBaTb BCE 3TU MapaMeTpbl, HO HE06Xx0AMMO 334aTb XOTA 6bl 0AMH
napameTp. Ecnu TpebyeTca TONbKO 0OAMH NapameTp, BCe OCTa/IbHblE NAapPaMeTpbl OCTAOTCA
nycTbiMM.

MOTE

3. Mpocmotp ACL.

IPACL-1
IPACL-3
IPACL-T0

PucyHok 64 3anncu ACL

LWenkHute 3anmcb ACL Ha npeaplaywem pucyHKe. 3atem nsmeHuTe uam yaanmute 3anmcb ACL, Kak NoKasaHo Ha
cnepyowem pUcyHKe.
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1 (1~1020)
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O L O O O
S1FE7T S1FES S2FE1 S2FE2 S2FE3  S2FE4
O O Ll O O O
S2FE5 S2FE6 S2FE7T S2FES SIFE1 S3IFE2
O il O O O O
S3FE3 S3IFE4 SIFES S3IFE6 SIFET S3IFES
O O O O O i
S4/GK1  S4/GX2  S4/IGX3  S4/GK4
O O O O

020202020202 | MAD
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255, 265, 265, 0 MASK

PucyHoK 65 U3meHeHne/yaaneHune 3anmcu ACL

Mocne BHeceHUA U3MeHeHUI WenkHuTe <Apply>, 4Tobbl BHECEHHbIE U3MEHEHUA BCTYNUAN B cuny. LLlenkHuTe
<Delete>, ytob6bl yaanuTb 3anucb ACL.

6.9.4 Hactpoiika uepes Be6-uHTepdeiic (SICOM3048)

1. Jo6asbTe 3anmcb ACL.

Add List

PucyHok 66 [lob6asneHue 3anmcm ACL

LLlenkHuTe <Add List> Ha npegblgywem pucyHKke, 4tobbl £06aBuTb 3anunck ACL. PasHble naeHTudMKaTopbl rpynn
COOTBETCTBYIOT pa3HbiM napametpam ACL, Kak NOKa3aHO Ha cneayoWwmnX pUCyHKax.



Configure [tem

1 v
1 (1~511)
Deny v|
SO/FEL
| S0/FE1 v |

020202020202 |jac

1837 (1537~65535)
23| (1~4093)

PucyHok 67 3agaHue napametpos 3anucu ACL —rpynna 1

Configure [tem

2 v|

2 (1~511)
Fedir Port W
S0/FE1 w
S0/FEZ2 v
Tes w

020202020202  |ac
im0

192. 168. 0. 208 |}p

| 255, 265, 255. 0 MASK

PucyHok 68 3agaHue napametpos 3anmncm ACL — rpynna 2



Configure ltem

3 VW

3 {(1~511)

Mirror Port
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Dizable
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PucyHok 69 3apgaHue napametpos 3anucu ACL —rpynna 3

L3 ES ES RS ES B ES B

._4
2]
L]
£

Configure [tem

4 v|
4 (1~511)
Faorward vw
S0/FE1
S0/FE2 v|
1537 (1537~65535)

B 093
LB o)
I R )
L o)
255 (0~255)

PucyHok 70 3agaHue napametpos 3anucm ACL —rpynna 4

Group
BapuaHTbl: 174
Mo ymonyanuio: 1



dyHKuMA: HacTpolika Homepa rpynnbl 3anmcu ACL.

OnucaHue: PasHble naeHTMOUKATOPbI FPYNN COOTBETCTBYHOT PasHbIM napameTpam ACL.

Item

AwnanasoH: 17511

dyHKumA: 3aaaHume ID 3anmncn ACL. MoxHO HacTpouTb He 6onee 511 3anuceit ACL. Echn HacTpoeHo HeCKONbKO
3anuceit ACL, oHM cpaBHMBAIOTCA C NAaKeETAaMK B NOPAAKE BO3pacTaHMA NaeHTMPpUKaTopos.

Action

BapuaHTbl: Deny/Redir Port/Mirror Port/Forward

Mo ymonyanumio: Deny

dyHKUMA: HacTpolika AeCTBUA NO OTHOLIEHMIO K MaKeTy, KOTOPbI COOTBETCTBYET KaKkol-nnbo 3anucu ACL.
Deny: MaKeTbl, COOTBETCTBYIOLLME KaKOM-TMB0 3anuncu, 6yayT OTKAOHEHbI.

Redir Port: MaKkeTbl, COOTBETCTBYIOLLME 3aNMcK, ByyT NepeHanpaBieHbl Ha yKasaHHbIM nopt. Heobxoammo
YKa3aTb NOPT B BblMagatoLwem Crmcke.

Mirror Port: MakeTbl, coOTBETCTBYIOLWME 3anucK, byayT nepeHanpas/ieHbl Ha NOPT Ha3HAYeHUA U HA YKa3aHHbI
B BblNajatoLw,em cnmcke nopr.

Control Port

BapwuaHTbl: Bce nopTbl/n060# yKasaHHbIN NopT

®yHKuMA: Boibop nopTa, Ha KoTopom gencreyeTt ACL.

Source MAC

CoctaB: {MAC address, MAC subnet mask}

dopmar: {HHHHHHHHHHHH, HHHHHHHHHHHH} (H — wecTHaauaTepuyHoe ynucao.)

®yHKuMA: Hactpolika MAC-agpeca UCTOYHMKA M Macku noacetn. Ecan MAC-agpec MCTOYHMKA M MacKa NoAceTH
nakeTa COBMNagatoT CO 3HAaYEeHMEeM 3TOro napameTpa, TO YC0BME BbINOJHEHO.

Destination MAC

CoctaB: {MAC address, MAC subnet mask}

$opmar: {HHHHHHHHHHHH, HHHHHHHHHHHH} (H — wecTHaguaTepuyHoe yncno.)

dyHKuMA: Hactpolika MAC-aapeca HasHaYyeHUs U macku noacetu. Ecam MAC-agpec HasHayeHMa 1 Macka
noACeTV NakeTa COBMNAAALOT CO 3HAYEeHMEM 3TOro NapameTpa, TO YC/10BME BbINOAHEHO.

Ethernet Type

Anana3oH: 1537~65535

dyHKumMA: HacTtpolika Tuna Ethernet. Ecan none tmna Ethernet nakeTta coBnagatoT co 3Ha4YeHMeM 3Toro
napameTpa, TO YC/0BME BbINMOJHEHO.

Vlan Tag

Onana3zoH: 1~4093

®yHKumA: Hactpoiika VLAN ID. Ecnam cooTBeTCTBYHOLEE NOME NaKeTa COBNAAAEeT CO 3HAaYEHMEM 3TOro
napameTpa, TO YC/0BME BbINOJHEHO.

IPV4 Valid

BapuaHTbl: Disable/Yes/No

Mo ymonyaHuto: Disable

dyHKuMA: NMpoBepKa, ABNAETCA /M NOJYYEHHbIN NAaKeT AeNCTBUTENbHbIM NakeTom IPv4.,

Disable yka3biBaeT, 4TO 3TO NPaBM/IO HE UCMO/Ib3YeTCs;

Yes yKa3bIBaeT, YTO YC/I0BUE BbINOJIHEHO, EC/IM NOJIYYEHHbIN NaKeT ABNAETCA AeNCTBUTEIbHbIM NakeTom IPv4.
No yKasbiBaeT, YTO YCN0BWME BbINOJHEHO, €CAN MONYYEHHbIN MaKeT He ABASETCA AeNCTBUTE/IbHbIM NakeTom |Pv4.
Source IP

Cocras: {IP address, IP subnet mask}

dopmar: {A.B.C.D, A.B.C.D}

dyHKuMA: HacTpolika IP-agpeca UCTOYHKUKA M Macku noaceTu. Ecam IP-aapec MCTOYHUKA M MacKa NoaceTu
nakeTa COBMNAagatoT CO 3HaYeHMeM 3TOro napameTpa, TO YCOBME BbINOAHEHO.

Destination IP

Cocras: {IP address, IP subnet mask}

dopmar: {A.B.C.D, A.B.C.D}

dyHKuMA: Hactpoiika IP-agpeca Ha3HavyeHMA U Macku noaceTtun. Ecnm IP-agpec HazHayeHUA N MacKa NoaceTm
nakeTa COBMNAagatoT CO 3HAaYEeHMEM 3TOro NapameTpa, TO YC/0BME BbINOJHEHO.

Same IP Address



BapwuaHnTbl: Disable/Yes/No

Mo ymonyaHuto: Disable

dyHKumA: NpoeepKa coBnageHna IP-agpeca NCTOYHUKA NaKeTa ¢ IP-agpecom HasHauveHuA.

Disable yka3biBaeT, 4TO 3TO NPaBM/IO HE UCNO/b3yeTcA.

NoO yKasblBaeT Ha TO, YTO YCN0OBUE BbINOAHAETCA, ecn IP-aapec MCTOYHUKA NaKeTa oTamn4vaeTca oT IP-agpeca
Ha3Ha4YeHus.

Yes yKa3bIBaeT Ha TO, YTO YC/I0BUE BbINONHAETCA, ecnn IP-agpec NCToOYHMKA NaKeTa coBnagaert ¢ IP-agpecom
Ha3HayeHus.

Same L4 Port

BapuaHTbl: Disable/Yes/No

Mo ymonyaHuto: Disable

dyHKumA: NMpoBepKa coBnageHMa Homepa nopTa Layer-4 NCTOYHMKA NaKeTa C HOMEPOM NOPTa Ha3HaYeHUA
Layer-4.

Disable yka3sblBaeT, YTO 3TO NPaBUIO HE UCNO/b3YeTCA.

No yKasblBaeT Ha TO, YTO YCNOBMeE BbINOJHAETCA, eC/IM HOMep nopTa Layer-4 NCTOYHWKA NakeTa oT/MYaeTca oT
HOMepa nopTa Ha3HayeHusa Layer-4.

Yes yKa3sblBaeT Ha TO, YTO YC/N0BME BbINOAHAETCA, ecan HoMep nopTa Layer-4 ncToyHWKa nakeTa coBnagaeT C
HOMEpPOM NMopTa HasHayeHusa Layer-4.

TCP/UDP Valid

BapuaHTbl: Disable/Yes/No

Mo ymonyaHuio: Disable

®yHKuma: NMpoBepKa, ABAAETCA AN NOYYEHHbIM NakeT naketom TCP/UDP/

Disable yka3sblBaeT, UTo 3TO NPaBUIO HE UCMO/b3YETCA.

Yes yKa3bIBaEeT, YTO YC/I0BME BbINOJHEHO, €C/IN NOYYEHHbIN NAaKeT ABAAETCA AEACTBUTE/IbHbIM MAaKETOM
TCP/UDP.

No yKasbIBaeT, YTO YCNOBUE BbINONHEHO, EC/N NOJYYEHHbIN MaKeT He ABASETCA AENCTBUTE/IbHbIM NAaKEeTOM
TCP/UDP.

TCP Frame Valid

BapuaHTbi: Disable/Yes/No Mo ymonyaHuio: Disable

dyHKumA: MpoBepKa, ABNSETCA M NOJYYEHHbIN NaKeT AeUCcTBUTENbHbIM Kagpom TCP.

Disable yka3sblBaeT, UTo 3TO NPaBUIO HE UCNO/Ib3YyeTCs.

Yes yKa3bIBaEeT, YTO YC/I0BUE BbINOJHEHO, EC/IM NONYYEHHbIN NaKeT ABAAETCA AeNCTBUTEIbHBIM Kagpom TCP.
NO yKa3bIBaeT, YTO YC/IOBUE BbINOJIHEHO, EC/IM NOJIYYEHHbIN NaKeT He ABNAETCA AeNCTBUTENbHbIM Kagpom TCP.
TCP Sequence Zero

BapuaHTbl: Disable/Yes/No

Mo ymonuanuio: Disable

dyHKuma: NMposepKa paseHcTBa 0 3HayeHma nona TCP Sequence nakeTa.

Disable yka3sbiBaeT, 4To 3TO NpPaBMIO He UCMOb3YyeTcA.

NO yKa3bIBaeT Ha TO, YTO YC/N0BME BbINOAHAETCA, ecnun 3HadeHme nona TCP Sequence nakeTta He paBHo 0.
Yes yKa3blBaeT Ha TO, YTO YC/I0BME BbINOAHAETCA, ecnm 3HadeHne nona TCP Sequence nakeTta pasHo 0.

TCP Header Length

OnanasoH: 1715

®dyHKumA: HacTpolika gaunHbl 3aronoska TCP. Ecnn cooTBeTCTBYOLLEE NO/IE NAaKeTa MEHbLUE 3HAaYeHUA 3TOro
napameTpa, TO yC/I0BME BbINOJHEHO.

Source L4 Port

Onana3oH: 1765535

®dyHKUMA: HacTpolika Homepa UCXo4HOro NopTa A1a NakeToB NpoToKoa Layer-4. Ecaun cootBeTcTBytOLLEE NoNe
nakKeTa coBnagaeT CO 3HaYeHMeM 3TOro napameTpa, TO YC/I0BME BbIMOJHEHO.

Destination L4 Port

OnanasoH: 1765535

®yHKLMA: HacTpoiika HoOMepa nopTa Ha3HavyeHWs anA NakeToB NpoTokona Layer-4. Ecam cooTeeTcTByOWEE
noJsie nakeTta coBnagaeT cCo 3HaYeHNEeM 3TOro NapameTpa, TO YCA0BUE BbIMONHEHO.

TCP Flag

Onana3oH: 063



®yHKumMA: HacTpowka dnara TCP. Ecnv cooTBeTCTBYOWEE NOJIe NaKeTa COBNaAaeT CO 3HaYEHMEM 3TOro
napameTpa, TO YC/0BME BbINOJHEHO.

TOS/DSCP

OnanasoH: 0~255

dyHKuUMA: HacTpoWnKa TMna cay»K6bbl. Ecnv cooTBETCTBYIOLWEE MOJe NAaKeTa COBMAZAET CO 3HAYEHMEM 3TOrO
napameTpa, TO YC/0BME BbINOJHEHO.

IP Protocol

OnanasoH: 0~255

®PyHKuMA: HacTpolika 3HadYeHua IP-npoTokona. Ecan cooTBeTCTBYOLLEE NOJIE NAaKeTa COBNAAAET CO 3HAYEHMEM
3TOro napameTpa, TO YC/0BME BbINOAHEHO.

IP Version

OnanasoH: 0~255

®PyHKUMA: HacTpoWKa 3HaueHns Bepcum NpoTokona IP n anvHbl 3aronosKa. Ecnm cooTBeTCTBYOWEE NOJME
nakeTa coBnafaeT Co 3Ha4YeHMeM 3TOro NapameTpa, TO YC/I0BME BbIMOJHEHO.

IPTTL

AnanasoH: 0~255

®yHKumA: HacTpoika nona TTL. Ecnv cooTBeTCTBYOLWEE NOJIe NaKeTa COBMNAAAeT CO 3HAYEeHUEM 3TOro
napameTpa, TO YC/0BWE BbINOJHEHO.

MpumeyaHue:

He 06s3aTenbHO 334aBaTb BCE 3TU MapaMeTpbl, HO HE06X0AMMO 334aTb XOTA 6bl 0AMH
napameTtp. Ecnu TpebyeTca TONbKO 0AMH NapameTp, BCe OCTA/IbHbIE NAaPaMEeTPbl OCTAOTCA
nycTbiMM.

MOTE

2. Mpocmotp ACL.

IPACL-1
IPACL-2
IPACL--3
IPACL—-4

PucyHok 71 3anncu ACL
WenkHute 3anmceb ACL Ha npeaplaywem pucyHke. MOXHO U3MeHUTb AN yaaauTb 3anmcb ACL, Kak noKasaHo
Ha cnepylowem pUcyHKe.




[tem Configuration

(1~511)

Dergr L

| SO/FEl |

1537 (1537~65535)
2 4003

PucyHok 72 U3meHeHune/yaanenne 3anmcn ACL

Mocne BHECEHUS U3MEHEHUI LWeNKHUTe <Apply>, YTOObl BHECEHHbIE U3MEHEHUS BCTYNUAM B cuny. LLlenkHute
<Delete>, utob6bl yaanuTb 3anucb ACL.

6.9.5 Mpumep TMNOBOI KOHPUrypaLuum

Hanee ncnonbsyetca SICOM3024P B KauecTBe npumepa 414 ONMCaHUA HAacTpolKku 3anucu ACL.

MogKntoumTe NOPT 2 KOMMyTaTopa. HacTpoiiTe NoOpT ANA NOAyYeHMA NAaKETOB TONbKO ¢ ucxogHoro MAC-agpeca
02-02-02-02-02-02 1 nepecblaKM NakeTos Yepes nopt 1.

Tanbl HACTPOMKMU:

1. HacTtpoiite geiicteue ana Redir Portu Bbibepute nopT 1 B BbINaAatOLLEM CMIMCKE, KaK MOKAa3aHO Ha PUCYHKe
60.

2. Bbibepute FE2 B Control Port, Kak nokasaHo Ha pucyHke 60.

3. 3agaiite MAC-agpec nctouyHmka 020202020202 1 macKy noaceTt FFFFFFFFFFFF, Kak NoKa3aHO Ha pUCyHKe
60.

4. OcTaBbTe BCe OCTa/ibHble MapameTpbl MYCTbIMU.

6.10 ARP

6.10.1 O630p

MpoTokon paspelweHus agpecos (ARP) paspelaeT conoctaBieHne mexay IP-agpecamu n MAC-agpecamu ¢
NMOMOLLLbIO MeXaHW3Ma 3anpoca 1 oTeeTa agpeca. KommyTaTop noayyaet HGOPMALMIO O CONOCTaBAEHUN
mexay IP-agpecamn n MAC-agpecamu gpyrmx XocToB B TOM e cermeHTe ceTu. OH TaK»Ke nogaepKmBaet
cTatmyeckue 3anucm ARP ana onpegenenua cootsetctsna mexay IP-agpecamu n MAC-agpecamu.
OunHamunueckue 3anucu ARP nepnoamyeckun yctapeatoT, obecneymBasn cOrnacoBaHHOCTb MeXKay 3anucsamm ARP
W peanbHbIMU MPUIONKEHUAMM.

KommyTaTopbl 3TOM cepum obecneunsatoT He TONIbKO GYHKLUMIO KOMMYTaLUKM YPOBHA Layer 2, HO U GyHKLMIO
ARP gns paspelieHun IP-aapecoB Apyrux XocToB B TOM e cermeHTe ceTu, obecneunsan cBsasb mexay NMS m
ynpaB/iAeMbIMN XOCTaMM.

6.10.2 OnucaHue



3anuncu ARP genaTtca Ha AMHaMKUYeCcKMe n cTaTudeckue.

JnHaMmunyeckme 3anucu reHepmpytoTcsa U NOAAEPHKMUBAKOTCA Ha OCHOBe 0bmeHa naketamu ARP. InHammyeckne
3anmMcyM MoryT ycTapeBaTb, 0BHOBAATLCA HOBbIM NakeTom ARP nam nepesanuncbiBaTbCA CTaTUYECKOM 3aNMCbio
ARP.

CraTnyeckme 3anmncy HaCTPaAMBAKTCA U NOALEPKMBALOTCA BPYUHY0. OHM HUKOrAa He yCTapeBaloT U He
nepesanmncbiBatoTCca gMHaMmM4ecknmm sanmcamm ARP.

KommyTatop nogaepxumeaet Ao 512 3anuceit ARP (Makcumym 256 ctaTndeckmx). Koraa KonmyecTso 3anucei
ARP npesblwaeT 512, HOBble 3aNNCKM AaBTOMATMUYECKN NEPE3aANMCHIBAOT CTapble AMHAMUYECKME 3aMNCK.

6.10.3 Hactpoiika uepes Be6-uHTepdeic

1. HacTtpoiite Bpems ctapeHma ARP, Kak MOKa3aHO Ha PUCYHKE HUXKeE.

ARP Aging Time

ARPAgIngTime | 21 (10-50min

PucyHok 73 HacTpolika BpeMeHU cTapeHun

ARP Aging Time

AnanasoH: 10760 muHyT

Mo ymon4yaHuto: 20 MUHYT

dyHKuMA: Hactpolika BpemeHu yctapesaHua ARP.

Onucanue: Bpems ctapeHns ARP — 3TO NPOMEXKYTOK C MOMEHTA A06aBneHusA AnHammnyeckol 3anucu ARP B
Tabnuuy 40 MOMEHTa yaaneHuna 3anmcu us Tabanupl.

2. [ob6aBbTe cTaTMYeCKyto 3anmMcb ARP, Kak NOKa3aHO Ha PUCYHKE HUMKeE.

ARP address
|192.153.n.r.11 |

020000000223

PucyHok 74 lob6aBneHue ctatuyeckon 3anncu ARP

ARP address

Cocras: {IP address, MAC address}

dopmar: {A.B.C.D, HHHHHHHHHHHH} (H — wecTHaaguaTepmMyHoe Yncno.)
®yHKuMA: HacTpolika cTaTuyeckon 3anmncu ARP.

MpeaynpexxaeHue:

> |[P-agpec ctatuyeckom 3anncu ARP gonKeH HaxoAUTbCA B TOM XKe CerMeHTe ceTu, 4To u IP-
ajpec KommyTtaTopa.

> Ecnm IP-agpec ctaTMyeckon 3anucu asnsetca IP-agpecom kKommyTaTopa, cMctema
aBTomaTtnyeckm conoctasnseT IP-agpec c MAC-agpecom KommyTaTopa.

> Kak npaBun/io, KOMMyTaToOp aBTOMaTUYECKN 3anommHaeT 3anmcm ARP. HacTpoiika Bpy4Hyto He
TpebyeTcs.




3. MpocmoTpuTe nan yganute ctatndeckyto 3anucb ARP, Kak NOKa3aHO Ha PUCYHKe HuxKe.

ARP address

L 192.168.0.23 90-FB-AG-3C-CA-VE Cynamic
& 192168.0.41 02-00-00-00-02-23 Static

L 3 192.1658.0.94 00-00-AA-BB-CC-05 Dynamic
o 192.168.0179 00-00-EE-EE-02-05 Cynamic

Delete

PucyHok 75 Tabauua aapecos ARP

ARP address

Cocras: {IP address, MAC address, Flags}

dyHKumAa: OTobpaxkeHue 3anucelt ARP, BKAKOYaA cTaTUYECKME U AMHAMMYECKMe 3aMuCH.

Jeincreune: BoibepuTe cTaTuyeckyto 3anuch B ctonbue Number. LenkHute <Delete>, yTo6bl y4annTb 3anmch.

MpeaynpexxaeHue:
Henb3Aa yaanutb guHammyeckue 3anucm ARP.

6.11 SNMP

6.11.1 O630p

Simple Network Management Protocol (SNMP) — 3To cTpyKTypa, ucnonb3ytouiasa TCP/IP gns ynpasneHua
ceTeBbIMU ycTpocTBamu. C nomoubto SNMP agmMMHUCTPaTOp MOXKET 3anpalmneaTe MHPOpmMaLmo 06
YCTPOWCTBE, U3MEHATb HAaCTPOMKM NapaMeTPOB, OTCNEXKMBATb COCTOSIHME YCTPOWCTBA U 0OHApYKMBaTb COOU B
ceTu.

6.11.2 Peanusauusna

SNMP ncrnonb3yeT pexunm cTaHumm ynpasneHus/areHta. Takum obpasom, SNMP BratovaeT B cebs asa Tmna
ceTeBbIX 3nemeHTOB: NMS 1 areHT.

CraHuus ynpasneHus ceTbto (NMS) — 3To cTaHUMsA, Ha KOTopoW paboTaeT NPOrpamMmMHbIiA KAMEHT yNpaBaeHuUs
ceTblo ¢ noaaepxKkon SNMP. 310 sgpo ana ynpasneHms cetbto SNMP.

AreHT — 3TO NpOLLECC B YNpPaBAAeMbIX CETEBbIX YCTpoicTBax. OH nosy4yaeT n 06pabaTbiBaeT NAaKeTbl 3aNpOCOB
oT NMS. Korga Bo3HMKaeT cMrHan TpeBoru, areHT coobuiaet 06 atom 8 NMS.

NMS asnaetca cpeactBom ynpasneHua cetoto SNMP, a areHT ynpasnaetca cetbto SNMP. NMS n areHTbl
obmeHUBatoTcA NakeTamu ynpasneHusa yepes SNMP. SNMP BK/touaeT B cebs cneayroline 0CHOBHbIE
onepauuu:

> Get-Request

> Get-Response

> Get-Next-Request

> Set-Request

> Trap



NMS otnpasnseT nakeTbl Get-Request, Get-Next-Request un Set-Request areHTam 415 3anpoca, HaCTPOIKN U
ynpaBsieHMA nepemeHHbIMU. ocsie NoayyeHnA STUX 3anNpoCcoB areHTbl OTBevatoT naketammn Get-Response.
Korpga BO3HMKAET TpeBora, areHT ynpexaatouie coobuwaet 06 astom B NMS ¢ nomoupbto coobueHus Trap.

6.11.3 OnucaHue

KommyTaTtopbl aToi cepum noaaepxkmnsatoTr SNMPv2. SNMPv2 coemectum ¢ SNMPv1.

SNMPv1 ncnonbsyet aaa ayTeHTMdMKaUMKM nma coobuectsa. Mima coobLuecTsa geincTByeT Kak Napob,
orpaHuymean goctyn NMS K areHTam. Ecam nma coobuectsa, nepeHocumoe naketom SNMP, He
noaTBepXKAAeTCA KOMMYTAaTOPOM, NaKkeT oTbpackiBaeTcA.

SNMPvV2 TaK»Ke ucnosb3yeT gnsa ayteHTuduKaumm nmsa coobuectsa. OH coemectm ¢ SNMPv1 n pacwupset
¢dyHKLUMOoHan SNMPv1.

Y1o6b1 06ecneumnTb cBAsb mexay NMS n areHTom, nx sepcmm SNMP foaKHbI coBnagate. A areHTa MOXKHO
HacTpPouUTb pasHble Bepcm SNMP, yTo6bl OH MOT MCNONBL30BaTb Pa3Hble BEPCUMU 414 CBA3M C pasHbimu NMS.

6.11.4 MIB

Jioboli ynpasnsiemblii pecypc HasblBaeTca ynpasasembiM 06bekTtom. Management Information Base (MIB)
XPaHUT ynpasasemble 06beKTbl. OHa onpeaenseT nepapxmyeckme OTHOLWEHMA YNPaBASEMbIX OOBEKTOB U
aTPUOYTOB OOBEKTOB, TAKMX KaK MMEHa, PaspeLleHns Ha AOCTYN U TUMbl AaHHbIX. Y KaXKA0ro areHTa ecTb CBOA
MIB. NMS moskeTt umTatb/3anucbisate MIB Ha ocHOBe paspelueHunii. Ha pucyHKe HUe nokasaHbl
B3auMooTHowweHua mexay NMS, areHTom u MIB.

Get/Set requests MIB

+—

Get responses and Traps
NMS Agent

PucyHok 76 BzanmooTHoweHna mexgy NMS, areHtom n MIB

MIB onpeaenseT APeBOBUAHYIO CTPYKTYPY. Y3/bl AepeBa ABNAIOTCA yNpaBaseMbiMM 06beKkTamm. Kaxapli ysen
MMeeT YHUKANbHbIN

naeHtnomkaTtop Object Identifier (OID), KOTopbI yKa3biBaeT pacrnosiokeHue y3na B cTpyktype MIB. Kak
NMoKasaHo Ha pucyHKe HuxKe, OID obbekta A—1.2.1.1.

HDd.l:[l] “Ud.cizj

Hedell) Hode(2)

Objact (1) s -
ject

ObjectAll)

PucyHok 77 CTpyKkTypa aepesa MIB



6.11.5 Hactpoiika yepe3 Be6-uHTepdeic

Brkntoumnte SNMP, Kak NOKa3aHO Ha PUCYHKe HUMKe.

PucyHok 78 BkntoueHne SNMP

SNMP status

BapwuaHTbl: Enable/Disable

Mo ymonyaHuio: Enable

dyHKUMA: BKNtoveHme unm BoikntoveHmne SNMP.

HacTpoiiTe npaBa A0CTYyNa, KAk NOKAa3aHO Ha PUCYHKE HUXKeE.

|publi|: ||:3_-15}
|private ||:3_-15}
161 | (1-65525)

PucyHoK 79 HacTtpolika npaB goctyna

Read-Only Community

Anana3oH: 3716 cumBonos

Mo ymonyaHuto: public

®PyHKUMA: 3apaHNe uMeHU coobLiecTBa « TONIbKO YTEHMEN.

OnwucaHune: UHpopmauma MIB KommyTaTopa MOXKET ObITb NPOYMUTAHA TO/IbKO B TOM CayYae, eciv nms
coobuiecTtBa, nepegasaemoe naketom SNMP, coBnazaeTt ¢ MMeHeM, HAaCTPOEHHbIM Ha KOMMYTaTOpE.
Read-Write Community

dnana3oH: 3716 cumBonoB

Mo ymonyanuto: private

®PyHKUMA: 3a8aHNE UMEHM coobLLecTBa «YTeHWe-3anncb».

Onucanue: UHdopmaums MIB KommyTaTopa MOKET ObITb MPOYMTAHA M 3aNMCaHa TOIbKO B TOM C/ly4ae, ecnu
nma coobluecTsa, nepesasaemoe naketom SNMP, coBnagaet ¢ UMeHeM, HaCTPOEHHbIM Ha KOMMYyTaTOpE.
Request Port

OnanasoH: 1765535

Mo ymonyanuto: 161

dyHKUMA: HacTpolika Homepa nopTa 4na noayyeHus sanpocos SNMP.

3apalite napameTpbl Trap, KAk MOKa3aHO Ha PUCYHKE HUXKe.

Trap Settings
| Enable w |

162 | (1-65535)
192. 168. 0. 23 (P Addr)

| (P Addr)

(1P Addr)

|
| (1P Addr)
| (P Addr)




PucyHok 80 HacTtpolika Trap

Trap on-off

BapwuaHTbl: Enable/Disable

Mo ymonyaHuio: Enable

PyHKUMA: BKAOYEHME MM BbIKAOYEHWE OTNPABKK Trap.

Trap Port ID

BapuaHTbi: 1765535

Mo ymonyanuto: 162

dyHKUMA: HacTpoiKka HoMepa nopTa 418 oTnpaBKM coobweHnin Trap.

Server IP address

®opmaT: A.B.C.D

dyHKuMA: HacTpolika agpeca cepsepa Aaa npuema coobueHnit Trap. MoXHO HacTpouTb He boaee NATH
cepBepos.

4. MpocmoTpuTte IP-agpec ynpasaaloLLero cepsepa, Kak NOKasaHO Ha CaeayloLem pUCyHKe.

Management Station
| | (IF Addr)

| | (IF Addr)

| | (P Addr)

PucyHok 81 IP-agpec ynpasnatowero cepsepa

IP-agpec ynpaBAAIOLLErO CEPBEPA HE HYXKHO HacTpamnBaTb BPyYHyto. KoMmyTaTop aBTOMaTUYECKN OToBpakaeT
€ro To/IbKO B TOM cny4ae, ecan NMS paboTaeTt Ha cepBepe M CHUMTLIBAET M 3anMcbiBaeT MHPopmaumio y3na MIB
YCTPOICTBa.

6.11.6 Mpumep TMNOBOW KOHUrypauum

Ynpasnatowmii cepeep SNMP noakntovaetcs K kKommyTaTopy Yyepes Ethernet. IP-agpec ynpasnstowero cepsepa
— 192.168.0.23, a kommyTaTopa — 192.168.0.2. NMS oTcnexxkusaeT 1 ynpasaseT areHTom yepe3 SNMPv2c, a
TaKXe CYMTbIBAET M 3anucbiBaeT MHGopmaunto yana MIB areHTa. Korga areHT HemcnpaBeH, OH ynpexaatowe
oTnpasnneT coobueHma Trap B NMS, KaKk NoKa3zaHO Ha PUCYHKE HUXKe.

192.168.0.23
Agent

192.168.0.2 NMS

PucyHok 82 Mpumep HacTponku SNMP

HacTpoiKa areHTa:

1. Bkntounte SNMP, KaK NOKa3aHO Ha pUCyHKe 78.

2. HacTtpowTe npasa goctyna. YcTaHOBUTE MMA coobLuecTBa «TONbKO YTeHue» public, umsa coobuiectsa «4teHne
M 3anucb» private, a nopT 3anpoca — 161, Kak NOKa3aHO Ha pPUCYHKe 79.

3. BkntounTe oTnpaBKy trap, yctTaHOBUTE HOMep nopTa trap 162 u IP-agpec cepepa 192.168.0.23, Kak NOKa3aHO
Ha pucyHke 80.

[ns MOHUTOPWHIA W yNpaBAeHNA COCTOSAHMEM areHTa 3anyctute Ha NMS nporpammHoe obecneyeHune
ynpasneHus, Hanpumep Kyvision.



CeegeHus o pabote Kyvision npuseaeHbl B PykoBoacTBe nosb3oBaTens Kyvision.

6.12 DT-Ring

6.12.1 O630p

DT-Ring n DT-Ring+ — 3To cobcTBEHHbIE NPOTOKO/1bI pe3epBupoBaHMA KomnaHum Kyland. OHM no3BoAAOT ceTu
BOCCTAHaBAMBATbCA B TedeHne 50 mc npu cboe KaHana, obecneymBas cTabuUnbHYO U HaZEKHYIO CBA3b.

Konbua DT genatca Ha gBa TMna: Ha ocHose nopToB (DT-Ring-Port) u Ha ocHose VLAN (DT-Ring-VLAN).
DT-Ring-Port: yka3sbiBaeT NoOpT A41a NepecbliKi nan 610KMPOBKU NaKeToB.

DT-Ring-VLAN: yKa3biBaeT NopT AN NepecbiIKM A 6BNOKMPOBKM NakeToB onpegeneHHon VLAN. 31o
No3BO/IAET UCNOb30BaTh HECKOIbKO VLAN Ha obLem nopTy, TO eCTb OAMH NOPT SBAAETCA YACTblO Pa3HbIX
pe3epBHbIX KoneL, OCHOBaHHbIX Ha pa3Hbix VLAN.

DT-Ring-Port un DT-Ring-VLAN Henb3sa ncnonb3oBaTb BMeCTE.

6.12.2 OcHOBHbIE NOHATUA

Master: OgHO KONbLO MOXeT MMeTb TO/IbKO OAMH y3en B cTatyce Master. Y3en B ctatyce Master oTnpasnser
naketbl npoTokona DT-Ring n onpegensaet coctoaHue KonbLa. Korga Kobuo 3aMKHYTO, U3 AByX MOPTOB,
KOTOpble BK/HOYEHbI B KOMbLO, OANH HAaXOANUTCA B COCTOAHUW NEPECHINIKM, @ APYTOA B COCTOAHMUM BIOKMPOBKM,
COOTBETCTBEHHO.

OCHOBHOWM NOPT: YKa3bIBaET KObLLEBOW NOPT (4158 KomMyTaTopa Master), cocTosiHMe KOTOPOro HAaCTPOEHO Kak
NPUHYAUTENbHAA Nepeagpecauns Noab3oBaTeNem, KOraa KoabLo 3aMKHYTO.

MpumeyaHue:

,“' Ecnm pna KommyTtaTopa Master He HacTpoeH OCHOBHOM NopT, UM ByaeT NepsbIn NOPT,

i COCTOAHME CBA3M KOTOPOro M3MEHMOCh Ha «paboTaeT» (Koraa Ko/blo 3aMKHYTO), M OH byaeT
B COCTOAHUW Nepecblikn. OcTanbHble KOMIbLEBbIE NOPTblI HAXOAATCA B COCTOAHUMN BNOKNPOBKM.

NOTE

Slave: Konbuo moxeT BKAtoUYaTb B ceba HeCKo/1bKo ycTpoiicTB Slave. YcTpoicTea Slave npocaywimBsatoTt u
nepecbinatoT NakeTbl NpoTokoia DT-Ring 1 coobwatoT nHPopmaLmio 06 ownbKax yctponctey Master.
Pe3epBHbI nopT: MNopT AnA cBA3m mexay Konbuamm DT HasbiBaeTcA pe3epBHbIM MOPTOM.

PesepBHbIli nopT Master: Koraa KoibLo MMeET HECKOJIbKO pe3epBHbIX MOPTOB, Pe3epPBHbIV NOPT C 6HONbLLIUM
MAC-agpecom asnseTca pesepBHbIM NopTom Master. OH HaxoANTCA B COCTOAHUM NEPECHIIKM.

PesepsHbIli NopT Slave: Koraa KonbLo MMeeT HECKO/IbKO pe3epBHbIX MOPTOB, BCE pe3epBHbIe MOPTbI, Kpome
pesepBHOro nopta Master, ABnatoTcA pesepBHbIMM NopTamu Slave. OHM HaxoZATCA B COCTOSHUM B/IOKMPOBKM.
CocToAHMe nepecblikK: Ecnn NnopT HaxoAUTCA B COCTOAHMM NEPECBIIKM, MOPT MOXKET U NPUHMMATD, U
OTNPaBAATb AaHHbIE.

CoctosiHne 610KMpoBKU: Eciv NOpT Haxo4MTCA B COCTOAHUM BOKMPOBKM, OH MOXKET NPUHMMATL U NepecbinaTb
TONILKO NakeTbl NnpoTokosa DT-Ring.

6.12.3 Peanusauma

Peanusauua DT-Ring-Port

MopT NepecbliKM Ha ycTpoicTBe Master nepmMoamyeckm oTnpaBaseT NakeTbl NpoTokoaa DT-Ring ana
onpeaeneHunn cocToaHma Koabla. Ecav 610Kkupyowmii nopT ycTpoiicTea Master nosy4aeT nakeTbl, KOAbLO
3aMKHYTO; B MPOTUBHOM C/y4ae KO/bLO PAa3sOMKHYTO.

Pabounii npouecc kommyTtaTopa A, KommyTaTopa B, kommyTaTtopa C 1 KommyTaTopa D:

1. Hactpoiite KommyTaTop A Kak Master, a ocTasibHble KOMMYTaTOPbl — KakK Slave.



2. Konbuesoit nopT 1 Ha Master HaxoAMTCA B COCTOSIHUM NEPECLIIKK, a KONbL,EBOW NOPT 2 HAXOAMUTCA B
cocToAHMM B10KMpoBKK. Oba nopTa Ha Slave HaxoAATCA B COCTOAHWUW NEPECHINIKM.

3. Ecam anHmA cesasu CD HencnpaBHa, KaK NMOKa3aHo Ha PUCYHKE HUKe.

a) Koraa nnHuA ceasmn CD HemncnpaBHa, NOPT 6 M NOPT 7 Ha ycTpolicTee Slave HaxoAATCA B COCTOAHUM
610KkMpOoBKK. MopT 2 ycTpoiicTea Master nepexoauTt B COCTOAHMUE Nepecbiikn, obecneunsan paboTtatoLyto
JIMHUIO CBA3MW.

b) Korga HencnpaBHOCTL YCTPaHeHa, NopT 6 M NopT 7 ycTpoicTBa Slave Haxo4ATCA B COCTOAHWUM NEPECHINKM.
MopT 2 ycTporicTBa Master nepexoguTt B cOCToAHWE 6NOKMPOBKK. [TponCXoamuT nepekatodeHme KaHanos, U
KaHaNbl BOCCTaHaBAMBAIOTCA 40 COCTOAHMA, NPeALLecTBYOLWEero oTkasy anHum CD.

B A 2 3 B
Slave Master - C Slave
4 Yl 4
I | I,
c 7 B D C D
Slave & Slave Slave Slave
Before fault During fault
A 2 3 B
Master O Slave
4
18 Ring ports 5
© Forwarding c D? D
@ Blocking Slave Slave
> Fault
Fault recovery
PucyHok 83 Otkas anHun CD
MpumeyaHue:

Ecnv nopt 1 Ha ycTpolictBe Master A HacTpOeH Kak OCHOBHOM MOPT, NpoLecchl cb6os 1
BOCCTaHOB/IeHMA nocae c6oA MAEHTUYHbBI ONUCAHHbIM BbiLLE.

4. Ecnm anHna ceasu AC HemcnpaBHA, KaK NOKA3aHOo Ha PUCYHKE HUMXKe:
a) Ecnm nnHusa ceasu AC HencnpaBHa, NopT 1 HaXoAMUTCA B COCTOAHUN 6AOKMPOBKM, a NOPT 2 NepexoguT B
COCTOAHME NepecblsiKn, obecneunBas paboTaloLLyO IMHUIO CBA3W.



b) Mocne ycTpaHeHWA HEMCNPABHOCTU:

Ecnu Ha ycTpolictBe Master A He HacTPOeH OCHOBHOW NOPT, NOPT 1 No-NpexHeMy HaxoaUTCA B COCTOAHUM
610KMPOBKMK, @ NOPT 8 — B COCTOAHUMN NepecbIIKK. epeKkntoyeHne He MPOUCXOaMT.

Ecan nopt 1 Ha ycTpolictBe Master A HacTpoeH Kak OCHOBHOM nopT. Koraa Ko/ibLo 3aMKHYTO, OCHOBHOM MopT
HaXoANTCA B COCTOAHUKU nNepecbisiKK. MopT 1 nepexoAnT B COCTOAHME nepecbisiku. MNopT 8 HaxoanTca B
COCTOSIHUM MEPECHIZIKM, @ MOPT 2 HAXOANUTCA B COCTOAHUMN BAOKMPOBKU. NepeKkntoyeHne NPoncxoamT.

A %O o B A 2 fO B 18 Ring ports
ave
Master Master Slave O Forwarding
4 Xl & Blocking
:> < Fault
5 5
c 7 b D 7 5 D
Slave © Slave Slave o Slave
Before fault During fault

A 2 3 B A 2 3 B
Master & Slave Master 1 Slave
4 : 4
o 5
c 7 D c 7 D
Slave & Slave Slave o Slave
Fault recovery -- no configured primary port Fault recovery -- port 1 configured as primary port
PucyHok 84 OTtkas nnHum DT-Ring
MpeaynpexxaeHue:

M3meHeHume cTaTyca coeguHEeHUA BANAET Ha CTaTyC KOJIbLLEBbIX MOPTOB.

Peanusauyua DT-Ring-VLAN

DT-Ring-VLAN no3ssonseTt nepecbiaaTb NakeTbl U3 pasHbix VLAN no pasHbim nyTam. Kaxablit NyTb nepecbinkm
ons VLAN o6pasyet DT-Ring-VLAN. PasnunyHble DT-VLAN-Rings moryT umeTb pasHble ycTpoicTea Master. Kak
NOKa3aHOo Ha cieayowem pUcyHKe, ckoHourypmuposaHbl ase DT-Ring-VLAN. Jiunnm cessm DT-Ring-VLAN 10: AB-
BC-CD-DE-EA.

JInHum ceasm DT-Ring-VLAN 20: FB-BC-CD-DE-EF.

[Ba Konbua conpukacatoTca namHmamm ceasum BC, CD n DE. KommyTtaTop C 1 KommyTaTop D MCNOAb3yOT O4HU U
Te e NopTbl B ABYX KOJ/bLLAX, HO UCNONb3YIOT pPa3Hble orMyeckme KaHanbl Ha ocHose VLAN.



VLAN 10
VLAN 20

PucyHok 85 DT-Ring-VLAN

MOTE

MpumeyaHue:
B Kaxaom nornyeckom Konbue DT-Ring-VLAN peanusauma naeHtMyHa takosoi ana DT-Ring-
Port.

Peanusauua DT-Ring+

DT-Ring+ obecneunBaeT pesepBupoBaHue gaa asyx konew, DT, Kak NoKa3aHO Ha pUCYHKe HuxKe. OauH
pe3epBHbIN NOPT HACTPOEH COOTBETCTBEHHO Ha KommyTaTope C n kommyTtatope D. Kakoi nopt asnaetca
pesepBHbIM NopTom Master, 3aBucut oT MAC-agpecoB AByx NopToB. Ecan pesepBHbIn nopT Master nnm ero
KaHan BbIXOAAT U3 CTPOA, pe3epBHbIN NopT Slave ByaeT nepecbinaTth NakeTbl, NpeAoTBpaLLan obpasosaHue
netenb u obecneymBas HOPMabHYIO CBA3b MEXKAY Pe3ePBHbIMU KONbLAMMU.

Backup

Master MMaster
as HB D port v i

PucyHok 86 Tononorua DT-Ring+




MpeaynpexxkaeHue:
MN3meHeHwWe cTaTyca coegMHEHMA BAMAET Ha CTaTyC pe3epBHbIX MOPTOB.

6.12.4 NoAacHeHunA

KoHourypauma DT-Ring AoKHbI yA0BNETBOPATL C/IEAYIOWMM YCNOBUAM:

Bce KOmMyTaTOpbl B O4HOM KO/bLLE AO/IKHbI MMETb OANHAKOBbIA HOMEP AOMEHA.

B Kax40M KosbLe MOXKET bbITb TONIbKO 0aNH Master 1 HeckosibKo Slave.

Ha Kaxkgom KommyTaTope MOXHO HacTpPOUTb TO/IbKO ABa NopTa ANA KOAbLa.

[na aByx 06beAMHEHHbIX KOJEL, pe3epBHble MOPTbl MOXKHO HAaCTPOWTb TOJIbKO B OAHOM KOJbLLE.
B 0AHOM KO/ibLLE MOYKHO HacTPOUTb He bosiee ABYX Pe3epPBHbIX MOPTOB.

Ha KommyTaTope B 04HOM KOJbLLe MOXKET BbITb HACTPOEH TO/IbKO OAMH PE3epPBHbIN NOPT.
DT-Ring-Port u DT-Ring-VLAN Henb3sa HaCTPOUTb HAa OAHOM KOMMYTaTOpe O4HOBPEMEHHO.

6.12.5 Hactpoiika uepes Be6-uHTepdeic

1. HacTpoiTe pesKum pe3epBMpoBaHMs, Kak MOKa3aHO Ha PUCYHKE HUXKeE.

DR v |
DR e |

PucyHok 87 HacTpolika pexkMma pe3epBHOro KobLia

Select Redundancy Mode

BapuaHTbl: DT-RING-PORT/DT-RING-VLAN
Mo ymonyanuto: DT-RING-PORT

PyHKLMA: Bbibop perkmma pesepBuMpoBaHus.

MpeaynpexxaeHue:

> K KonbueBbIM NPOTOKONAM Ha OCHOBe NopToB oTHocATcA RSTP, DT-Ring-Port u DRP-Port, a K
npoTokonam Ha ocHose VLAN — DT-Ring-VLAN u DRP-VLAN.

> KonbLesble NpoToKo/bl Ha ocHoBe VLAN ABNAIOTCA B3aMMOUCKAOYAOLWNUMK, U ANA O4HOTO
YCTPOMCTBA MOMKHO HACTPOMUTb TONIbKO TUM KO/bLLEEBOFO NPOTOKOAA Ha ocHoBe VLAN.

> Ko/ibLeBOoM NPOTOKON Ha OCHOBE MOPTa M KObLLEBOM NPOTOKO Ha ocHoBe VLAN saBnstoTcs
B3aMMOMCKIOYAOLWMMU, U ANA OAHOFO YCTPOMCTBA MOXKHO BblIBPaTb TO/IbKO OAMH PEXMM
KOJIbLLEeBOro NPOTOKO/A.

Check Loop Status

BapwuaHTbl: Disable/Enable

Mo ymonyaHuto: Disable

®PyHKUMA: BKAOYEHME MM BbIKAOYEHWE 0OHapYXKEHUA COCTOAHMA KONbLA.

OnwucaHwe: MNocne BKAOYEHMA ONpeaeneHna COCTOAHUA KOJIbL,@ KOMMYTaTOp aBTOMaTMYeCKn onpeaensaeT
cocTosiHMe Kosbua. Mpu nonydeHMn HeKkobLeBbIM NOPTOM nakeTos DT-Ring, nopT 6yaeT 3a610KMpoBaH.
Ncnonbayiite 3Ty GYHKLMIO C OCTOPOXKHOCTBHO.

2. Cospgaiite DT Ring, Kak MOKa3aHO Ha PUCYHKE HUXKeE.



DT-RING List

PucyHok 88 Co3ganue DT Ring

LWenkHute <Add> n HacTpoiiTe DT Ring.
3. Hactpownte DT-Ring n DT-VLAN-Ring, Kak NOKa3aHO Ha PUCYHKe HUXKe.

DT-RING
[ |
- |
| Master v|
| 51/FEl v|
| S1/FE2 v|
| 51/FEl v |

OT-RING+
| Enable e |

| 51/FE3 v|

PucyHok 89 KoHopurypauma DT-Ring




OT-RIMG
i |
- |
| Nazter v|
| 51/FEl v|
| S1/FE2 v|
| S1/FEl v|
OT-RING+
| Enable v|
| S1/FE3 v|
Add VLAN List
1 default
2 vlan

PucyHok 90 KoHdurypauusa DT-VLAN-Ring

Redundancy

MNpuHyautenbHasa KoHpurypaumsa: DT-RING

Domain ID

[JunanasoH HacTponku: 1~32

®dyHKumA: AnddepeHumpoBaTb KonbLa. Oa4MH KOMMYTaTOp NOALEPKUBAET MaKCMMYM 16 Konew, Ha OCHoBe
noptos nau 8 koneuy, Ha ocHose VLAN.

Domain Name

Awnana3oH: 1731 cumeon

®PyHKUMA: 3agaHMe JOMEHHOTO MMEHMU.

Station Type

BapuaHTbl: Master/Slave

Mo ymonyanuto: Master

®yHKUMA: BbibOp poan KOMMyTaTOpa B TEKYLLEM KOJbLE.
Ring Port1/Ring Port2

BapwuaHTbI: BCe NopTbl KOMMYyTaTOpa.

PyHKUMA: BbIbOp ABYX KOMbLLEBbLIX MOPTOB.

MpepynpexxaeHue:

> Konbuesoli nopt DT-Ring nau pesepsHbIn NOPT HE MOTyT ObITb 406aBAEHbI K rpynne
arperaumu. NopT, Ao6aBNEHHDbIN K FPpynne arperaumm, HeNb3a HAaCTPOUTb KaK KO/bLEBOM NOPT
DT-Ring unu pesepBHbI NOPT.

> Kosibuesol nopT DT-Ring nau pesepBHbIN NOPT HEb3A HACTPOUTb KaK UCXOAHbIN NOPT UK
MOpT HAa3HaAYeHMA 3epPKaANPOBAHUA.

McxoaHblid NOPT MM NOPT Ha3HAYEHMA 3ePKANIMPOBAHNA HENb3s HACTPOUTL KaK KO/bLLEBOW
nopt DT-Ring unun pesepsHbI NOPT.

> KonbLesble NOpTbl MeXKAyY KONbLEBbIMU MPOTOKOAAMKU Ha ocHoBe noptos RSTP, DT-Ring-Port
1 DRP-Port ABnAOTCA B3aMMOWCK/IOYAIOLLMMM, TO €CTb KObL,EBOM NOPT U pe3epBHbI NOpT

|

CAaUTIOMN




DT-Ring-Port He moryT 6bITb HacTpoeHbl Kak nopT RSTP, DRP-Port. Konbuesol NopT uau

Port Henb3sa HacTpouTb Kak KonbLeBol nopT DT-Ring-Port nan pesepsHbIit NoprT.
> He pekomeHayeTcA 04HOBPEMEHHO HAacTpamMBaTb NOPTbI B U30/IMPOBAHHOM rpynne Kak

B M30/IMPOBaHHYIO rpynny.

pesepBHbI nopT DRP-Port. > > Mopt RSTP, konbLeson nopt DRP-Port n pesepsHbIn nopt DRP-

noptbl DT-Ring 1 pe3epBHble NOpTbl, a NopTbl DT-Ring 1 pe3epBHble NOPTbl HENb3A A06aBAATb

Primary Port

BapuaHTbl: Disable/Bce nopTtbl KoMmmyTaTopa

Mo ymonyaHuto: Disable

®yHKuMA: HacTpoiKa OCHOBHOroO nopra.

Onucanue: Korga KonbLo 3aMKHYTO, OCHOBHOM NMOPT KOMMYTATOPa HaXoaUTCA B COCTOAHUMN MEePECHIIKM.

MpeaynpexaeHue:
> OCHOBHOW NOPT BCTYNaeT B CU/Y TOIbKO TOrAa, KOrAa KONbLO 3aMKHYTO.
> OCHOBHOW NOPT A0/KEH BbITb O4HUM U3 ABYX KOJIbLEBLIX MOPTOB yCTpoiicTBa Master.

DT-RING+

BapuaHTbl: Enable/Disable

Mo ymonyaHutio: Disable

®yHKUMA: BKNtoueHme unm BolkntoveHne oyHkumm DT-Ring+.

Backup Port

BapuaHTbl: Bce nopTbl KOMMyTaTOpa

®yHKUMA: Bbibop 04HOro NopTa B KayecTse pe3epBHOro NopTa.
MoacHeHue: Pe3epBHbI MOPT MOXKHO HACTPOUTb TO/IbKO NOC/e BKAOUeHUA GyHKUmMM DT-Ring+.
Add VLAN List

BapuaHTbl: Bce cosgaHHble VLAN

®yHKuMA: Boibop VLAN, ynpasasemoin gaHHbim KonbLom DT-Ring-VLAN.

Mocne 3aBepLUEHNs HACTPOMKM CO3LaHHbIE KONbLa byayT oTobpaxkaTbes B cnucke DT-Ring List, Kak nokasaHo

Ha cliedytoLLemM pPUCYHKe.

DT-RING List
a-1 Master |S1/FE1.31/FEZ S1/FE1 Enable S1/FE3 ]
b-2 Slave  |S1FE4,21/FES| Disable Enable S1/FEEG

PucyHok 91 Cnucok DT-Ring List
4. MNpocMoTp 1 n3meHeHne KoHpurypauum DT-Ring.

LLlenkHnTe onuum DT-Ring Ha npegblgyiem pucyHKe. MOXXHO NPOCMATPUBaTb M U3MEHATb HACTPOMKM KONbLA,

KaK NOKa3aHOo Ha CneayloLem pUCYHKe.



OT-RING Configuration

DT-RING
[ |
- |
| mast ex v |
| 51/FE1 v |
| S1/FE2 v
| S1/FE1 v |
| Enahble v
| S1/FE3 v |

PucyHok 92 KoHourypauma DT-Ring

Mocne BHeceHWA U3MEHEHUI WenKHUTe <Apply>, 4TOObl BHECEHHbIE U3MEHEHMA BCTYNUAN B cuAy. LLlenkHUTe
<Delete>, yTobbl yaanNTb 3aNUCb KOHPUrypaumm DT-Ring.
5. NMpocmoTpute coctoaHMe DT-Ring 1 nopTa, KaK NOKA3aHO Ha PUCYHKe HUXKe.

DT-RING State List
DT-RING

blocking

forwarding
RIMNG-CLOSE

DT-RING+
192 168.0.1149
00-1E-CD-10-23-38
klocking
192.168.0.109
00-00-EE-EE-02-05
blocking

PucyHok 93 CoctoaHue DT-Ring

6.12.6 NMpumep TMNOBOWN KOHPUrypauumn

KaKk nokasaHo Ha pucyHke 86, kommyTtaTopbl A, B, C n D 06pasytoT Konbuo 1; kKommyTtatopsl E, F, Gu H
06pasyoT KoNbLO 2.

KaHnanol CE n DF ABnAtoTcA pe3epBHbIMU KaHalaMW MeXAY KONbLOM 1 1 KonbLuom 2.

KoHdurypaums kommyTatopa A:

1. Domain ID: 1; Domain name: Ring; Ring port: port 1 u port 2; Station type: Slave; DT-Ring+: Disable;
pe3epBHble NOPTbl HEe HAa3HAY€eHbl, KaK NOKa3aHO Ha pUCcyHKe 89.



KoHurypauma kommyTatopa B:

2. Domain ID: 1; Domain name: Ring; Ring port: port 1 n port 2, ocHoBHOro nopta Hert; Station type: Master; DT-
Ring+: Disable; pe3epBHble NOPTbI HE Ha3HaYeHbl, Kak NOKa3aHO Ha PUCyHKe 89.

KoHurypauma kommyTtartopa C u kKommyrtatopa D:

3. Domain ID: 1; Domain name: Ring; Ring port: port 1 u port 2; Station type: Slave; DT-Ring+: Enable; Backup
port: port 3, Kak NOKa3aHO Ha pUCyHKe 89.

KoH¢urypauua kommyTtatopa E, kKommyTtaTtopa F u kKommyTaTtopa G:

4. Domain ID: 2; Domain name: Ring; Ring port: port 1 n port 2; Station type: Slave; DT-Ring+: Disable;
pe3epBHble NOPTbl He HAa3HAY€eHbl, KaK NOKa3aHO Ha pUCyHKe 89.

KoHndurypaumua kommyrtaTtopa H:

5. Domain ID: 2; Domain name: Ring; Ring port: port 1 u port 2, ocHOBHOro nopTa HeT; Station type: Master; DT-
Ring+: Disable; pe3epBHble NOPTbI HE Ha3HAY€eHbI, KaK MOKA3aHO Ha pUCYHKe 89.

6.13 RSTP/STP

6.13.1 O630p

CraHaapTusmnpoBaHHbii B IEEE802.1D npoTokon Spanning Tree Protocol (STP) npeactaBnser coboli NpoToKon
NIOKaNIbHOW CeTU, UCNO/Ib3yeMbl ANA NPeaoTBPALLEHNA LWMPOKOBELLATENbHbIX LUTOPMOB, BbI3BAHHbIX NETASAMMU
KaHana, u obecneyeHun pe3epBUPOBAHUA KaHana. YCTPONCTBaA € noaaepKKkoi STP obmeHUBatoTCA NakeTamm m
610KMPYIOT onpeaeneHHble NoPTbl, YTOObI COKPATUTL «NETAN» Ha «AepPeBbA», NpesoTBpaLLan
pacnpocTpaHeHne n beckoHeyHble netan. HegoctaTok STP 3ak/a04aeTca B TOM, YTO NMOPT, YTOObI NEpPenTH B
COCTOSIHWE MepPecCbISIKMN, AOMKEH XAATb B BA pa3a AONblUE, YEM 33EPKKA NEPECHIIKU.

Y1obbl NpeoaoneTb 3TOT HeAgoCTaToK, |IEEE co3paeT ctaHaapT 802.1w B gonosHeHue K 802.1D.IEEE802.1,
onpeaenstowmii Rapid Spanning Tree Protocol (RSTP). Mo cpaBHeHuto ¢ STP, RSTP aocturaet ropasgo 6onee
ObICTPOM KOHBEPreHUUW, 406aBAs a/IbTEPHATUBHbIN NOPT U PE3EPBHbIM NOPT 418 KOPHEBOTO NOpTa U
Ha3Ha4YeHHOro NopTa COOTBETCTBEHHO. Koraa KopHEBOM NOPT BbIXOANUT U3 CTPOSA, aNbTEPHATUBHbINA NOPT MOXKET
6bICTPO BOWTU B COCTOAIHNE NEPECHIIKM.

6.13.2 OcHOBHbIE NOHATUA

KopHeBOM MOCT: CAyKUT KOpHeM aepeBa. CeTb MMeeT TO/IbKO 0AMH KOpHEBOM MOCT. KOpHEBOM MOCT MeHAeTCcA
B 3aBMCMMOCTU OT Tononornu cetu. KopHeBoM MoCT nepuoanyeckm otnpasnset BPDU gpyrum ycTpoiicTeam,
KoTopble nepecblnatoT BPDU ana obecneveHuns ctabmunbHOCTM TONOAOTUN.

KopHeBOW NOpT: yKa3blBaeT HaUNYULWIMIA NOPT ANA Nepesaym oT HEKOPHEBbLIX MOCTOB K KOPHEBOMY MOCTY.
Jlyq4wnin nopT — 3TO NOPT C HAMMEHbDLUEM CTOMMOCTbLIO NMYTK A0 KOPHEBOTO MOCTa. HeKopHeBoIM MocCT
B3aMMOAENCTBYET C KOPHEBLIM MOCTOM Yepe3 KOPHEBOM NOPT. HEKOPHEBOW MOCT MMEET TOIbKO OAWH
KopHeBoW NopT. KoOpHEBOI MOCT HE UMEET KOPHEBOTO NOPTA.

HasHayeHHbIM NOPT: yKasbiBaeT NopT AN nepecbinkm BPDU Ha apyrue ycTpoiicTBa MM SIOKaNbHble ceTu. Bce
NOpPTbl KOPHEBOrO MOCTA ABAAKOTCA HAa3HAYEHHbIMW MOPTAMMU.

AnbTepHATUBHbIM NOPT: YKa3blBAET pe3epBHbIN NOPT KOPHEBOrO NopTa. EcAn KOpHEBOW NOPT BbIXOANUT U3 CTPOS,
a/IbTEPHATMBHbLIN NOPT CTAHOBUTCA HOBbIM KOPHEBbLIM NMOPTOM.

Pe3epBHbIi NOPT: yKa3blBAeT pe3epBHbIi NOPT Ha3Ha4YeHHOro nopTa. Korga HasHavyeHHbI NOPT BbIXOAUT U3
CTPOA, pe3epBHbI NOPT CTAHOBUTCA HOBbIM Ha3HAYeHHbIM MOPTOM M NEPECHINAET AaHHbIE.

6.13.3 BPDU

[na npepoTepalleHns o6pa3oBaHMA NeTeNb BCE MOCTbI JIOKA/IbHOM CETU BbIYMCAAIOT CBA3YIOLLEE AEPEBO.
Mpouecc BblMMCNAEHUA BKIOUYAET B cebs nepenady BPDU mexay ycTponcTBamu ans onpeaeneHma Tonoaormnm
ceTn. B Tabanue 6 nokasaHa CTpyKTypa AaHHbIX BPDU.

Tabnuua 6 BPDU



ID KOpH. Cronm. UHT.

Bosp. Makc. 3anep.
MOCTa KOpH.NytTX |ID mocTa HasH. ID nopTa HasH. Hello

coobuu. BO3pacT oTnp.
8 H6alnT 4 6ainTa 8 H6alnT 2 6aitTa 2 6aitTa 2 6aitTa 2 6banTa |2 BaitTa

ID KopHeBOro MocTa: NPUOPUTET KOpPHEBOTo MmocTa (2 6aliTa) +MAC-agpec KopHeBoro mocTa (6 6aiT).
CToMMOCTb KOPHEBOro NYyTU: CTOMMOCTb MYTU K KOPHEBOMY MOCTY.

ID Ha3HAYeHHOro MOCTA: NPUOPUTET Ha3HaYeHHOro mocTa (2 6aiTa) +MAC-agpec HazHaYeHHOro mocta (6
6anT).

ID Ha3HayeHHOro NopTa: NpMopuTeT NOPTa+HOMep nopTa.

Bo3pacT coobLieHns: NpoaoKMTeNbHOCTb pacnpocTpaHeHua BPDU no cetu.

MakKc. BO3pacT: MakCMMasibHasA NPoAOIKUTENbHOCTb XpaHeHUA BPDU Ha ycTpoiictee. Koraa Bo3pact
coobueHns bonblie yem makc. Bospact, BPDU oTbpacbiBaeTcs.

NHTepsan Hello: nHTepBan BpemeHn gna otnpasku BPDU.

3ageprKkKa OTNPaBKU: 3aZepKKa U3MeHeHWa cTaTyca (oTbpacbiBaHWe--06HapYKeHNe--NepechlsKa).

6.13.4 Peanusauusn

Mpouecc BbluMCcAeHMA CBA3YIOLLEro aepesa c nomowbio BPDU gna Bcex MOCTOB BbIrNAAUT CAeayoLWwmm
obpasom:

1. Ha HayanbHOM 3Tane Kaxablh MOPT BCeX YCTpolcTB reHepupyeT BPDU ¢ camum coboit B KauecTBe KOPHEBOTO
MOCTQ; U UAEHTUDUKATOP KOPHEBOTO MOCTA, U NAEHTUPUKATOP HA3HAYEHHOTO MOCTA ABAAIOTCA
NAEHTUHMKATOPOM NOKANBbHOIO YCTPOMCTBA; CTOMMOCTb KOPHEBOTO NyTW paBHa 0; Ha3HAYeHHbIN NOPT ABAAETCA
NIOKaNbHbIM NOPTOM.

2. Bbibop nyywero BPDU: Bce ycTpolicTBa oTnpaBaatoT cBom cobecteHHble BPDU 1 nonydyatoT BPDU oT apyrux
YCTPOWCTB.

Mpu nonyyeHmnn BPDU Kaxkaplt NopT cpaBHUBAET Noy4veHHbIM BPDU co cBoum.

Ecnm npuoputet cobecteeHHoro BPDU Bbllwe, TO NOPT HE BbIMNOJAHAET HUKAKUX OMNePaLLUi.

Ecnun npuoputeT nonyyeHHoro BPDU Bbilwe, TO NOPT 3aMeHSsIET IOKabHbI BPDU nonyyeHHbIM.

YcTpolicTBa cpaBHuMBatoT BPDU Bcex nopToB 1 onpeaensatoT ayywmnii BPDU. NMpuHumnbl cpaBHeHns BPDU
cnepyouwue:

BPDU ¢ meHbWNM MAEHTUDUKATOPOM KOPHEBOTO MOCTa MMeeT 6onee BbICOKMIA NPUOPUTET.

Ecnn ngeHtndumkatTopsbl KopHeBOro mocTta Asyx BPDU coBnagatoT, cpaBHMBAETCA X CTOMMOCTb KOPHEBOTO NYTHU.
Ecnm ctoumocTb KopHeBoro Nyt B BPDU natoc cToMMOCTb NYTM IOKANAbHOMO NopTa meHbLue, npuoputet BPDU
BbiLle.

Ecnn ctoumocTb KopHeBoro nyTn Asyx BPDU Takke ogMHakoBa, naeHTUPUKaTopbl Ha3HAYEHHOIro MOCTa,
naeHTUdMKaTopbl HA3HAYEHHOIO NopTa U MAeHTUPUKATOPLI NOPTa, Noayyatowero BPDU, gononHuTenbHo
CpaBHMBatOTCA No nopAaaKy. BPDU ¢ meHbWMM naeHTUPUKaTopom numeet 6onee BbiCOKM npnoputeT. BPDU ¢
MEHbLINM NAEHTUHUKATOPOM KOPHEBOIO MOCTa MMeeT bonee BbICOKMIA NPUOPUTET.

3. Boibop KopHeBoro mocta KopHeBOol MOCT CBA3YIOLLErO AepeBa — 3TO MOCT C HAUMEHbLLMM
naeHTMPMKAToOpoM MocCTa.

4. Bbibop KopHeBoro nopta YcTponcTso 6e3 KOPHEBOro MOCTa BbiIOMpPaEeT NopT, Noydatowmn ayywmii BPDU, B
KayecTBe KOpHeBOro rnopra.

5. Pacyet BPDU Ha3HayeHHoro nopta: Ha ocHose BPDU KopHeBOro nopta 1 CTOMMOCTU NYTM KOPHEBOTO NOpTa
yCTpoWcTBO BbluncnaeT BPDU HasHauyeHHOro nopTa A4as KaXKAoro nopTa cneayrowmm obpasom:
NpeHTMdMKaTOp KOPHEBOrO MOCTa 3aMeHAETCA MAEHTUPUKATOPOM KopHeBOro mocta BPDU KopHeBoro nopra.
CToMMmOCTb KOPHEBOro NyTN 3aMeHAEeTCA Ha CTOMMOCTb KopHesoro Nyt BPDU KopHeBoro nopTa natoc
CTOMMOCTb NYTU KOPHEBOrO nopra.

NpeHTMdMKaATOp Ha3HAYEHHOIO MOCTa 3aMeHAETCA AEHTUGUKATOPOM NOKANbHOTO YCTPOMCTBA.
NpeHTMdMKaATOp Ha3HAaYeHHOro NopTa 3aMeHAEeTCA UAEHTUPUKATOPOM NIOKAbHOrO NopTa.

6. Bbibop HasHauyeHHoro nopTa. Ecamn paccumTtaHHbIi BPDU nydlie, To yCTPOMCTBO BbiBMpaeT NopT B KayecTse
Ha3Ha4YeHHoro nopTa, 3ameHAeT BPDU nopta paccuntaHHbiM BPDU 1 oTnpasaseT paccunTtaHHbin BPDU. Ecam
BPDU noprta ny4lle, To ycTPoicTBo He o6HoBNseT BPDU nopta 1 610KknpyeT nopt. 3a6/10KMpOBaHHbIE NOPTbI



MOTYT NOJIy4aTb U NepecbinaTb TOJbKO NakeTbl RSTP, HO He Apyrue nakeTol.

6.13.5 Hactpoiika yepe3 Be6-uHTepdeic
BkatounTe STP/RSTP, Kak NOKa3aHO Ha PUCYHKE HUXKe.

Protocol Settings

T -

PucyHok 94 BkntoyeHne RSTP/STP

Protocol Type

BapuaHTbl: Disable/RSTP/STP

Mo ymonyaHuto: Disable

®dyHKuMA: BKkntoveHme unum BbikntodeHme RSTP uam STP.

MpepynpexxaeHue:

> K KonbuesbiM NPOTOKO/IaM Ha ocHoBe nopTos oTHocATcA RSTP, DT-Ring-Port 1 DRP-Port, a K
npoTokonam Ha ocHose VLAN — DT-Ring-VLAN 1 DRP-VLAN.

> KonbueBon NpOTOKO/1 HA OCHOBE NOPTa M KO/bLLEBOM NPOTOKOA Ha ocHoBe VLAN saBaAatoTca
B3aMMOMCKIOHAOLWMMMU, U ANA OAHOFO YCTPOMCTBA MOXKHO BblIOPaTb TO/IbKO OAMH PEXMM
KOJIbLLEeBOro NPOTOKO/A.

|

CAaUTIOMN

2. 3agaiTe napameTpbl BpEMEHM CETEBOrO MOCTA, Kak NOKa3aHO Ha PUCYHKE HUKeE.

32768 (0-65535)
2 (1-10)Sec
20 (5-240)Sec
|15 (4-128)8ec
| Default vl

PucyHoK 95 3agaHue napameTpoB BpeMeHU CETEBOro MOCTa

Spanning Tree Priority

OnanasoH: 0765535 LWar coctasnaet 4096.

Mo ymonyaHuto: 32768

®PyHKUMA: HacTpolika npuopuTeTa cCeTEBOro MOCTa.

Onucanue: MNMpuopuTeT Ncnosb3yeTca A/1A BbiIbopa KOPHEBOrO MOCTa. Yem MeHbLUE 3HaYeHUe, TEM Bbllle
npuopuTerT.

Hello Time

AnanasoH: 1710 ¢

Mo ymonyaHuto: 2 ¢

®PyHKUMA: HacTpolika MHTepBana BpemeHu gns oTnpasku BPDU.

Max Age Time

AnanasoH: 67240 ¢

Mo ymonyaHuto: 20 ¢

OnwucaHune: Ecnm 3HaYeHWe Bo3pacta coobuweHuna B BPDU 6osblue yKazaHHOro 3HavyeHus, To BPDU



oTbpacbiBaeTcs.
Forward Delay Time
OuanasoH: 4~128 ¢
Mo ymonyaHuto: 15 ¢

dyHKUMA: HacTpoiika BpemeHuM nsmeHeHus ctaTyca c Discarding Ha Learning uam c Learning Ha Forwarding.

Message-age Increment

BapwuaHTbl: Compulsion/Default

Mo ymonyaHuio: Default

dyHKuMA: HacTpoiKa 3HauyeHus, KoTopoe byaet 4o6aBnATLCA K BO3pacTy cooblueHuns, koraa BPDU npoxoaut

yepes ceTeBOM MOCT.

OnucaHue: B pexknme Compulsion 3HaueHuMe paBHo 1.
B pexknme Default 3HaueHMe paBHO makc. U3 (max age time/16, 1).
3HayeHuna Forward Delay Time, Max Age Time u Hello Time foa*KHbl COOTBETCTBOBATb C/e4YHOLWUM

TpeboBaHMAM:

2 x (Forward Delay Time — 1,0 c) > Max Age Time;
Max Age Time > 2 x (Hello Time + 1,0 c¢).
Bkntoumte RSTP Ha nopTax, KaK NOKAa3aHO Ha PUCYHKe HUMXKe.

Port Settings

Protocol State

BapwuaHTbl: Enable/Disable
Mo ymonyaHuto: Disable

PucyHoK 96 HacTpoiiku noptos

swGE4 |[Dissble || 22 || zoooooo. || ¥Yes

OyHKUMA: BkatoueHme unum BoikaodeHue STP ana nopros.

A

CAaUTIOMN

MpeaynpexxaeHue:

> MopT RSTP Henb3A HAaCTPOWTL KaK UCXOAHbIV NOPT WM NOPT Ha3HAYEHUA 3ePKATMPOBAHUSA.
McxoaHbl NOPT MAM NOPT Ha3HAYeHUA 3ePKAIMPOBAHUA HeNb3A HACTPOUTb Kak nopT RSTP.

> MopT RSTP Henb3s gob6aBuTb K rpynne arperaumun. Mopt, 4o6aBAEHHbIN K rpynne arperaumu,
Henb3A HaCTPOUTb Kak nopt RSTP.




> KonbLuesble NopTbl MeXKAy KONbLEBbIMU MPOTOKOAAMKU Ha ocHoBe noptoB RSTP, DT-Ring-Port
n DRP-Port agnatotca B3anMounCKAOYaoWmMMn, To ecTb NopT RSTP Henb3a HAacTpouTb KakK
Kosibuesoi nopt DT-Ring-Port/DRP-Port nnu pesepsHsbiit nopt DT-Ring-Port/DRP-Port;
Konbuesoit nopt DT-Ring-Port/DRP-Port 1 pesepsHbiii nopt DT-Ring-Port/DRP-Port He
[OMKHbI BbITb HAaCTPOEHbI Kak nopT RSTP.

> He pekomeHayeTcA 04HOBPEMEHHO HAacTpamBaTb NOPTbl B MU30/IMPOBAHHOM rpynne Kak
noptbl RSTP, a nopTbl RSTP Henb3a 406aBNATb B U30/MPOBAHHYIO Fpynny.

Port Priority

OnanasoH: 0~255 War coctasnsert 16.

Mo ymonyanuto: 128

®PyHKuMA: HacTpolika npuopuTeTa NopTa, ONpesenstowero poaim nopTos.

Path Cost

OnanasoH: 1~200000000

Mo ymonyaHutio: 2000000 (10M nopT), 200000 (100M port), 20000 (1000M port)

OnucaHue: CToMmoCTb NYTU NOPTA UCMOAb3YETCA ANA pacyeTa Hauayywero nNyTu. 3HayeHue napameTpa 3aBucUT
OT NOI0CbI NpONycKaHuA. Yem 6osblle 3HAYEHUE, TEM HUXKE CTOMMOCTb. MOXXHO U3MEHUTb POJ/ib NOPTa,
WM3MEHWB 3Ha4YeHWe NapameTpa CTOMMOCTU NyTU. YToObl HACTPOUTL 3HaUYEHUE BPYYHYIO, BbibepuTe 3Ha4YeHne No
ana napametpa Cost Count.

Cost Count

NunanasoH: Yes/No

Mo ymonyanuio: Yes

OnucaHue: Yes yKa3blBaeT, YTO CTOMMOCTb MYyTW MOPTA NPUHMMAET 3Ha4YeHne No ymonyaHuo. No 03HayaerT, uTo
MOXHO HAaCTPOUTb CTOUMOCTb NYTH.

MpocmoTpute ctaTyc RSTP, KaK NOKA3aHO Ha PUCYHKE HUXKe.




Root Info

00:1eccd:11:01:b1
01000

200000
S1/FE2

20

2

15

Bridge Info

00:00:00:00:19:39

03000

2

20

2

15

Port Info
| Pot | Proity  PathCost  Roe  Stte  LikState

S1/FEN 080 2000000 Disabled Discarding Down
S1/FEZ 0280 200000 Root Forwarding Up
S1/FE3 080 2000000 Disabled Discarding Down
S1/FE4 0x80 200000 Alternate Discarding LUp

PucyHok 97 UHpopmauma o ctatyce RSTP

6.13.6 Mpumep TMNOBOW KOHPUrypauumn

MpuoputeTtbl KommyTaTopos A, B u C: 0, 4096 n 8192. CtoMmocTb NyTK Ana coegmHeHui coctasnsaet 4,5 u 10,
KaK MOKa3aHO Ha PUCYHKE HUXKe.



Switch A
Priority 0

Switch B
Priority 4096

Switech C
Priority 8192

PucyHok 98 Mpumep KoHpurypaumm RSTP

KoHdurypaumsa KommyTtatopa A:

1. YcraHosute npuoputet 0 1 3HAYEHMUA NO YMONYAHUIO ANA BPEMEHHbIX NapamMeTpoB, KaK MOKa3aHo Ha
pucyHke 95.

2. YCTaHOBUTE CTOMMOCTb NyTK Ans nopta 1 —5 mn gna nopta 2 — 10, KaK NOKa3aHO Ha pUCyHKe 96.
KoHdurypaumsa KommyTtaTtopa B:

1. YctaHosuTe npuoputeT 4096 1 3HaYEHNA NO YMOTHAHUIO A1 BPEMEHHbIX NAapamMeTpoB, KaK NOKa3aHo Ha
pucyHke 95.

2. YcTaHOBMUTE CTOMMOCTb NYTK AndA nopTa 1 —5 mn ana nopta 2 — 4, KaKk NOKa3aHO Ha puUcyHkKe 96.
KoHourypauma kommyTtatopa C:

1. YctaHoBuTe npuoputeT 8192 1 3HaYEHUA MO YMOYAHUIO A1 BPEMEHHbIX NapamMeTpoB, KaK NOKa3aHo Ha
pucyHke 95.

2. YcTaHoBuUTe cTOMMOCTb NyTH anda nopta 1 — 10 n ana nopta 2 — 4, Kak NOKa3aHO Ha pUCyHKe 96.
MpuopuTteT KommyTaTopa A paseH 0, a ero KOpHeBO NAEHTUDUKATOP HAMMEHbLUMIA. Taknm 06pasom,
KOMMYTATOp A ABNAETCA KOPHEBLIM MOCTOM.

CroumocTb nyTv oT AP1 K BP1 paBHa 5, a ot AP2 K BP2 paBHa 14. Takum obpa3om, BP1 saBnaeTcs KopHeBbIM
NnopTOM.

CtoumocTb Nyt oT AP1 K CP2 paBHa 9, a oT AP2 K CP1 paBHa 10. Takum o6pasom, CP2 aBnseTca KopHEBbIM
noptom, a BP2 agnaeTca Ha3HaYe€HHbIM NOPTOM.

6.14 Pexxum npo3spauHoii nepegaun RSTP/STP

6.14.1 0630p

RSTP cooTBeTcTBYyeT cTaHAapTy IEEE. DT-Ring/DRP — 3To nponpueTapHbli NPOTOKOA Pe3epBHOI 3aLLUUTbI
Kyland, Ho oH He moxeT cocylecTBoBaTb ¢ RSTP B ogHow ceTn. YTobbl pewmnTs 3Ty Npobaemy, KomnaHma
Kyland paspaboTtana ¢pyHKUMIO Npo3payHoi nepeaaun RSTP/STP. 3Ta GyHKUMA NO3BONAET KOMMYTATOPY



MCNO/b30BaTb APYrMe NPOTOKO bl pe3epBMPOBaHUSA NPW NPO3pPaYvHOI Nnepeaayve naketos RSTP, uto
COOTBETCTBYET TPEOOBAHUAM NPOMBILLINEHHOFO 0O6MeEHa JaHHbIMU.

KommyTaTtopbl, Mcnonb3ytowme gpyrme pesepBHble NPOTOKO/bl, MOTYT NOAyYaTb U Nepecblnatb nakeTbl RSTP
TONbKO B TOM CAy4Yae, eCav BKAoYeHa PYyHKLMA Npo3pavyHon nepegayun RSTP. KommyTaTopbl C noanep»KKo
npo3payHoi nepesaym RSTP MOXKHO paccmaTpuBaTb Kak NPO3payHbIil KaHan CBA3M.

Kak nokasaHo Ha cnegyioliem pucyHKe, KommyTtatop A, KommyTtatop B, kommyTtaTtop C n KommyTtaTop D
o06pasytoT DT-Ring. Ha 3Tux YeTbipex KOMMyTaToOpax BK/IOYEHa PYHKLMA NPO3PaAYHOMN Nepesaym, nosTomy
KommyTatopbl E n F moryt nonyyatb naketbl RSTP gpyr ot gpyra.

" RSTP dommain J)I

7

Al Bl B

A3 : . | B3
C2 DT-Ring/DRF domain | 2

s DI

2 g
PucyHok 99 MNpo3spayvHaa nepegayva RSTP

6.14.2 Hactpoiika uepes Be6-uHTepdeic

HacTpoliTe npo3payHyto nepeaady RSTP Ha nopTax, Kak NOKa3aHO Ha PUCYHKE HUXKe.

S1/FE1
S1/FEZ
S1/FE3
S1/FE4
S1/FES Enable w
S1/FES Enable w
S1FET Dizable w
S1/FES Dizable w
S4/GE1 Dizable w
S4IGEZ Dizable w
S4/GE3 Dizable w
S4/GE4 Dizable w

PucyHok 100 HacTpoiika npo3payHoit nepegayum RSTP

RSTP Transparent Transmission



BapwuaHTbl: Enable/Disable
Mo ymonyaHuto: Disable
DyHKUMA: BKAOUEHME UM BbIKHOYEHME peXXMma npo3padHoi nepeaaumn RSTP ana nopros.

MpeaynpexxaeHue:
Mpo3payHyto nepeaady RSTP Henb3a BKAOYNTL ANA NOPTa ¢ noaaepKkoit RSTP.

6.14.3 Mpumep TMNOBOWN KOHPUrypauumn

KaKk nokasaHo Ha pucyHke 99, kommyTaTop A, KommyTaTop B, kKommyTaTop C u KommyTaTop D 06pasyioT KonbLo
DT-Ring, a kommyTaTop E u kommyTtaTop F o6pasytoT KonbLo RSTP. B Konbue RSTP Bce KonbLo DT caykuT
NPO3pPaYHbIM KAaHANOM ANA nepecbikn naketos RSTP Ha KommyTaTopbl E 1 F.

HacTpoite kKommyTtatop A, KommyTatop B, kommyTtatop C u KommyTaTtop D Kak DT-Ring. MoapobHocTM cm. B
pasgene 6.12 DT-Ring.

Bkntounte RSTP Ha 3ageicTBoBaHHbIX MOpTax KommyTaTopa E n KommyTaTopa F, Kak NOKa3aHo Ha pUCyHKe 94 n
pucyHKke 96.

Bkatoumte npo3payHyto nepenady RSTP Ha nopTax Al, A2, A3, B1, B2, B3, C1, C2, D1 n D2, Kak noKa3aHo Ha
pucyHke 100.

6.15 DRP

6.15.1 O630p

Komnanua Kyland pa3pabaTbiBaeT NpoTOKON pacnpeaeneHHoro pesepsupoBaHus (DRP) ans nepegayun AaHHbIX
B CETAX KOJIbLLEBOM TONOIOrMK. ITO MOXKET NPeSoTBPaTUTb LUMPOKOBELLATE/IbHbIE LWTOPMbI 415 KOJIbLEBbIX
ceteit. Korga KaHan Uan y3es HEMCNPaBEH, Pe3ePBHbIM KaHal MOMKET B3ATb Ha cebsi 06C/y»KMBaHNE B perknme
peanbHOro BpemeHu, 4Tobbl 06ecneynTb HenpepbIBHYLO Nepeaady AaHHbIX.

B cooTBeTcTBUM co cTaHaapTom IEC 62439-6 DRP ncnosb3yeT mexaHM3m Bbibopa ycTpolicTBa Master 6e3 ero
¢dukcaumn. DRP obecneunsaet cnegyowme GyHKUMM:

Bpemsa BOCCTaHOBNEHUA, He 3aBUCALLEe OT MaclTaba ceTu.

DRP obecneynBaeT Bpemsa BOCCTAHOB/IEHUSA, HE 3aBUCsALLLee OT macluTaba ceTu, 3a c4eT onTMMmU3aumm
MeXaHM3Ma NepecblsIkM NAaKeToB 06HapyKeHUs Konbua. DRP no3sosseT ceTam BOCCTaHABAMBATLCA B TEYEHME
20 mc 6narofaps BBEAEHUIO OTYETOB O NPEPbIBAHMM B peasibHOM BPEMEHM, YTO NOBbILIAET HAAEKHOCTb
nepeaayn AaHHbIX B peanbHOM BpeMeHU. 3Ta GyHKLUMA NO3BONAET KOMMyTaTopam obecneunsaTtb bonee
BbICOKYIO HaZeXXHOCTb AR MPUNONKEHUN B SHEPTETUKE, KENE3HOA0POKHOM TPAHCNOPTE U MHOTUX APYTrUX
OTpacnsx, TPedyoWMX yNpaBAeHUs B PEXKUME PeanbHOro BPEMEHMU.

PasnunuHble GpyHKLMN NPOBEPKM IMHUM CBA3U

Ons nosbliweHuA ctabunbHocTh ceTu DRP npeaoctaBnset pasHoobpasHble GyHKUMM 06HapYKEHUs KaHanos
AN TUNUYHbBIX ceTeBbix cboeB, BKAtOYas 0bHapyKeHne BbICTPOoro oTKAOYEHMA, 0BHapyXKeHue
OZIHOHAMpPaB/IeHHbIX KaHa/I0B ONTOBOJ/IOKHA, MPOBEPKY KaYeCcTBa KaHa/IoB 1 NPOBepKy paboTocnocobHoCTH
obopypoBaHuA, obecneymBas NpaBu/bHYIO Nepeaayy AaHHbIX.

MPUMEHNMOCTb K HECKO/IbKMM CETEBbIM TOMOJIOMMAM

MomMmo BbICTPOro BOCCTAHOBAEHUA A5t NPOCTbIX KO/bLeBbIX ceTel, DRP Tak)Ke noaaepKMBAET COXKHbIE
KOJibLieBble TONOJIOMMM, TAKME KaK nepeceKarolmeca KoabLa U conpmuKkacatowmeca Konbla. Kpome toro, DRP
noaAep*KMBaeT MHOrOBapMaHTHbIe pelleHna Ha ocHoBe VLAN, UTo noaxoAuT ANA pas/INYHbIX CeTeBbIX
NPUNOXKEHWUI C TMBKOI ceTblo.

MouyHble GYHKLUMU ANATHOCTUKM U 0BCNYKMBAHUSA

DRP npepocTaBaser Mol Hble MeXaHW3Mbl 3aNPOCOB O COCTOAHMM U CUTHA/I0B TPEBOTM ANA ANArHOCTUKM U
0bCNyKMBAHMA CETU, a TAKIKE MEXaHU3M NpeaoTBpalleHMa HenpeaHaMepeHHbIX onepauuii U HenpPaBUAbHbIX
KOH}Urypaumii, KoTopble MOTyT NPUBECTU K KO/bLLEBbIM CETEBbIM LUTOPMaM.




6.15.2 OCHOBHbIE NOHATUA

1. Pexxumbl DRP

DRP nmeeTt aBa pexxknma: DRP-Port-Based n DRP-VLAN-Based.

DRP-Port-Based: nepeHanpaBnseT Ui 610KMpYeT NakeTbl HA OCHOBE ONpeae/IeHHbIX MOPTOB.
DRP-VLAN-Based: nepeHanpaBaseT unu 61okMpyeT nakeTbl Ha ocHose VLAN. Eciv nopT HaxoaMTcs B
COCTOAAHUM BIOKNPOBKM, BNOKMPYIOTCA TONBKO NAaKeTbl AaHHbIX YKa3aHHOM VLAN. Takum ob6pasom, Ha nopTax
COMPUKACAIOLLNXCA KOeL, MOXKHO HAacTponUTb Heckonbko VLAN. [opT MmoXeT npuHagnexaTtb pa3HbIM KONbLAM
DRP B cooTBeTcTBUM C KOHOUTrypaumammu VLAN.

2. CoctoaHua nopta DRP

CocTtoAaHMe nepecbl/ikK: Ecn NopT HaxoAUTCA B COCTOAHUM NEPeCbIIKK, NOPT MOXKET N MPUHUMATD, U
OTNPaBAATb NAKeTbl AaHHbIX. CocToAHME BNOKMPOBKN: ECIM NOPT HaxoaUTCA B COCTOAHUMN BNOKMPOBKK, NOPT
MOeT 1 NPpUHUMaTb nakeTbl DRP, HO He apyrve nakeTbl AaHHbIX.

MpeaynpexxaeHue:
MopT Ha ycTpolicTBe Root B COCTOSHMM BIOKMPOBKM MOXKET aKTUBHO OTMNPaBAATb NakeTbl DRP.

3. Pexxumbl DRP

DRP onpegenset poiv KOMMYTaTOPOB, Nepeckblaasn NakeTbl AnNnounce, NpeaoTepaLlan o6pa3oBaHue neTenb B
KOJIbLLaX pe3epBUPOBAHUA.

INIT: yKasblBaeT yCTPOMCTBO, Ha KOTOpOoMm BKAtoueH DRP, a ABa KosbLeBbIX NOpTa HaxoaAaTca B coctosiHum Link
down.

INIT: yKa3blBaeT yCTPOMCTBO, Ha KOTOPOM BK/toueH DRP, a xoTa 6bl 04MH Ko/ibLEeBOW NOPT HAaXo4uUTCA B
coctosiHmm Link up. B KosibLe Root BbIBUpaeTcs B COOTBETCTBMM C BEKTOPaMM NaKeToB Announce. 3To MOXKeT
WM3MEHUTbCA B 3aBUCMMOCTM OT TOMOJIOMMM CETU. Root nepnoanyeckn oTnpasaseT CBOM COOCTBEHHbIE MaKEeTbI
Announce Ha gpyrue yctpoiictea. COCTOAHUA KobLeBbIX NOpToB: OAMH KONbLLEBOM NOPT HAXOAUTCA B
COCTOSIHWUM NEPECHINIKM, a APYroh — B COCTOAHUMN BAOKMPOBKMU. Noay4nB NakeT Announce oT gpyroro
ycTporicTea, Root cpaBHMBaeT BEKTOP MaKeTa C BEKTOPOM CBOero cobcTBeHHOro naketa Announce. Eciv BekTop
nosly4eHHOro naketa 6osblue, Root meHsAeT cBoto posib Ha Normal nam B-Root B 3aBUCMMOCTU OT COCTOAHMSA
KaHana u yxyaweHua CRC noptos.

B-Root: yKa3blBaeT yCTPOMUCTBO, Ha KOTopom BKAtoYeH DRP, oTBevatoLee XoTsa H6bl 04HOMY M3 CNeayroLLmMX
YCNOBUWIA: O4MH KOMbLEBOWN NOPT HAXOAMTCA B cOCTOsHMM Link up, a gpyroi — B coctoaHum Link down,
perpagauma CRC, npuoputet He meHee 200. B-Root cpaBHMBaET n nepecbinaet naketobl Announce. Ecam BeKTop
nosly4eHHOro naketa Announce MeHbLle BEKTOPA ero cobcTBeHHOro naketa Announce, B-Root meHseT ceoto
posb Ha Root; B NPOTMBHOM C/ly4ae OH NepecbiNaeT NoAyYeHHbI NAKeT U HEe MeHAET CBOK posib. COCTOAHMA
KO/bLLeBbIX NOPTOB: OANH KONbLLEBON NOPT HAXOAUTCA B COCTOAHMM NEPECHIIKM.

Normal: yka3biBaeT ycTpOMCTBO, Ha KOTOPOM BK/itodeH DRP, 1 06a Ko/ibLEeBbIX NOPTa HAXOAATCSA B COCTOAHUM
Link up 6e3 yxyaweHus CRC, a npuoputeT 6osblue 200. Normal TonbKko nepecbliaeTt nakeTbl Announce, HO He
nNpoBepseT coAepKMmoe nakeToB. COCTOAHMA KobLEeBbIX NOPTOB: O6a Ko/bLEeBbIX MOPTA HAXOAATCA B
COCTOSIHUM NEPECHIIKU.

MpumeyaHue:
,\‘ YxypuweHune CRC: yKasbiBaeT, YTO Konmyectso naketoB CRC npesbiwaeT Nnoporosoe 3HayeHme
i 3a 15 MUHYT.

MOTE

6.15.3 Peanusauyuma



Kaxabln KoOMMyTaToOp NOAAEPIKUBAET CBOM COBCTBEHHbIN BEKTOP NakeTa Announce. KommyTtaTop ¢ 60ablLMMm
BeKTOpoMm byaeT BbibpaH B KayecTse Root.
BekTop nakeTa Announce CoAepXUT cneayowyto MHPopMaLmio ANA HasHAYEHNA POAU.

Tabnuua 7 Bektop naketa Announce

CocTosaHM \yxyaweHne CRC Mpuopwute

e KaHana IP-agpeca MAC-agpec

T o "
CKOPOCTb yXyALLeHUA ponm yCTpoicTBa yCTpoicTBa
CRC

CocTtoaHue yxyaweHmna CRC

CocToAHMe KaHana: 3HayeHMe yCTaHaB/IMBAETCA PAaBHbIM 1, eC/iM OAUH KONbLLEBON NOPT HAXOANTCA B COCTOAHUM
Link down, un ycTaHaBnmBaeTca B 0, eciv 06a KONbLEBbIX NOPTA HAX0AATCS B coCcToAHMM Link up.

Coctosanue yxyaweHua CRC: Ecnm yxyaweHue CRC nponcxoamt Ha 0g4HOM NOPTY, 3HAaYEHMe YCTaHaBAMBAETCA
paBHbim 1. Ecam yxygweHmne CRC He NpOMCXOaMT Ha ABYX KONbLLEBbIX NOPTaX, 3HAa4YEeHMe yCTaHaBAMBAETCA
pasHbim 0.

CkopocTtb yxyaweHua CRC: CooTHoweHme Konmnyectsa naketos CRC 1 noporosoro s3Ha4yeHuaA 3a 15 MUHYT.
MpuopuTeT ponn: 3HaYeHMe MOXKHO 3a4aTb Yepes Beb-UHTepdelic.

MapameTpbl B Tabamue 7 CpaBHUBAKOTCA B C/ieAyHOLLEN Npoueaype:

1. CHayana npoBepseTcs 3Ha4YeHNe COCTOAHUA KaHana. YCTPOMCTBO € 60ONbLIMM 3HAaYEHWEM COCTOSIHUA KaHana
CYUMTaETCA MMeLLMM BONbLINIA BEKTOP.

2. Ecnmn gBa cpaBHMBAEMbIX YCTPOMCTBA UMEIOT O4MHAKOBOE 3HaYeHWe COCTOAHMA KaHana, CPaBHUBAKOTCA
3HauYeHus cocToAHUA yxyaweHma CRC. YcTponctso ¢ 60/1bluMM 3HaYEeHUEM cocToAHUA yxyaweHunsa CRC
cymTaeTca umerowmm 6oblinMin BekTop. Ecnmn 3HadeHme cocToAaHuA yxyaweHuns CRC Bcex cpaBHUBaEMbIX
YCTPOWMCTB PaBHO 1, CYMTAETCS, YTO YCTPOMCTBO C 6ONbLIMM 3HAYEHMEM CKOPOCTH yxyaweHua CRC numeet
60nbLUNI BEKTOP.

3. Ecnm gBa cpaBHMBAEMbIX YCTPOMCTBA UMEIOT O4MHAKOBOE 3HAYEHNE COCTOAHMA KaHana 1 3HavyeHue
yxyaweHua CRC, 3HayeHus npuoputeTa ponen, IP-agpecos n MAC-agpecoB cpaBHUBAKOTCA NOCAEA0BATE/IbHO.
YcTponcTBo ¢ 601bWIMM 3HAYEHMEM CYUTAETCA MMEIOLWMM BONbLINIA BEKTOP.

YcTpolicTBO ¢ 601bIMM BEKTOPOM ByaeT BbiIbpaHOo B KayecTse Root.

MpumeyaHue:

TonbKo Korga 3HayeHue coctoaHma yxyaweHma CRC paBHO 1, 3HayeHWe CKOPOCTH yXyALeHMA
CRC yyacTByeT B CpaBHEHMWN BEKTOPOB. B NpoTMBHOM C/lyyae BEKTOPbI CPAaBHUBAIOTCA
He3aBUCMMO OT 3HaYeHuMA ckopocTh yxyaweHuna CRC.

> Peanuszauma pexkuma DRP-Port-Based

Ponu KommyTaTtopos cneaytolume:

1. Npwu 3anycke Bce KOMMmyTaToOpbl HaxoaATcA B coctoAHMM INIT. Korga coctoaHme ogHOro NnopTa USMeHAeTCA Ha
Link up, KommyTaTop cTaHOBUTCA KOMMyTaTopomM Root 1 oTnpasaaeT nakeTbl Announce ApYyrum KOMmyTaTopam
B KOJIbLe AN BblbOpa.

2. KommyTaTop ¢ 60/1blLIMM BEKTOPOM NakeTa Announce byzgeT BblOpaH B KavecTse Root. KonbLesoli nopr,
KOTOpbIM NepBbiM Ha Root nepexogmT B cocToAaHmMe Link up, HaxoAWUTCA B COCTOAHUMU NEPECHIIKK, @ APYroM
KONbL,EBOM MOPT HAXOANUTCA B COCTOAHUN BNOKMPOBKU. Cpean ApyrMx KOMMYTaTOPOB B KOJIbLe KOMMYTATOP C
OAHWM KoJibLEeBbIM MOPTOM B cocToaHMM Link down nnu yxyawenua CRC anseTtca KommyTtatopom B-Root.
KommyTtaTop c o6ommm KonbLEeBbIMM MOpTaMu B coctosiHum Link up u 6e3 yxyaweHua CRC sasnaetca
kommyTtatopom Normal.

Mpoueaypa ycTpaHeHWA OTKa30B CneayoLasn:

1. B ucxogHow Tononornun A senaetca Root; nopt 1 Haxo4MUTCA B COCTOAHUMU NEPECHISIKK, @ MOPT 2 B COCTOAHUU
6n0KknpoBku. B, C n D — KommyTtaTopbl Normal, u ux KonbLieBble NOPTbl HAXOAATCA B COCTOAHUM NEPECHITKU, KaK
NOKA3aHO Ha PUCYHKe HUMKe.




D i 3 C

Normal Normal

PucyHok 101 Tononorua DRP

A 2 3 B
Normal Normal
1 4
8 5
D

PucyHok 102 OTkas KaHana

2. Korga nuHua cesasum CD HencnpaBHa, DRP nsmeHseT coctosHMe nopTta 6 1 nopTa 7 Ha cocTosiHMe 6/10KMPOBKM.
B pe3ynbtate C n D ctaHoBATCA KOMmMmyTaTopamm Root. NMockonbky kKommyTtaTtopsl A, C u D B HacTosALWMIA MOMEHT
ABNAOTCA KOMMyTaTopamu Root, Bce oOHM oTNpaBaaloT nakeTol Announce. Bektopbl C 1 D 6onblue, Yem
BEKTOPbI A, MOTOMY 4YTO NOPTbl 7 M 6 HaxoaATcA B coctoaHMK Link down. B aTom cnyyae, ecnam Bektop D 6onblue,
yem BekTop C, D BbibBUpaeTca B KauectBe Root, a C ctaHoBuTcs B-Root. Mpu nonyyeHnn naketa Announce ot D,
A obHapy:KuBaeT, 4To BekTOp D 60/1bLUE, YeM ero cCOBCTBEHHbIN BEKTOP, M 06a ero KoJbLEBbIX MOPTa HaXo4AaTCA
B cocToaHuu Link up. Taknum obpasom, A ctaHoBMTCcA Normal u meHsieT cTaTyc nopTa 2 Ha NepecbisIKy, Kak
NOKa3aHo Ha npeablayLLem pUCyHKe.

A 2 3 B
Normal Normal
1 4
8 5

PucyHok 103 BocctaHoBAeHMe KaHana



3. Korga ceasb CD BoccTaHaBausaetca, D no-npexHemy Asnsetca Root, NOCKONbKY ero BeKTop 60/blue, Yem
BekTop C. Mockonbky D sBNsieTcs KOPHEBbLIM, MOPT 7 HAXOAUTCA B COCTOAHMMN BAOKMPOBKU. B aTOM ciiyyae nopt
6 HaxoauTtca B coctoaHmm Link up, u DRP meHsaeT ctaTyc nopTta 6 Ha nepecblsiky. B pesynbtate C ctaHoBUTCA
kommyTatopom Normal. MosTomy poam KOMMYTAaTOPOB HE MEHAKOTCA A9 BOCCTAHOB/IEHMA CBA3M.

MpumeyaHue:
,ﬂ' B KonbLeBon ceTn DRP poan KOMMYTaToOpPOB MeHsoTCs Npu cboe KaHana, HO He MeHSAITCA Npu
i BOCCTAaHOB/IEHMM KaHana. ITOT MexaHM3M MNoBbIwaeT 6e30NacHOCTb CETU N HaLEXKHOCTb

nepenayn AaHHbIX.

MOTE

> Peanusauma pexxknuma DRP-VLAN-Based

Konbuo DRP-VLAN-Based nossonseT nepecbinatbh nakeTbl U3 pasHbix VLAN no pasHbiM nyTam. Kaxabin nyTb
nepecbinkn ans VLAN o6pasyet DRP-VLAN-Based. PasninyHble Kosbua Ha ocHose DRP-VLAN moryT umeTb
pa3Hble KOPHEBblE KOMMYTATOPbl. Hak NOKa3aHOo Ha cneayowem pucyHKe, CKOHOUIYpUpoBaHbl ABa KObLA
DRP-VLAN-Based.

NnHnu ceasu DRP-VLAN10/20-Based: AB-BC-CD-DE-EA.

JTnHum ceasm DRP-VLAN30-Based: FB-BC-CD-DE-EF.

[Ba Konbua conpukacatoTca amHmamm ceasum BC, CD n DE. KommyTtaTop C 1 KommyTaTop D MCNOAb3yOT O4HN U
Te e NopTbl B ABYX KOJIbLL@X, HO UCNONbL3YIOT pa3Hble orMyeckme KaHanbl Ha ocHose VLAN.

Root{ VLAN10. VLANZD) Root{ VLAN30)

A F
VLAN1D _ C VLAN30
VLAN20

VLANID WLAMTO

VLANZD WLAMZO
VLANIO WLAMIO

C D
\ VLAN10. VLAN20 @

VLAN3I0
PucyHok 104 DRP-VLAN-Based

MpumeyaHue:
CTaTyc nopTa W Ha3zHa4YeHne ponen gns Kaxgoro konbua DRP-VLAN-Based Takue e, KaKk 1 gns

Kosibua DRP-Port-Based.

PesepsuposaHue DRP

DRP Tak»ke moxKeT obecneumBaTb pesepBupoBaHue asyx Kosel, DRP, npegoTtepalLas o6pasoBaHue netesb u
obecneynBas HOPMabHbI OBMEH AaHHbIMU MEXAY KO/bLLaMu.

MopT pe3epBMpPOBaHMA: yKa3biBaeT MOPT CBA3M MeKay Kosbuamu DRP. MOHO HacTponTb HECKOIbKO NOPTOB
pe3epBMPOBAHUA, HO OHWU AOIXKHbI HAXOAUTLCA B OAHOM KoAbLie. [epBblii pe3epBHbI NOPT B COCTOAHUM Link



up — 3TO pe3epBHbIN NOPT Master, KOTOPbIN HAXOAUTCA B COCTOAHUN NepPeCbIIKK. Bce ocTanbHble NOpTbl
ABNAOTCA NopTamm Slave. OHM HAXOAATCA B COCTOAHUN BNOKMPOBKU.

KaK nokasaHo Ha c/iegylolem PUCYHKE, Ha KaXk40M KOMMYTaToOpe MOXKHO HAaCcTPOUTb OAUH Pe3epBHbIN MopT.
PesepBHbIli NopT Master HaxoaUTCA B COCTOAHUMN MEPECBIIKK, 3 APpYrMe pe3epBHble NopPTbl — B COCTOAHUM
610KMpPOBKN. Ecnn pesepBHbIN NopT Master UM ero KaHan BbIXOAAT U3 CTPOS, ANA NEPECLIIKN AaHHbIX byaeT
BblbpaH pe3epBHbIl NopT Slave.

Backup

Root B D port F H Root

PucyHok 105 PesepsuposaHune DRP

MpeaynpexaeHue:
M3meHeHWe cTaTyca coeAMHEHNA BAMAET Ha CTaTyC pe3epBHbIX MOPTOB.

6.16 DHP

6.16.1 O630p

Kak nokasaHo Ha cnegytowem pucyHKke, KommyTaTopbl A, B, C 1 D nogKnatoueHsl K Konbuy. Mpotokon Dual
Homing (DHP) BbinosiHAET cneaytolme GyHKLMM, eC/IM OH BKAKOYeH Ha A, B, C n D:

A, B, C 1 D moryT B3aMmoZencTBOBaTb APYr C APYroM, HE BAUAA Ha NpaBU/bHYO paboTy yCTPOMCTB B KOAbLe.
Ecnun cBasb mexkay A 1 B HemcnpaBHa, A Bce ellle MoxeT 0bmeHnBaTbCA AaHHbIMK ¢ B, C 1 D yepes YcTponcreo
1 n Yctpolictso 2.



Normal-node  Normal-node Home-node

Home-node

N DHP

Home-port

PucyHok 106 Mcnonb3oBaHue DHP

6.16.2 OCHOBHbIE NOHATUA

Peanunsauma DHP ocHoBaHa Ha DRP. MexaHn3m Bbibopa M HasHauyeHua posieli B DHP Takolt e, Kak n B DRP.
DHP obecneunBaeT pesepBMpOBaHUE KaHana NocpeaCcTBOM HAacTpoikKM y3na Home, y3na Normal u nopTa
Home.

Y3en Home: yKkasblBaeT yCTPOMCTBA Ha 060Mx KOHUax KaHana DHP 1 3aBepwaeT naketbl DRP. MNopT Home:
yKa3bIBaeT NopT, coeamHaAwwWwmii ysen Home c BHelwHei ceTbto. MNopT Home obecneunBaeT cneaytowme
bYHKLMN:

OTnpaBKa oTBeTHbIX NakeToB Root nocne nonyyeHusa naketos Announce ot Root. Ecnn Root nonyyaet
OTBETHbIE MaKeTbl, COCTOAHME KobLa MAeHTUPUUMPYETCA KaK 3amKHyToe. Ecan Root nonyyaert He oTBETHbIE
NaKeTbl, COCTOAHUE KOMbLA MAEHTUOUUNPYETCA KaK Pa30OMKHYTOE.

Bnoknposka naketos DRP BHelHMX ceTel 1 n3onaums KaHana DHP oT BHelWHMX ceTel.

OTnpaBKa NaKeToB OYMCTKU BXOAa Ha NOAKMIOYEHHbIE YCTPOWCTBA BO BHELLIHWUX CETAX NPU U3MEHEHUN
Tonosorun kaHana DHP.

Y3en Normal: ykasbiBaeT ycTpoiicTa B KaHane DHP, 3a uckntoueHnem ycTponcTs Ha 060MxX KOHUAX. Y3nbl
Normal nepezatoT OTBETHblE NAKETbl AOMALIHKUX Y3108 Home.

6.16.3 Peanusauumsna
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PucyHok 107 KoHdwurypauma DHP
Kak noKasaHo Ha npeaplaywem pucyHke, KoHurypaumm A, B, C n D Ha pucyHKe 6 cneaytowme:
KoHdurypauma DRP: C — Root; nopT 2 HaxoauMTCa B COCTOAHUN 610KMpPOBKK; A, B 1 D aBastoTcs y3namu
Normal; Bce ocTasibHble NOPTbI KOJIbL@ HAXOAATCA B COCTOAHUM NEPECHIIKMU.
KoHdurypaumsa DHP: Au D — y3nbl Home; nopt 8 1 nopt 4 — noptbl Home; B 1 C agnatotcs yanammn Normal.
Peanusauua:
1. C, Root, otnpasnaeT nakeTbl Announce 4yepes ABa CBOMX KO/bLeBbIX nopTa. MopT Home 8 n nopt Home 4
3aBepLUAOT NOJIyYeHHble NaKeTbl AnNnounce 1 OTNPaBAAOT OTBETHbIe NakeTbl Ha C. C ngeHTUdULMpyeT
COCTOsIHME KOJIbLLa KaK 3aMKHyToe. MopT 2 HaxoAWTCA B COCTOAHUM B/IOKMPOBKMU.
2. Korga KaHan mexay A n B 3a6/10kMpoBaH, TONONOr1sA BKAKOYaeT ABa KaHana: A u B-C-D.
A BblbpaH B KayecTBe Root. MopT 7 HaxoAMUTCs B COCTOSAHUM 6/10KMPOBKM.
B kaHane B-C-D B BbibpaH B KayecTBe Root. [opT 6 HaxoANTCA B COCTOAHMM 610KMPOBKU. C CTAHOBMUTCA y3/10M
Normal. MopT 2 HaxoANTCA B COCTOAHUM NEPECLIIKU. A MOXKeT 06MeHnBaTbCA gaHHbIMKM ¢ B, Cn D yepes
YcTpoicTBo 1 1 YCTPOICTBO 2, KaK NMOKA3aHO Ha C/eayoLem PUCYHKE.

A B C D

8 7 6 5 1 2

Home-node Normal-node Normal-node Home-node

3 4

Home-port

—— Announce packet
Response packet
@ Blocking port

@ Home-port

PucyHok 108 YcTpaHeHue oTkasa DHP

6.16.4 OnucaHue

KoHdurypaunm DRP oTBeyvaloT cheayowmm TpeboBaHMAM:

Bce KommyTaTOpbl B O4HOM KObLLE A0/IKHbl UMETb OAMHAKOBbIA HOMEP AOMEHA.

O/4HO KO/bLO COAEPKUT TOIbKO 0AMH y3e/ Root, HO MOXKeT codepKaTb HECKObKO Y3108 B-Root nam Normal.
Ha KaxkKgom KommyTaTope MOXHO HacTPOUTb TOJIbKO ABa MOPTa AAA KOAbLa.

Ons aByx o6begMHEHHbIX KoJleL, pe3epBHble NOPTbl MOXKHO HAaCTPOUTb TO/IbKO B O4HOM KOJbLiE.

B of4HOM KONbLE MOYKHO HAaCTPOUTb HECKOJ/IbKO MOPTOB pe3epBMpOBaHMA.

Ha KommyTaTope B 04HOM KO/bLLE MOKET BbITb HACTPOEH TO/IbKO OAUH PE3epBHbINA NOPT.

6.16.5 Hactpoiika yepes Be6-uHTepdeic

HacTpoite perkum DRP, Kak NOKa3aHO Ha cneayowem pUCcyHKe.



ORP Mode Setting

PucyHok 109 HacTtpolika pexkmuma DPR

Pexxum DRP

BapwuaHTtbl: PORT MODE/VLAN MODE
Mo ymonyanuto: PORT MODE
dyHKuMA: HacTpolika pexknuma DRP.

MpeaynpexpeHue:
m > K KonbueBbIM NPOTOKONAM Ha OcHoBe nopTtoB oTHocATcA RSTP, DT-Ring-Port u DRP-Port, a K
npoTokonam Ha ocHose VLAN — DT-Ring-VLAN 1 DRP-VLAN.

> KosbueBble NPOTOKOAbl HA ocHoBe VLAN ABAAIOTCA B3aMMOMUCKAOYAOLWMMN, U ANA OGHOTO
YCTPOIACTBA MOXHO HaCTPOUTb TOIbKO TUM KOJIbLLEBOTO NPOTOKOAA Ha ocHose VLAN.

> Ko/bLeBOM NPOTOKO/1 Ha OCHOBE NOPTa U KONbLEBOM NPOTOKOA Ha ocHoBe VLAN aBastoTca
B3aMMOWCKIOYAOWMUMM, U 418 OAHOrO YCTPOMCTBA MOXKHO BbIOPaTb TO/IbKO OAMH PEXMM
KOJ1bLLEBOro NPOTOKOA.

CauTIiON

2. HactpowTe KonbLo DRP-Port-Based, Kak NOKa3aHO Ha PUCYHKe HUMKE.

DRP Domain Setting

DRP
—
- -
| Disable v |
Eing Port 1
| 128 (0~255)
| 100 (25~65535)
| S1/FE1 v |
| S1/FE2 v|
| 51/FE3 v|

PucyHok 110 Hactpoiika DRP-Port-Based

Redundancy
Ob6n3aTenbHan HacTponka: DRP



Domain ID

AnanasoH: 1732

PyHKUMA: Kaxkaoe KoNbLo MMEET YHUKaNbHbIN naeHTUPUKaTop AomeHa. Ha ogHOM KOMMyTaTope MOXKHO
HacTpouTb He 6onee 16 Koneu, DRP-Port-Based.

Domain Name

OnanasoH: 1~31 cumson

DyHKUMA: 3a4aHNE AOMEHHOTO MMEHM.

DHP Mode

BapuaHTbl: Disable/Normal Node/Home Node

Mo ymonyaHuto: Disable

dyHKuMA: BrkatoueHme unm otkntodeHme DHP nam Hactpolika pexkmuma DHP.

MpeaynpexxaeHue:
DHP pgoctyneH Tonbko B pexxmme DRP-Port-Based.

Home Port

BapuaHTbl: Ring Port 1/Ring Port 2/Ring Port 1-2

dyHKuMA: Hactpoiika nopta Home gns ysna Home DHP.

Onucanue: Ecnmn B KaHane DHP ecTb TObKO 04HO YCTPOMCTBO, 06a KOMbLEBbIX NOPTA Y312 Home A0/1XKHbI ObITb
HaCcTpOeHbI Kak nopTbl Home.

Role Priority

AnanasoH: 0~255

Mo ymonyaHwuto: 128

®yHKuUMA: HacTpoika npuopuTeTa KOMMyTaTopa.

CRC Threshold

Onana3oH: 25765535

Mo ymonyanutio: 100

®yHKUMA: HacTponka noporosoro 3HavyeHus CRC.

OnucaHue: OTOT NapaMeTp UCMOoJib3yeTca nNpu Bbibope KommyTaTopa Root. Cuctema noacyYnTbIBAET KOJIMYECTBO
nonyyeHHbix CRC. Ecan Konmnvecteo CRC 0g4HOro KoNbLLEBOro NOPTa NpeBbIWaeT NOPOroBoe 3Ha4YeHne, cuctema
cyuTaert, uyto nopT nmeet yxyaweHue CRC. B pesynbTaTe B BeKTOpe naketa Announce NopTa 3HayeHue
yxyguweHua CRC yctaHaBanBaeTca pasHbim 1.

Ring Port 1/Ring Port 2

BapuaHTbI: BCe NOPTbl KOMMYyTaTOpa.

®PyHKUMA: BbIbOp ABYX KOMbLLEBbLIX MOPTOB.

Backup Port

BapuaHTbI: BCce NOPTbl KOMMYyTaTOpa.

®yHKUMA: HacTpoiKa pe3epBHOro nopra.

MpeaynpexaeHue:
He cneayet HacTpamBaTb KOMbLEBOW NOPT B KA4YeCTBE PE3ePBHOTO.

Mocne 3aBeplUeHMA HACTPOMKM co3aaHHble Konblua byayT otobparkaTbea B cnmcke DRP List, Kak nokasaHo Ha
cneaylolem pUCyHKe.



DRF List

1-a ROOT STFE1.S1TFEZ STFES Ring-Close

PucyHok 111 Cnucok DRP-Port-Based

|

CAaUTIOMN

MpeaynpexpeHue:

> Konbuesoii nopT DRP nau pesepBHbI NOPT He MOryT 6bITb f,06aBAEHbI K Fpynne arperawumm.
MopT, L06aBAEHHDBINM K Fpynne arperalymu, HeAb3s HACTPOUTb Kak Kosbuesoi nopT DRP nau
pesepBHbI NOPT.

> Konibuesol nopT DRP uaun pesepBHbI NOPT HEMb3A HACTPOUTb KaK MCXOAHbIA NOPT AN NOPT
Ha3Ha4YeHMA 3epPKaNNPOBaHUA. MICXOAHbBIM NOPT UM NOPT Ha3HAaYeHUA 3epKannupoBaHmA
HeNb3A HACTPOUTb KaK KosnbLesoit nopT DRP nan pesepBHbIi NopT.

> Konbuesble NopTbl MeXAay KO/bLLeBbIMU NPOTOKO/1IaMU HA ocHoBe nopTtos RSTP, DT-Ring-Port
1 DRP-Port ABNAOTCA B3aMMOMUCK/IOYAIOLWMMM, TO €CTb KONIbLLEBOM NOPT U pe3epBHbI NopT
DRP-Port He moryT 6bITb HacTpoeHbl Kak nopT RSTP, DRP-Port. konbueson nopt DT-Ring-Port
nnu pesepsHbln NopT DT-Ring-Port; MopTt RSTP, KonbueBoi nopT DT-Ring-Port 1 pe3epsHbIn
nopt DT-Ring-Port Henb3a HacTPoOUTb Kak Konbueson nopT DRP-Port nnu pesepsHbIi NopT.

> He pekomeHAayeTcA 0A4HOBPEMEHHO HAaCTPanBaTb NOPTbI B U30/IMPOBAHHOM Fpynne Kak
nopTbl DRP 1 pe3sepBHble NopTbl, @ NopTbl DRP 1 pe3epBHble NOpTbl HENb3A A06aBNATL B
M30/IMPOBaHHYIO rpynny.

> [pocmoTp HacTpoeK napameTposB DRP-Port-Based.
LLlenkHuTe 3anmcb DRP Ha pucyHke 111. MoOXXHO NpocMaTpuBaTh M U3MEHATb HAaCTPOMKM NapaMeTPOoB 3anucK,
KaK MOKa3aHO Ha C/ieyloLLem PUCYHKE.

DRP Setting
DRP
| I |
| 2 |
| Disable v|
Ring Port 1
| 128 (0~255)
| 100 (25~65535)
| 51/FE1 v|
| 51/FE2 v|
| S1/FE3 v

Cancel Help

PucyHok 112 3anpoc 1 nsmeHeHue 3anncu DRP-Port-Based.

Mocne BHeCEHMA U3MEHEHWI WenKHUTe <Apply>, 4TO6bl BHECEHHbIE M3MEHEHMUSA BCTYNUAU B CUAY. MOXKHO




yaanutb 3anmcb DRP, wenkHys <Delete>.
> [pocmoTpuTe poan 1 cTaTtyc nopta Kosbua DRP, Kak NOKa3aHo Ha cieayroLem pUcyHKe.

DRP Status

ROOT
FORWARD
BLOCK
BLOCK
Ring-Close
192 168.0.222
08-00-3E-32-93-22

PucyHok 113 3anpoc cratyca DRP-Port-Based

3. HactpowTe KonbLo DRP-Port-Based, Kak NOKa3aHO Ha PUCYHKe HUMKE.

DRP Domain Setting

DRP
| 1 |
| 2 |

Dizable

Fme Boh
| 128 (0~255)
| 100 |(25~65535)
| S1/FE1 v|
| S1/FE2 v|
| S1/FES v|

2 (1~4093)
24

(e.g. 1.2.3.68)

[ e

PucyHok 114 Hactpoiika DRP-VLAN-Based

Redundancy

O6s3aTenbHan HacTpoiKa: DRP

Domain ID

OnanasoH: 1732

®PyHKUMA: Kaxkaoe KoNbLo MMeeT YHUKabHbIA naeHTUdMKaTop AoMeHa. Ha ogHOM KOMMyTaTope MOXHO
HacTpouTb He 6bonee 8 Konel, DRP-VLAN-Based.

Domain Name



Awnana3oH: 1731 cumeon

®PyHKUMA: 3agaHMe JOMEHHOTO MMEHMU.

Role Priority

OnanasoH: 0~255

Mo ymonyanuto: 128

®PyHKuMA: HacTpolika npuopuTeTa KOMMyTaTOpa.

CRC Threshold

OnanasoH: 25765535

Mo ymonyanwuto: 100

dyHKumA: Hactpoiika noporosoro 3HayeHma CRC.

OnucaHue: ITOT NapameTp UCMONb3YETCA NPU BbIbope KommyTaTopa Root. CucTema NoACYMTbIBAET KOIMYECTBO
nony4veHHbix CRC. Ecamn konnyectso CRC ogHOro KoNbLLEBOrO NOPTa NPEBbLILWAET NOPOrOBOE 3HAYEHUE, CMCTEMA
cymTaeT, yto nopt umeet yxyaweHue CRC. B pe3ynbTaTte B BeKTOpe naketa Announce nopTa 3HavyeHue
yxygweHua CRC yctaHaBanBaeTca paBHbim 1.

Ring Port 1/Ring Port 2

BapuaHTbI: BCe NOPTbl KOMMYyTaTOpA.

®PyHKUMA: Bbibop ABYX KONbLEBbLIX MOPTOB.

Backup Port

BapuaHTbI: BCe NOPTbl KOMMYyTaTOpA.

®PyHKuMA: HacTpolika pesepBHOro nopTa.

MpeaynpexxaeHue:
He cnepyet HacTpamBaTb KOJIbLLEBOW NOPT B Ka4YeCTBE pPe3epBHOrO.

MpeaynpexxaeHue:

> Konbuesoli nopT DRP nau pesepBHbI NOPT He MOryT 6bITb f,06aBAEHbI K Fpynne arperawuum.
MopT, L06aBAEHHDBINM K Fpynne arperaLymm, Heab3s HACTPOUTb Kak Kosbuesoi nopT DRP nau
pe3epBHbIV NOPT.

> Konbuesoli nopT DRP nau pesepBHbIA NOPT HENb3A HACTPOUTb KaK UCXOAHbIM NOPT UAK NOPT
Ha3Ha4YeHMWA 3epKaanpoBaHuA. MCXoaHbIA NOPT UAWM NOPT Ha3HaYEeHUA 3ePKaNPOBaHUA
HeNb3A HAaCTPOUTb KaK KosbLesoi nopT DRP nam pesepsHbIii NopT.

> He pekomeHAyeTcA 04HOBPEMEHHO HAacTpamMBaTb NOPTbl B MU30/IMPOBAHHOM rpynne Kak
noptbl DRP 1 pe3epBHble NopTbl, a NopTbl DRP 1 pe3epBHble NOpPTbl HeNb3sA 406aBAATL B
W301MPOBAHHYIO rpynny.

Protocol VLAN

OnanasoH: 174093

Onwucaxue: VLAN ID gonkeH 6biTb naeHTUdUKAaTOPOM cepBUcHOM VLAN.

®yHKumA: Maketbl DRP ¢ VLAN ID cayaT oCHOBOM AN ANArHOCTUKM U 06cny»KmnBaHus Konbua DRP-VLAN-
Based.

Service VLAN

BapwuaHTbl: Bce co3gaHHble VLAN

®yHKuMA: Boibop VLAN, ynpasasemoin aaHHbIM KosbLom DRP-VLAN-Based.

Mocne 3aBepLUEHMA HACTPOWKN CO34aHHbIe KobLa byayT oTobparkaTeca B cnmcke DRP List, Kak nokasaHo Ha
cnepyloLem pUCYHKe.




DRP List

1-a ROOT |S1FE1.S1/FEZ S1TFE3 |Ring-Close 2 24

PucyHok 115 Cnucok DRP-VLAN-Based

> [MpocmoTp HacTpoek napameTtpos DRP-VLAN-Based.
LLlenkHuTe 3anmcb DRP Ha pucyHKe 115. M0OXHO NpocmaTpMBaTb U MSMEHATb HACTPOMKM NapamMeTpoB 3anncy,
KaK NOKa3aHo Ha c/ieylowem pucyHke.

DRP Setting
DRP

[
- -

Di=zable

Fing Port 1
| 128 (0~255)
| 100 (25~65535)
| 51/FE1 v|
| S1/FE2 v
| 51 /FE3 v|
0
e

PucyHok 116 3anpoc 1 nameHeHue 3anncu DRP-VLAN-Based.

Mocne BHeceHMA U3MEHEHWI WwenkHuTe <Apply>, 4ToObl BHECEHHbIE U3MEHEHMA BCTYNUAN B cuay. MOXKHO
yaanutb 3anucb DRP, wenkHys <Delete>.
MNpocmoTpuTe poan u ctatyc nopta Konbua DRP, Kak NOKa3aHO Ha cieayloLem pucyHKe.

ROOT
FORWARD
BLOCK
BLOCK
Ring-Close
192 168.0.222
08-00-3E-32-53-22

PucyHok 117 3anpoc ctatyca DRP-VLAN-Based



6.16.6 Mpumep TMNOBOW KOHPUrypauumn

Kak noKasaHo Ha pucyHKe 105, A, B, C n D obpasytoT Konbuo 1; E, F, G n H obpasytot Konbuo 2; CE n DF
ABNAOTCA pe3epBHbIMM KaHanamu Ring 1 n Ring 2.

KoHdurypauma Kommytatopa A u KommyTtaTopa B:

1. YcraHosute Domain ID 1 n Domain name Ring. BbibepuTte KoabLeBon NOpT 1 n KonbLEeBon NopT 2.
CoxpaHuTe 3Ha4YeHMA N0 YMONYAHUIO AS1A NPUOPUTETA POJSIN N Pe3epPBHOro NOPTa, KaK MOKa3aHO Ha PUCYHKe
110.

KoHurypauma kommyTtatopa C u kKommyTtatopa D:

2. YcraHosuTe Domain ID 1, Domain name Ring, pesepBHbiit nopT 3. Bbibepute KobLLeBon NOpT 1 1 KoNbLLEBON
nopt 2. CoxpaHUTe 3Ha4YeHMA NO YMONYAHUIO ANA NPUOPUTETA POSIU, KaK NOKa3aHO Ha pucyHke 110.
KoHpurypauma kommyTatopos E, F, G n H:

3. YcraHosuTe Domain ID 2 u Domain name Ring. BbibepuTe KonbLeBoi NopT 1 1 KoNbLEeBOM NopT 2.
CoxpaHuTe 3Ha4YeHMA NO YMOIYAHUIO A/1A NPUOPUTETA POJIM U PE3EPBHOIO NOPTA, KaK MOKA3aHO Ha PUCYHKe
110.

6.17 QoS

6.17.1 O630p

dyHKuma Quality of Service (QoS) nossonsAeT npeaoctasnaTb AuddepeHLMpoBaHHbIe CEPBUCHI HA OCHOBE
pPa3NIMYHbIX TPeboBaHMIN NPU OrPaHUYEHHOM NPONYCKHOM CNOCOBHOCTM NOCPeACTBOM YNpaBaeHUs TPadKOM U
pacnpeaeneHuna pecypcos B IP-cetax. QoS nbiTaeTcsa ya0BAETBOPUTbL Nepeaady pas/inyHbIX CEPBUCOB, YTOODI
YMEHbLIUTb NePErpy3Ky CETU U CBECTU K MUHUMYMY BAUAHME Neperpy3kn Ha CePBUCHI C BbICOKUM
npMOPUTETOM.

QoS B OCHOBHOM BK/tOYaeT B cebs naeHTMdUKaUnIo cyKb, ynpaBneHne neperpyskamm 1 npegoTepalleHue
neperpysok.

NaoeHTndurKauma cnyK6: O6bekTbl MAEHTUPULMPYIOTCA Ha OCHOBE ONpeaeneHHbIX NpaBua COOTBETCTBUA.
Hanpumep, 06beKTbI MOTYT BbITb TEramu NpPUopuUTeTa, NEPEHOCUMbIMU NAKETAMU, NPUOPUTETOM,
oTobparkaembiMm nopTamu n VLAN, nnu gpyrot nHbpopmaumei o npuoputete. MaeHTMdmUKaumna cnyo
npegBapuTeNbHbIM ycnosmem ana QoS. YnpasneHue neperpyskamum: 31o obasaTenbHO 410 pelleHns
Npob6aemMbl KOHKYPEHLMK 32 pecypcbl. YpaBaeHue neperpyskamm KaWKnpyeT NakeTbl B oYepeanx 1 onpeaensier
nocnefoBaTeNlbHOCTb NEPECHIJIKM NAKETOB HA OCHOBE ONpPeAe/IEHHOro a/IrdPUTMa NAaHNUPOBAHKA,
obecneunBas NPMOPUTETHYIO NEPECBINKY ANA KAtoYeBbix cnyKb6. NpenoTepalleHne neperpysku: YpeamepHas
neperpyska MOXKeT NPMBECTU K MOBPEKAEHUIO CETEBbIX PecypcoB. PyHKUMA NpesoTBPaALLEHMA NEPErpy3KM
OTC/IeXKMBAET UCMNO/Ib30BaHME CETEBbLIX pecypcoB. Mpu 0bHapyKeHUN yBeANYEHUA NepPerpy3Kkn GyHKLMA
NCNOoNb3YeT ynpexgatoliee oTopacbiBaHME NAaKETOB M HacTpanBaeT obbem TpadmKa gnsa ycTpaHeHUA
neperpysKku.

6.17.2 MNpuHUMN paboTbl

Kaxkabii NOpT KOMMYTaTOPOB 3TOW CepUM NoALEPKMBAET YeTbipe ovepeam KawmposaHus, ot 0 4o 3 B nopsake
BO3pPaCTaHUA NpuopuTeTa.

MOXHO HacTPOUTb CONOCTABAEHUE MEXKAY NPUOPUTETOM U ovepeaammn. Korga Kagp focTuraer nopTa,
KOMMYTaTOp onpegenseTt oyepenb A/1A Kaapa B COOTBETCTBUMN C MHGOPMaLMen B 3aronoBKe Kagpa.
KommyTaTop nogaep:KMBaeT NATb PEXKMMOB CONOCTaBAEHMA ouepeaen Ana onpeaeneHmsa npuopuTera:
HauMBbICLIMIA NPMOPUTET, Ha ocHoBse nopTa, DIFF, TOS/DIFF n 802.1p.

Ecnn gns nopTta HaCTPOEH HaMBbICLLNI NPUOPUTET, TO NepPechllaeMble NaKeTbl NOMeELLATCA B ovepeab 3.

Ecnn gns nopTta HAaCTPOEH PEXKMM COMOCTaBAEHNA oYepeaelt Ha OCHOBE NOPTA, NOJIyYeHHbIE NAKEeTbl CTAaBATCA B
oyepenb B COOTBETCTBUM C MPUOPUTETOM NOPTA MO YMOAYaHMIO. CONOCTaBAEHNE MeXKAY NPUOPUTETOM MO
YMONYaHUIO M oYepeaaMmM COOTBETCTBYET COMOCTABEHMIO MexKay npuoputetom 802.1p 1 odepegamu.
3HayeHue DIFF 3aBucut ot DSCP B nakeTax, Torga Kak sHauyeHune TOS/DIFF 3asucut ot TOS/DSCP B nakeTax.



MOKHO HacTpOMTb COMOCTaBAEHNE MEXKAY MPUOPUTETOM U OYepPeSAMM.

Korpa naket TernmpoBaH, 3HavyeHune 802.1p 3asucut ot npmoputeta 802.1Q B nakeTe. Koraa nakeT He TermpoBaH,
3HauyeHue 802.1p 3aBUCKT OT NpMopuTeTa NOpPTa. MOXKHO HAaCTPOUTb CONOCTABNEHNE MEXKAY NPUOPUTETOM
802.1p n o4yepesamm.

Mpu nepecbinKke AaHHbIX NOPT UCMONb3YET PEXUM NAAHUPOBAHUA ANA NAAHNUPOBAHUA AAHHbIX B YeTbipex
oyepeanx M NPONYCKHOM CNOCOBHOCTM Kaxkaol ovepeam. KommyTaTop noaaepKUBaeT ABa pexrmMma
nnaHuposaHua: Weighted Round Robin (WRR), pexkum Hg-preempt n pexkum STRICT.

WRR nnaHupyeT NOTOKM AaHHbIX Ha OCHOBE COOTHOLEeHMA BecoB. Ouepeam Noay4aroT CBOO MNPOMYCKHYHO
CNocobHOCTb Ha OCHOBe COOTHOLWeHWUA BecoB. WRR oTAaeT npuopuTeT ovepeaam C BbICOKMM Becom. bosblie
NPONYCKHOM CNOCOBHOCTM BblaeNAeTca ovyepeanam ¢ 6onee BbICOKMM BECOBbIM KO3DDULIMEHTOM.

B pexxume Hg-preempt npemmyLLecTBEHHO NepechiatoTca BbICOKONPUopuUTeTHble nakeTbl. OH B OCHOBHOM
MCnosib3yeTca ANA nepenayun YyBCTBUTENbHbIX CUTHANOB. Ecin Kagp nocTynaeT B oyepeb C BbICOKMM
NPUOPUTETOM, KOMMYTATOP MPeKpaLLaeT NJaHNPOBaHME odepesent C HU3KMM NPUOPUTETOM U HAUMHAET
06pabaTbiBaTb AaHHble o4epeam C BbICOKMM NnpuoputetomM. Korga ovepesib € BbICOKUM MPUOPUTETOM He
COLEPHKUT AaHHbIX, KOMMYTATOP HauMHaeT 06pabaTbiBaTh AaHHbIE U3 ovepeam c 6onee HU3KMM NPUOPUTETOM.
B pexknme STRICT npenmyLLecTBEHHO NepecblIatoTcA BbICOKONPMOPUTETHbIE NakeTbl. OH B OCHOBHOM
Mcnosib3yeTca AnA nepenayun YyBCTBUTENbHbBIX CUTHAN0B. Ecin Kagp nocTynaeT B o4epeb € BbICOKMM
NPUOPUTETOM, KOMMYTATOP NPEKpPaLLAET NAaHMPOBAHWNE ovyepeselt C HA3KUM NPUOPUTETOM N HaUYMHaEeT
o6pabaTtbiBaTb AaHHble oYepeam C BbICOKUM npuoputetomM. Korga ovepesib € BbICOKUM MPUOPUTETOM He
COLEPHKMUT AaHHbIX, KOMMYTATOP HauMHAET 06pabaTbiBaTb AaHHbIE U3 oYepean c 6onee HU3KUM NPUOPUTETOM.

6.17.3 Hacrpoiika uyepes Beb-untepdeiic (SICOM3024P/SICOM3024)

1. HacTtpoiiTe pexxknm QoS, Kak NoOKa3aHOo Ha cneayowem pUcyHKe.

| Gosliode | v | DSCP Priority

802.1P Priority

PucyHok 118 Pexxum QoS

Qos Mode

BapwuaHnTbl: Disable/WRR/STRICT

Mo ymonyanumio: STRICT

dyHKUMA: HacTpolika pexknma naaHMpoBaHUA Ans nopra.

HacTtpoiite BecoBolt KoaddULMEHT ovepean, Kak NoKasaHo Ha CneayloLleM PUCYHKE.

VWeight of Priority Queues

PucyHok 119 HacTpoiika BecoBoro KoaddpuumeHTa ouepeam

{3-HIGHEST, 2-SECHIGH, 1-SECLOW, 0-LOWEST}

OnanasoH: {1~55, 1~55, 1~55, 1~55}

Mo ymonyaHuio: {8, 4, 2, 1}

dyHKUMA: HacTpoiika BecoBoro KoaddpuumeHTa ovepeamn no cieayowmm npasuiam:

Bec ouepean 3 > 2 x Bec ouepeau 2, Bec ouepeam 2 > 2 x Bec ouepegm 1,

Bec ouepean 1 > 2 x Bec ouepegmn 0

3. HactpouTe pexxnum conoctaBieHna npuopmteToB NoptoB QOS, Kak NOKa3aHO Ha CAeayoLWeM PUCYHKE.



Set the Port Priority

S1/FET

S1/FE2
S1/FE3
S1/FE4

S1/FES
S1/FES
S1FET
S1/FES
S4/GE1
S4/GE2
S4/GE3
S4/GEL

PucyHoK 120 HacTpoliika pexrMma conocTaBieHuma npuoputeTos noptos QoS

Set the Port Priority

BapwuaHTbl: Port-Based/DIFF/802.1P Priority

Mo ymonyaHuto: 802.1P Priority

®yHKUMA: HacTpoWKa pexkMma conocTaBaeHUA NPUOPUTETOB NOPTOB.

Onucanue: [na KaxKaoro nopTa MOXHO BbIGPaTb TONIbKO OANH PEXKMM COMNOCTaBEHUA NPUOPUTETOB.

4. HacTpoiiTe conocrasneHue o4yepeamn v NpUopUTETOB Ha ocHoBe noptos/802.1p.

ConocTaBfieHMe o4yepeei B pexmMme Ha OCHOBE MOpPTa COOTBETCTBYET COMNOCTAB/EHMIO OYEPEaN B PeKMME
npvoputeTta 802.1p. Ecam TpebyeTcs HaCTPOUTb Nt06OIM 13 ABYX PEKMMOB, YCTAHOBUTE NapameTpbl B Tabauvue
conocrtasneHuna npuoputetos 802.1p, KaK MOKA3aHO Ha CeAyoLLEM PUCYHKE.

LWenkHnte <802.1p Priority> Ha pucyHKe 118. [MoasuTca cneaytowan cTpaHuua.

802.1P Priority 0~7

0 0D
1 1] w
2 1 w
3 1 w
4 2w
5 2 w
B 3w
7 3w

Queue: 0--LOVVEST, 1--SECLOW, 2--SECHIGH, 3--HIGHEST

PucyHok 121 ConoctasneHune npmoputeta 802.1p n ouepeamn
802.1P Priority
Cocras: {Priority, Queue}
Ounana3soH: {0~7, 0~3}



Mo ymonyanuto: Mpuoputetsl O n 1 conoctasneHsl odepean 0; npmoputeTbl 2 1 3 cONoCTasieHbl ovepeamn 1.
Mpuoputetsbl 4 1 5 conocTasneHbl ovepeamn 2; npuopuTeTbl 6 U 7 conocTaBneHbl oyepeau 3.

dyHKuMA: HacTpoiika conoctasneHma mexay npmoputetom 802.1p 1 ouepeabio.

5. HactpowTe conoctaBneHnue npuoputeta DSCP n ouepean.

LLlenkHuTe <DSCP Priority> Ha pucyHKe 118, uTo6bl HAacTpOUTL conocTaBneHne npuoputeta DSCP 1 ouepeaum,
KaK NOKa3aHo Ha c/eaytolem pucyHke.

DSCP Priority 0-63

DECPO 0 ||| DSCPH1 0 ||| DSCPZ2 0 s || DSCP3 0 s
DSCP 4 0 |« | DSCP5 0 |« DSCP# 3 |»|| DSCP7 0 s
D3CF & 0 || DSCPB 0 »||DSCP10 0 »|/DSCPM 0 »
DSCP 12 0 «||DSCF13 0 |»||DSCF14 0 «||DSCFP15 0 |
DSCP 16 0 «||DSCPA7 0 «||DSCP18 0 «||DSCP19 0 s
DSCP 20 0 »||DSCP21 0 »||DSCP22 0 »||DSCP23 0 s
DSCP 24 0 w||DSCP25 0 w||DSCP24 0 w||DSCP2T 0 w
DSCP 23 0 «||DSCF22 0 »||DSCF 30 0  »||DSCF 3 0 |
D2CP 32 0 «||DSCP 33 0 «|/DSCP34 0 «||DSCP35 1] @-
DSCP 36 0 »||DSCP37 0 »||DSCP 28 0 »||DSCP 38 0 :_
DSCF 40 0 w||DSCP41 0 w||DSCP42 0 | w||DSCP43 0 w
DSCF 44 0 w||DSCF45 0 «||DSCF48 0 «||DSCF47 0 |
DSCP 48 0 «||DSCP 48 0 «||DSCPED 0 «||DSCP51 0 s
DsCP 52 0 »||DSCP53 0 »|/DSCP&54 0 »||DSCP&5 0 s
DSCP 56 0 w||DSCP5T 0 w||DSCP5a 0 w||DSCP59 0 »
DSCP 60 0 »||DSCF &1 0 «||DSCFa2 0 »||DSCFa3 0 |

Queue: 0--LOWEST, 1--SECLOW, 2--SECHIGH, 3--HIGHEST

PucyHok 122 ConoctasneHune npuoputeta DSCP n ouepegm
DSCP Priority
Cocras: {DSCP, Qos Queue}
OwnanasoH: {0~63, 0~3}
Mo ymonyanuto: Mpunoputet ot 0 Ao 63 conocrasnsaetca ovepegm 0.
dyHKuMA: HacTpoiika conoctaBneHma mexay npmoputetom DSCP 1 ouepegbto.

6.17.4 Hactpoiika uepes Be6-uHTepdeiic (SICOM3048)

HacTpoite perkum QOS, KaK NOKa3aHO Ha caeaylowem pUcyHKe.

Qos Mode 202.1P Priority
| Ho—preempt v| IPTOS Priority
| DSCE MODE | DSCP Priority

PucyHok 123 Pexxnm QoS



Qos Mode

BapwuaHnTbl: Disable/WRR/Hg-preempt

Mo ymonyanuio: Hg-preempt

®PyHKUMA: HacTpolika penma naaHMpoBaHMA gas nopra.

IP TOS/DSCP

BapuaHTbl: DSCP MODE/IPTOS MODE

Mo ymonyaHuto: DSCP MODE

dyHKumAa: Ecam BbibpaH BapuaHT TOS/DIFF, ana atoro napameTpa Hy>KHO BbibpaTthb IP TOS nan DSCP. Pexxkum
DSCP yKa3sbIBaeT pexum conocrtaBaeHna ovepegm n npuoputetos DSCP, a pexxkmnm IP TOS yKa3sbiBaeT pexxnm
conocTasneHua ovepeamn n npmoputetos IP TOS.

2. HacTpoliTe BecoBoi KOahpPpUUMEHT ouepeamn, KaK NOKa3aHOo Ha CAedyloLEeM PUCYHKeE.

VWeight of Priority Queues

L8 g« 2 v

PucyHok 124 Hactpoiika BecoBoro KoadpdpuumeHTa ovepean

{3-HIGHEST, 2-SECHIGH, 1-SECLOW, 0-LOWEST}

[OwnanasoH: {1~55, 1~55, 1~55, 1~55}

Mo ymonyaHutio: {8, 4, 2, 1}

®PyHKuMA: HacTpolika BecoBOro KoadpduumeHTa oyepeamn no cnegyowmm npasuiam:

Bec ouepean 3 > 2 x Bec ouepeau 2, Bec ouepeau 2 > 2 x Bec ouepegm 1,

Bec ouepean 1> 2 x Bec ouepegmn 0

3. HacTtpouTe pexmMm conoctaBaeHna NpuopuTeTos NopTtos QOS, Kak NOKA3aHO Ha CleayoLem PUCYHKE.



Set the Port Priority

SOFET

SO/FE2

SOFE3

SOFE4

SO/FES

SOFES

SO/FE7

SOFES

SOFES
SO/FE10
SO/FET
SOFE12
SO/FE13
SOFE14
SOFE1S
SOFE1G
SOFE1T
SO/FE1S
SOFE19
SOFE20
SOFE21
SOFE22
SOFE23
SOFE24

PucyHoK 125 HacTpoliika pexmMma conocTaBieHumsa npuoputeTos noptos QoS

Set the Port Priority

BapwuaHTbl: Highest priority/TOS/DIFF/802.1P Priority

Mo ymonyaHuio: 802.1P Priority

PyHKUMA: HacTpolika penma conoctaBaeHNA NPUoOpPUTETOB NOPTOB.

Onucanue: s KaxKaoro nopTa MOXHO BbIGPaTh TONIbKO OAMH PEXKMM COMOCTaBEHUA NPUOPUTETOB.
4. HactpoitTe conocTtasneHue npmoputeTta 802.1p 1 ovepeau

LWenkHute <802.1p Priority> Ha pucyHKe 123. [oaBuTca cneaytolasa cTpaHuLa.



802.1P Priority 0~7

] 0 s
1 1] L
2 1 A
3 1 W
4 2w
5 2 L
] 3w
I 3w

Queue: 0--LOVWEST, 1--SECLOW, 2--SECHIGH, 3--HIGHEST

PucyHok 126 ConoctaBneHune npmoputeta 802.1p n ouepeamn

802.1P Priority

Cocras: {Priority, Queue}

Ounana3soH: {0~7, 0~3}

Mo ymonyanuto: Mpunoputetsl O n 1 conoctasneHbl odepeamn 0; npmopuTeTbl 2 1 3 cONOCTaB/IeHbl ovepeamn 1.
MpuoputeTbl 4 1 5 conoctasneHbl ouepeam 2; npuopuTeTsbl 6 U 7 conocTasieHbl odepean 3.

dyHKUMA: HacTpolika conoctaBneHns mexay npnoputetom 802.1p 1 oyepeaplo.

5. HactpouTe conoctaBneHue npuoputeta IP TOS 1 ouepegm.

LLlenkHuTe <IP TOS Priority> Ha pucyHKe 123, yTobbl HacTpomTb conocTasneHme npuoputeta IP TOS 1 ouepeaym,
KaK MOKa3aHO Ha C/ieyloLLem PUCYHKe.

IP TOS Priority 0~7

IFPTOS0 D »
IPTOS 1 D |
IPTCS 2 D s
IPTOS 3 D »
IPTOS 4 D »
IPTOS S D |
IPTCS 6 D s
IPTOS7Y D »

Queue: 0--LOWEST, 1--SECLOVV, 2--SECHIGH, 3--HIGHEST
PucyHok 127 HacTtpoitka conoctaBneHuma npuoputeTta IP TOS n ouepegm.

IP TOS Priority
Cocras: {Priority, Queue}



AwnanasoH: {0~7, 0~3}

Mo ymonyanuto: Mpuoputet ot 0 Ao 7 conocrasnsaetca ovepegm 0.

®PyHKuMA: HacTpolika conoctasneHua mexay npuoputetom IP TOS n oyepeabio.

6. HactpowTte conoctaBneHue npuoputeta DSCP 1 ouepean.

LLlenkHuTe <DSCP Priority> Ha pucyHKe 123, 4To6bl HAaCTPOUTL conocTaBneHne npuoputeta DSCP 1 ouepeaum,
KaK NOKa3aHo Ha c/eaytolem pucyHke.

DSCP Priority 0~63

DECP O 0 || DSCPA1 0 | DSCFP2 0 | DSCF2 D »
D2CP 4 D |«||DSCP5 0 |»|| DSCFPEG 3 |+||DSCP7 D
D2CP & 0 |»|| DSCPB 0  w|/DSCPA10 0  »|(DSCP 1 D »
D3CF 12 0 s |/DSCP13 0 »|/DSCP14 0 »|/DSCP15 D »
DSCP 16 0  »|/DSCPA7 0  «|/DSCP18 0 »|/DSCP18 D »
D2CP 20 0« |(DsCP 21 0 «||D3CP22 0 «||D3CP23 D »
DICP 24 0 w||DSCP 25 0 »||DSCP 286 0  w||DSCP 27 D
D3CF 28 0 »|/DSCP29 0  »||DSCP 30 0 »|(DSCP 3 D »
DSCP 32 0  »|/DSCP23 0 | DSCP 24 0  »||DSCP 35 D
D3CP 36 0 «||DSCP 37 0 «|/DSCP 38 0  «|/DSCP 38 D
DECF 40 0  »|(DSCP 41 0 w||DSCP42 0 w||DSCP43 D »
DSCF 44 0 |« |(DSCP 45 0 |»|(DSCP 46 0  |»||DSCP 47 D
DSCP 48 0 «||DSCP 48 0 = |/DSCPS0 0 = |(DSCP &1 D
D2CP 52 0 «|/D3CP53 0 «||DSCP54 0 «|/DSCP55 D
DSCP 56 0 | »||DSCP&7 0 w|/DSCP&8 0 w|/DSCP&8 D
D3CF 60 0  »|(DSCP &1 0 »||DSCP&2 0 »|/DSCP&3 D »

Queue: 0--LOWEST, 1--5SECLOW, 2--SECHIGH, 3--HIGHEST

PucyHok 128 ConocrasneHune npunoputeta DSCP n ouepeam

DSCP Priority

Cocras: {DSCP, Qos Queue}

OwnanasoH: {0~63, 0~3}

Mo ymonyanuto: Mpunoputet ot 0 Ao 63 conocrasnsaetca ovepegm O.

®yHKuMA: HacTpolika conoctaBneHns mexay npmoputetom DSCP 1 ouepegpto.

6.17.5 NMpumep TMNOBOWN KOHPUrypauumn

Hanee ncnonbsyetca SICOM3024P B KauecTBe npumepa AN1A ONMcaHMA HacTpolkn QoS .

KaK noKasaHo Ha puUCyHKe HMXKe, nopTbl 1, 2, 3 1 4 nepecbinatoT nakeTbl HAa NOpT 5.

PeXnm Ha ocHOBe NopTa HacTpoeH Ha nopT 1. MpunoputeT no ymonvaHuto gna nopta 1 paseH 6. MNakeTbl oT
nopTa conocTasnatoTca ¢ oyepeabto 3. MNpuoputet 802.1p, nepeaaBaembiii NakeTamMu M3 NopTa 2, paBeH 2 U
conocrtasnAeTca c oyepeabto 1

. MpropuTtet 802.1p, NnepeaaBaemMbiii NakeTamm 13 nopTa 3, paBeH 4 1 CONOCTaBASAETCA C oYepenbto 2.
Mpuoputet DSCP, nepegaBaemblii MakeTamu U3 nopta 4, paBeH 6 1 conocTaBaaeTcs ¢ odepeabto 3. NMopT 5
MCMNONb3YET pexmm naaHnposaHna WRR.



Tanbl HACTPOMKM:
1. Boibepute WRR gns pexknma QoS 1 coxpaHuTe 3Ha4YeHMA Mo YMOYAHWUIO A5 BECOBOTO KoadpduumeHTa
ouyepegn WRR, KaK NOKa3aHO Ha pucyHKax 118 n 119.

2. HacTtpoliTe conocrtaBaeHne o4epeam c BbiCLUMM NpruoputeTom Ha nopty 1, 802.1p Ha nopTtax 2 1 3, a TaKxKe
DIFF Ha nopTy 4, KaK NOKa3aHO Ha pucyHKe 120.

3. HactpowTe conocTtaBneHune npuoputetos 802.1p 6, 2 n 4 c ouepegamm 3, 1 n 2 cOOTBETCTBEHHO, KaK
NOKA3aHO Ha pucyHKe 121.

4. HactpoitTe conoctasneHue npmoputeta DSCP 6 c ouepeapto 3, KaK NOKa3aHO Ha pUcyHke 122.

Port 1

Port-Based — 5
Port 2

802.1p ——» Port 5
‘ Switch |—mo—»

802. 1p Port 3
Port 4

DSCP ————

PucyHok 129 Mpumep HacTpoikm QoS

MaKeTbl, NONy4YeHHble Yepe3 NopT 1 1 NopT 4, nomeLatoTcA B odepeb 3; NakeTbl, NOy4YeHHbIE Yepes NopT 2,
nomeLatoTcA B odepeab 1; nakeTbl, NOJyYEeHHble Yepes NopT 3, NomeLLatoTca B ovepeb 2. CornacHo
COMOCTAB/IEHUIO MEXY oYepebto U BeCOM, Bec ouepeamn 1 paseH 2, Bec oyepean 2 paseH 4, a Bec oyepeam 3
paBeH 8. B pe3ynbTarte nakeTbl B ouepeam 1 noay4atoT NponyckHyo crnocobHocTb 2/(2+4+8), nakeTbl B oYepeam
2 — 4/(2+4+8), a nakeTbl B ovepeam 3 — 8/(2+4+8). NMaKkeTbl, NonyyeHHble Yepes nopt 1 1 nopt 4, nomewatorca
B oyepesb 3 M NepecblNatoTcA B COOTBETCTBMM ¢ MmexaHnamom FIFO. O6Lwwan o014 NponycKHOM cnocobHoCTH
nopTa 1 v noprta 4 coctasnaet 8/(2+4+8).

6.18 Bpemsa crapeHna MAC-agpeca

6.18.1 O630p

MopTbl KOMMYTATOPA MOryT aBTOMATMYECKM Y3HaBaTb agpeca. KommyTtatop gobasnseT agpeca UCTOYHUKOB
(MAC-agpec UCTOUYHMKA, HOMEP NopPTa KOMMYTaTOpa) NoJIyYeHHbIX Kagpos B Tabauuy agpecos. Bpems
yCTapeBaHMA HauMHaeTcA ¢ MOMeHTa fobasneHus guHamuyeckoro MAC-agpeca B Tabanuy MAC-agpecos. Ecan
HW O4MH NOPT He nony4aeT Kagp ¢ MAC-agpecom B TeyeHUe BpemeHu, B 1-2 pasa npeBbILAOLWEro Bpems
yCcTapeBaHuA, KommyTaTop yaandaet 3anuce MAC-aapeca 13 Tabanubl AMHAMUYECKUX afpEeCcOB NEPECHIIKM.
Cratnyeckne MAC-agpeca He BKAKOYAOT NOHATUE BPEMEHM YCTapeBaHMUA.

6.18.2 HacTtpoiika uepes Beb-uHTepdeic

HacTpoiTte Bpema ctapeHma MAC-agpeca, Kak NoKasaHO Ha PUCYHKE HUXKe.




PucyHok 130 Bpema ctapeHua MAC-agpeca

MAC Aging Time

JOuanasoH: 1573600 cekyHA,

Mo ymonyanuto: 300 cekyHA,

Onucanue: MNMpun HeOHXOANMOCTU MOMKHO HAaCTPOMUTb BPEMA CTapeHus.

6.19 LLDP

6.19.1 0O630p

MpoToKon 0bHapyKeHUn KaHabHOro ypoBHs Link Layer Discovery Protocol (LLDP) npepoctasnset
CTAaHAAPTHbIA MeXaHM3M 0OHapYKEHWUA KaHabHOro ypoBHA. OH MHKaNcyanpyeT nHopmaLmio 06 yCTPOMCTBE,
TAKYHO KaK BO3MOXHOCTU, aApec ynpasaeHus, nAeHTUPUKaTop yCTponcTea u naeHtnduratop nHtepdeliica, 8
610K laHHbIX MPOTOKO/1a 06HapyXeHUsA KaHanbHoro yposHA (LLDPDU) 1 o6bsasnset LLDPDU ceoum
HenocpeAcTBEHHO NOAKAOYEHHbIM coceaam. Monyumns LLDPDU, coceau coxpaHatoT 3Ty uHpopmauuto 8 MIB
ONA 3anpoca U NPOBEPKU COCTOAHMA KaHana NMS.

6.19.2 Hactpoiika yepes Be6-uHTepdeic

1. Bkntouute LLDP, Kak NnOoKa3aHO Ha PUCYHKEe HUXKe.

e

PucyHok 131 BkntoueHune LLDP

LLDP

BapwuaHTbl: Enable/Disable

Mo ymonyaHuto: Enable

dyHKUMA: BRAtoueHne/oTkNto4eHe NpoToKoaa LLDP

MosicHeHue: Ecaun LLDP BkAtoYeH, KommyTaTop byaet oTnpaeaAaTb coobueHuns LLDP cBomm cocegHUm
YCTPOIACTBAM, O4HOBPEMEHHO Nosy4yas u obpabaTtbiBas coobuieHma LLDP oT cocegHux yctpoiicts. Ecam LLDP
OTK/IIOYEH, KOMMYTATOpP He OTrnpaBaseT n He obpabaTbiBaeT coobuieHma LLDP.

2. MpocmoTpute HopmaLmio o coegmHeHmax LLDP, Kak MOKa3aHO Ha PUCYHKE HUMKeE.

LLOP Information

1M o 192.1658.0.109 0000eeee02:08

PucyHok 132 UHpopmavuma LLDP

B nHpopmaumm LLDP MOKHO NpocMOTpeTb MHPOPMALMIO O COCEAHUX YCTPOMCTBAX, BKAKOYAsA HOMep nopTa
cocefiHEero yCTPOMCTBa, NOAKAOYEHHOIO K JI0KabHOMY KommyTaTtopy, IP-agpec n MAC-agpec cocegHero
yCTpOMCTBa.



MpeaynpexxkaeHue:
m Ons oTobparkeHus nHpopmauymm LLDP Heobxoanmo BrkAtounTb LLDP Ha ABYX NOAKAHOYEHHbIX
ycTpolictBax. LLDP — 3To npoToKo/ 06Hapy*KeHWA KaHa/IbHOrO YPOBHS, BK/IKOYEHHbIN MO
YMONYAHUIO.

CauTIiON

6.20 SNTP

6.20.1 O630p

MpocToi NpoToKon ceTeBoro BpemeHu (SNTP) CUHXPOHU3UPYET BpeMA MeXKAY CEPBEPOM U KANEHTOM NyTem
3anpocoB u 0TBeTOB. KaK KNIMEeHT KOMMYTaTOpP CUHXPOHU3UPYET BPEMSA C CEPBEPOM MO NakeTam cepsepa. [Ana
OAHOIro KOMMYTAaTOPa MOXKHO He bonee yeTbipex cepsepoB SNTP, HO aKTUBHbLIM MOMKET ObITb TOJIbKO OAMH.
KommyTaTop MOMKET TaK¥Ke BbICTynaTb B KavecTse cepsepa SNTP ana obecneyeHns CUHXPOHM3ALUN BPEMEHU
ONA KINEHTOB.

KnneHnt SNTP oTnpasnseT 3anpoc Ha Kaxablil cepBep OA4MH 33 APYrMM Yepes 04HOAAPECHYIO PaCcCblKy.
CepBep, KOTOPbI OTBEYAET NEPBbIM, HAXOAUTCA B aKTUBHOM COCTOAHMMU. OCTanbHble cepBepbl HAX0AATCA B
HEaKTMBHOM COCTOAHUM.

MpeaynpexxaeHue:
m > Ina cuHXpoHmn3aummn spemeHn no SNTP Heobxoamm akTMBHbI SNTP-cepBep.

> BcAa nHpopmaLma o BpemeHu, nepesaBaemas B npoTokone SNTP, aBnaeTca cTaHZApTHOM
nHbopmaumen o BpemeHun Yacosoro nosca 0.

CAaUTIOMN

6.20.2 Hactpoiika yepes Be6-uHTepdeic

1. BkatounTe SNTP. BoibepuTe cepBep 1 3aganTe COOTBETCTBYIOLLME NAapPaMeTPbl, KaK MOKa3aHO Ha PUCYHKEe
HUXKe.

S o -

|192.168.D.23
|1Fj (16-162845ec)
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SNTP Client State

BapwuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

dyHKUMA: BratoueHne/sbikatodeHne SNTP.

Server IP

®opmart: A.B.C.D

dPyHKuMA: HacTpolika IP-agpeca cepepa SNTP. KAMEHT CMHXPOHU3NPYET BPEMS C CepBepa Ha OCHOBE NaKeToB,
OTNpPaB/IEHHbIX CEPBEPOM.

Interval Time

Onana3oH: 16716284 c

dyHKuMA: HacTpolika MHTepBasia ANA OTNPaBKM 3aNPOCOB CUHXPOHM3aUNKM OT KaneHTa SNTP cepBepy.

time zone

BapuaHTbl: O, +1, +2, +3, +4, +5, +6, +7, +8, +9, +10, +11, +12, +13, -1, -2, -3, -4, -5, -6, -7, -8,

-9, -10, -11, -12

Mo ymonyanuto: 0

dPyHKUMA: BbIBOp MECTHOTO YacoBOroO NosAca.

2. BbibepuTe pexknm CUHXPOHU3ALMN MeXay KAUEHTOM U CEPBEPOM, KaK MOKa3aHO Ha cneayloluem PUCYHKe.

2014.05.08 10:38:31
2014.08.08 10:38:45

oot v] | T |
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Server Time

®dyHKuMA: OTobpakeHWe nocnegHero BpeMeHM YCTPOMCTBA, NOJIY4EHHOTO C cepBepa.

Device Time

®dyHKuMA: OTobpakeHNe MeECTHOIO BPEMEHMW YCTPOMCTBA.

update

BapuaHTbl: automatism/manual

Mo ymonyaHuto: automatism

®yHKLMA: BbIOOP perkMma CUHXPOHMU3ALUN MEXKAY KIMEHTOM U CEPBEPOM.

3. MpocmoTpuTe KoHdUrypaumto SNTP, Kak NOKa3aHO Ha pUCYHKe HuKe. MOMKHO yCTaHOBUTb (h1aXKoK
cepsepa SNTP u wenkHyTb <Delete>, yTobbl yaanuTts ero.

192 168.0.23 active
[]z [192168.0.84| repose +8 20
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Server State

BapwuaHTbl: active/repose

OnucaHue: AKTUBHbIN cepBep NPefocTaBaAeT KaneHTy Bpema SNTP. B faHHbI MOMEHT B aKTUBHOM COCTOSIHUM
MOeT HaxoAMUTbCA TOJIbKO OAANH CepBep.

Synchronization

[Na CMHXPOHU3aLMM BPEMEHU BPYYHYIO LeNKHUTe <Synch>.

4. HacTtpoitTe KommyTaTop Kak cepep SNTP, Kak NOKa3aHO Ha c/eayowem pucyHke.

|Enable w

192.168.0.2
2014.08.08 10:47:47
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|Enable v|
GMT [+ 8 |»

upp]."

192.168.0.119
2012.09.18 11:41:54
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SNTP State

BapuaHTbl: Enable/Disable

Mo ymonyaHuio: Disable ®yHKUMA: BKAtoueHUe/BbikAOYEHNE GYHKLMM cepBepa SNTP.

time zone

BapuaHTbl: O, +1, +2, +3, +4, +5, +6, +7, +8, +9, +10, +11, +12, +13, -1, -2, -3, -4, -5, -6, -7, -8, -9, -10, -11 n -12
Mo ymonyanuto: +8

dyHKumA: Bbibop YacoBoro nosca cepeepa.

6.21 U3onaumna noprtos

6.21.1 0630p

Y106bI peaniM3oBaTh U30/15ALMI0 MAKETOB Ha 2 YPOBHE, MOXHO A06aBUTb NOPTbI B pa3sHble VLAN. OgHako aToT
MeTOo/, NpMBeAET K pacxof0BaHMI0 orpaHMyeHHbIx pecypcos VLAN. Micnonb3ya ¢gyHKUUIO M301ALMN NOPTOB,
MOHO U30/IMPOBaTb NOPTbI B 04HOM 1 Tow e VLAN apyr ot gpyra. Monb30BaTeNto HY»KHO ToNbKO A06aBUTb
nopT B rpynny nsonsumu, u byaeT peannsosaHa M30aAUMA AAaHHbBIX Ha YPOBHe 2 cpean NOPTOB rpynnbl
N3015LMN, MOCKOJIbKY NOPTbI B Fpynne U3oaaummn He ByayT nepecbliaTb NakeTbl Ha Apyrve NopTbl Fpynnbl
nsonaummn. PyHKLMA N30aAUMM NOPTOB NPEAOCTABAAET NONb30BaTenam bonee 6esonacHoe u rmbkoe cetesoe
pelleHue.



MpumeyaHue:

> MopTbl Fpynnbl U30AALUK MOTYT BbITb TO/IBKO NOPTAaMM OLHOTO M TOTO e KoMMYTaTopa.

> [locne HaCTPOMKM rpynmnbl U30NALMU HEBO3MOXKEH OOMEH MaKeTamMM TONIbKO MeXK Ay NOPTamM
rpynnbl U301ALMMU, OBMEH AaHHBbIMU MEXAY NOPaMU BHYTPU rPynnbl U30AALMKM U NOPTaMM BHE
rpynnbl He 3aTPOHYT.

MOTE

6.21.2 Hactpoiika uepes Be6-uHTepdeic

BKkAtoumTe M301AUMI0 NOPTOB, KaK MOKa3aHO Ha pucyHke 139.

S1/FE
S1/FEZ
S1/FES
S1/FE4
S1/FE&
S1/FEB
S1/FET
S1/FEB
S2(FE
PucyHok 139 HacTtpoitka nsonaumm nopTtos

O0O0000 & E|E

Isolate Enable

BapuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

dyHKUMA: BKAOYEHME AN BbIKNKOYEHME N301ALMN NOPTOB.

MpumeyaHue:

YCTpoiiCcTBO NOAAEPKMBAET TO/IKO OAHY rPYNny U30AALMKN, YTO O3HAYAET, YTO NOPTbI C
BK/IIOYEHHOM N30NALMEN NOPTOB HE MOTYT 0OMeHMBaTbCA MHbOPMaLMen Apyr C APYrom, B TO
BPEMA KaK CBA3b MEXKAY NOPTAMM C BKAOYEHHOM U30AALMEN NOPTOB U NOPTAMM C
OTK/tOYEHHOW M30AAUMEN NOPTOB He ByAeT OCyLLecTBAATLCA.

MOTE

6.21.3 Mpumep TMNOBOWN KOHPUrypauum

TpeboBaHuUA K ceTu:
Moakntoumnte MK1, MK2 n MK3 K noptam Ethernet 1, 2 n 3 KOMmmyTaTopa, a NOPT 4 NOAKNIOUYUTE K BHELLHEN CETU.

MK1, MK2 1 NK3 He moryT o6meHnBaTbCcA AaHHbIMM APYT C APYrOM, HO UMEIOT AOCTYN K BHELLHEN CeTH, KaK
NOKa3aHOo Ha pucyHke 140.



Internet

PC1 PC2 PC3

PucyHok 140 3k3emnnap KoHOUrypaLmm n3onaumm nopTos

KoHKkpeTHasa KoHburypaumsa:
Job6asbTe nopTbl 1, 2 1 3 B rpynny nsonsaumm, 4ytobbl nsonmposats MK1, MK2 1 MK3, Kak NOKa3aHoO Ha pPUCYHKe

139.

6.22 ABapumiiHaa curHanusaumsa

6.22.1 O630p

KommyTaTopbl 3TOM cepumn NoaaepKMBatOT caeaytowme TUMbl aBaPUAHOM CUTHAAN3aUMK:

ABapuitHasa cUrHannsauua no 3NeKTponuTaHunio: Ecam dyHKLMA BKAKOYEH], TO ANA OTAENbHOIO UCTOYHMKA
nuTaHua byaeT reHepMpPoOBaTbLCA aBapPUIHbIA CUTHAN.

ABapuitHasa curHanusauua no Temnepatype: Ecam GyHKUmMA BKAOYEHA, TO cMrHan Tpesoru byaet
reHepupoBaTbCsA, KOorga TemnepaTypa paBHa UM HUXKE HUXKHErO Npeaena Uan paBHa Uaun Bbllle BEPXHErO
npeaena.

ABapuitHasa curHanmsaums no KoHGankty IP/MAC: Ecaun dyHKumMA BKAtoUYeHa, To ByaeT reHepupoBaTbcs
aBapPWHbIN CUrHaN NPU BO3SHUKHOBEHUN KoHdMKTa IP/MAC-aapecos.

ABapuiiHasa cMrHanmnsauma no nopTy: Ecam yHKUMA BKAOYEHA, TO ByaeT reHepupoBaTbCA aBapUHbIA CUrHaN
ans nopta B coctosiHum Link Down.

ABapuitHasa curHanmsauma no Konbuy: Ecnm GpyHKUMA BKAtOYEHa, TO ByAeT reHepuMpoBaTbCA aBapUiiHbIN CUTHanN
AN1A PasOMKHYTOro KoAbLa.

MpeaynpexxaeHue:
> OYHKLUMI0 aBapUMHOM CUTHAM3aUMM NO KOoAbLy noaaep»kneatoT Tonbko Master 8 DT-Ring u
KOopHeBoe ycTpoiicteo DRP.




> SICOM3024P nopaepXnBaeT CUrHaNM3auUMio NO NUTAHUIO, CUTHANM3aLUMIO NO TemnepaType,
curHanmsaumio kKoHdaunkra IP/MAC agpecos, cMrHaansaumio nopTa

M CUTHaNM3auUMIo NO KoJbLy.

> SICOM3048 noaaep*unBaeT curHannsaumio KoHdamkra IP/MAC agpecos, cUrHaansaumio
nopTa U CUrHaNM3aALMIO NO KOJbLY.

> SICOM3024 noaaepu1BaeT CUrHanM3aumio No NMTaHuIo, curHanmsaumio KoHdaukra IP/MAC
a4 pecoB, CUrHANN3aALMIO MOPTA MU CUTHANIN3ALMIO MO KOJbLLy.

6.22.2 Hactpoiika uyepe3 Be6-uHTepdeic

1. 3apaliTe NapameTpbl CUTHAIM3aLMM, KaK MOKA3aHO Ha PUCYHKE HUXKeE.

IP, MAC Conflict

IP. MAC Conflict 500 (180~600sec.)

Power Alarm

Power Alarm

Temperature Alarm

Temperature T-High ~ T-L.:.w

Alarm

Port Alarm
S1/FE1 S1/FEZ S1/FE3 S1/FE4 ]
S1/FES ] S1/FER ] S1/FET ] S1/FES ]
S2/FE1 ] S2/FEZ ] S2/FE3 ] S2/FE4 ]
S2/FES ] S2/FER ] S2/IFET ] S2/FES ]
S3/FET ] S3FEZ il S3/FE3 ] S3/FE4 ]
S3/FES ] S3FER | S3FET ] S3/FES ]
S4/GK O S4/GH2 O S4/GK3 E] S4/G¥4 |
DT-RING Alarm

.‘

[
=]

.‘

DRP Alarm

3
3
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IP, MAC Conflict

BapuaHTbl: BbIBpaTh/0OTMEHUTL BbIGOP

Mo ymonyaHuto: BblbpaTb

PyHKUMA: BKAOYEHME MU BbIKAIOYEHWE aBapUIMHOMN cMrHanmsaumm no KoHdamkrty IP/MAC.
Alarm Time

OnanasoH: 180~600 ¢

Mo ymonyanuto: 300 ¢

dyHKuMA: HacTpoiKa nHTepsana BpemeHun ana obHapy»keHusa KoHbankros IP/MAC.

Power Alarm

BapuaHTbl: BbI6paTh/0TMEHUTL BbIGOP

Mo ymonyaHuio: BbibpaThb

®PyHKUMA: BKAOYEHME MM BbIKAOYEHWE aBapPUINHOM CUTHANM3ALMM NO NMUTAHUIO.
Temperature Alarm (Alarm Enable, T-High~T-Low)

[NunanasoH: {Enable/Disable, +150C~-55C}

Mo ymonyaHuto: {Disable, +80C~-30C}

PyHKUMA: BKAOYEHME AN BbIKAIOYEHME aBapUMHON CUrHANM3aLMK NO TemnepaType U 3afaHne BepPXHEero u
HUXHEro npeaesibHbIX 3HAYeHU.

Port Alarm

BapuaHTbl: BbI6paTh/0TMEHUTL BbIGOP

Mo ymon4aHMI0: OTMEHUTL BbIBOpP

PyHKUMA: BKAOYEHME AN BbIKAKOYEHME aBapPUMHON CUTHANM3auumM No nopTy.
DT-RING/DRP Alarm

BapwuaHTbl: BbI6paTh/0TMEHUTL BbIGOP

Mo yMmon4YaHUIO: OTMEHUTL BbIGOP

dPyHKUMA: BKAOYEHME MU BbIKAOYEHWE aBapuitHol curHanmsaumm DT-Ring/DRP.

2. NMocne BKNOYEHUA GYHKLMM aBapUIMHON CUFHANAM3ALMKM NpeaoCcTaBaseTca caeayowan nHdopmauma:



Basic Vision

power VWARN

temperature MOME

IP Alarm Marmal

MAC Alarm Maormal
Port Alarm

S1FE1| LinkUp [SVFEZ| LinkUp |S1/FE3| Link Down |S1/FE4
S1FEA - S1/FEG - S1FET - S1/FES
S2/FET - S2/FEZ - S2/FE3 - S2/FE4
S2/FEA - S2/FEG - S2/FET - S2/FES
S3FET - SIFEZ - S3FE3 - S3/FE4
S3FES - S3/FEG - S3FET - S3/FES
S4/GXK1 - S4/GK2 - S4/GK3 - S4/Gx4
DT-RING Alarm
2 Ring Open
1 Ring Close
DRP Alarm

1 Mormal

2 Alarm
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power

BapuaHTbl: Normal/WARN

Onucanue: MNocne BKAOYEHNA aBAPUNHOWN CUTHaNU3aL MM no nutaHuio Normal oTobparkaeTca Ans ABYX BXOAO0B
nutaHma, a WARN oTobpakaeTca oa1sa 04HOro BXoAa NUTaHUA.

temperature

BapuaHTbl: NONE/HIGH/LOW

OnucaHue: Korga TemnepaTypa KOMMYTaTopa paBHa BEPXHEMY Npeaeny Uan NpeBbIWaeT ero, oTobparkaeTca
HIGH; Korga TemnepaTtypa KOMMyTaTopa paBHa UM HUXKE HUXKHEro npegena, otobparxaercs LOW; B MHbIX
cny4yasx otobpaxkaetca Normal.

IP/MAC Alarm

BapwuanTbl: Normal/Alarm

OnucaHue: Koraa BosHuKaeT KoHOAMKT IP/MAC, oTobpaskaetcs Alarm, B npoTMBHOM c/iyyae otobparkaerca
Normal.

Port Alarm

BapuaHTsl: Link up/ Link down

Onucanue: Mocne BKAOYEHWA CUTHANM3ALMM AN NOPTa, NOAK/IIOYEHHOrO NPaBMabHO, oTobpaxkaeTcs Link Up.
Link Down oTobpakaeTcs g5 OTKAOYEHHOTO UM NOAKAOYEHHOrO HEHOPMA/IbHO NOpPTa.

DT-RING/DRP Alarm

BapuaHTbl DT-Ring: Ring Open/Ring Close

BapuaHTtbl DRP: Normal/Alarm

OnucaHue: Mocne BKAOYEHUA CUrHANM3aLMM ANA Pa3OMKHYTOro KoJibLia oTobpaskaeTca Ring Open/Alarm, a
ANA 3aMKHyTOro Kosbua — Close/Normal.



6.23 CurHanusaumsa no TpaduKy nopra

6.23.1 0630p

C dyHKuMen curHanmsaumm no Tpadpuky NopTa KOMMYTaTOP reHepPUpPYeT CUrHaa TPEBOMU, EC/IU CKOPOCTb
TpaduKa NopTa NpesbIWaeT YKa3aHHbIA NOpor UAn BO3HUKaeT owmnbKa CRC.

MpeaynpexxaeHue:
> PyHKLMA CMTHANM3aLMK No TpaduKy aencteyeTt gna nopTa. ABapUHbIA CUFHaN

reHepupyeTca To/IbKO eciv GyHKLMA BKAOYEHA Ha NOPTY.

> @yHKLMA CMTHANM3aLMK No TPadUKy y4UMTbIBAET HanpasaeHWe. Bxoaalwmim n nucxoaawmi
TpaduK COOTBETCTBYIOT PA3HbIM CUTHANAM.

> Mpu BO3HUKHOBEHUU ownbKKM CRC reHepupyeTca curHan ownbkm CRC.

CauTIiON

6.23.2 Hactpoiika uepes Be6-uHTepdeic

1. HacTpoliTe cMrHanmsaumio no TpaduKy NopTa, Kak MOKa3aHO Ha PUCYHKE HUKeE.

S1/FE1 »
Input Rate | »
enable w

100 bps |»
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Port
BapuaHTbl: BCE MOPTbI KOMMYyTaTOpa.

dyHKuMA: Boibop noprta Ana curHanmnsaumm no tpaduky nopra.
Alarm Type

BapwuaHnTbl: Input Rate/Output Rate/CRC Error

dyHKUMA: HacTpoiika Tuna curHanmnsaumm no Tpaduky nopra.
Alarm Status

BapwuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

DYHKUMA: BKAOYEHME MK BbIKOYEHME TUMNA CUTHANN3ALNN,
Alarm Threshold

[unanasonx: 171000000000 6ut/c nam 1~1000000 K6ut/c
dyHKUMA: HacTpoitka nopora curHanmnsaumm no Tpaduky nopra.
2. MpocmoTpuTe MHGOPMALLMIO CUrHANM3aLMK No TPadUKy NOPTa, KaK NOKa3aHO Ha PUCYHKE HUKe.



S1FE1 enable 100bps alarm enahle 1000bps alarm enahle alarm
S1/FEZ enable 100kbps normal enahle 100bps normal enahle narmal
S1/FE3 disable - - disable - - disable -
S1/FE4 disable - - disable - - disable -
S1/FES disable - - disable - - disable -
S1/FEG disable - - disable - - disable -
S1FET disable - - disable - - disable -
S1/FEB disable - - disable - - disable -
S4/GE1 disable - - disable - - disable -
SANGEZ disable - - disable - - disable -
34/GE3 disable - - disable - - disable -
34/GE4 disable - - disable - - disable -
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6.24 Hactpoiika u 3anpoc GMRP

6.24.1 GARP

Mpotokon GARP (Generic Attribute Registration Protocol) ncnonbsyerca ans pacnpocTpaHeHus, perucrpaumm u
OTMeHbI onpeaeneHHomn nHpopmaumm (VLAN, agpec MHOroagpecHoM pacchiiki) MexXay KOMMyTaTopamu B
ofHoi ceTu. MpunoxkeHma GARP Bkato4atoT B cebs GVRP n GMRP.

Mpun ncnonbzoBaHuM GARP nHpopmaLma 0 KOHPUTypaL MM yyacTHMKA GARP 6yaeT pacnpocTpaHATbLCA MO BCel
ceTM KommyTaTopa. YcTpoicTea, nogaepxusatowme GARP, nepenatot apyr 4pyry MHCTPYKLMN O perncTpaumumn
WU OTMEHE TeX WM MHbIX HAaCTPOEK NYTEM OTNPaBKM COOTBETCTBYIOWMNX cO0bLLeHMi join/leave. YYacTHUK
TAK)Ke PerncTpupyeT nam oTMeHaeT MHGOPMaLMIO O KOHOUIYPaLUKM APYrMX YYAaCTHUKOB Ha OCHOBE COODOLLEHMI
join/leave, oTnpaBAeHHbIX APYIMMM Y4aCTHUKAMMU.

GARP BK/to4aeT B cebs Tpu TMNa cooblieHuit: Join, Leave n LeaveAll.

Koraa npuknagHoit o6bekT GARP xo4ueT 3aperucTpmMpoBaTth CBOK COBCTBEHHYO MHGOPMALMIO HA APYIMX
KOMMYyTaTopax, 06beKT oTnpasaseT coobuieHne Join. CoobLieHns Join genatca Ha gga tmna: JoinEmpty u
JoinIn. CoobuweHue Joinln oTnpasnseTca ana o6bsBAEHNA 3aperncTpMpoBaHHOro aTtpmbyTa, a coobeHne
JoinEmpty otnpasnsetca a4na o6baBAEHMA eLle He 3aperncTpMpoBaHHOro aTpmbyTa.

Korga npuknagHoi o6bekT GARP xoueT yaanntb cBoto cOBCTBEHHYIO MHPOPMALMIO Ha APYTrMX KOMMYTATOpPaX,
06beKT oTnpasnseT cooblieHne Leave.

Mocne 3anycka o6bekTa GARP oH 3anycKkaeT Tanmep LeaveAll. Koraa nepuog tanmepa Uctekaer, 06bekT
oTnpasnaeT coobuieHne LeaveAll.

MpumeyaHue:
MpuKnagHoM 06bEKT yKasbiBaeT NOPT C noanepKkoit GARP.

Tanmepbl GARP — 3To Tamep Hold, Talimep Join, Talimep Leave u Tanmep LeaveAll.

Hold Timer: NMpu nonyyeHnn perncTpaumoHHoro coobuieHms o6bekT GARP He cpasy oTnpasnseT coobuieHne o
npucoeamMHeHuK, a 3anyckaet Taimep Hold. Koraa nepuog talimepa ncTeKaeT, 06beKT OTMNpaBaseT Bce
PEerMcTpaumoHHble COOBLLLEHUSA, NOJTlYYEHHbIE B TEYEHME NPeALLIEeCTBYOWEro nepmMoaa, B 04HOM COOBLLEHNM O
npucoeamMHeHNM, COKPaLLAa OTNPABKY NaKeTOB A4S NOBbIWEHMA CTAabUABHOCTU CETU.

Join Timer: YTo6bl rapaHTUMPOBATL NONYyYEHME COODOLLEHNUI Join APYrMMKM NPUKNAAHBIMU 0BbEKTaMK,
npuknagHon obbekT GARP 3anyckaet Taiimep Join nocne oTnpaBku coobuieHma Join. Ecam coobuieHme Joinin
He No/ly4eHo A0 UCTeYeHMA Nepmuoaa Talimepa Join, 06beKT cHOoBa OTNpPaBaseT cooblieHune Join. Ecam
coobLeHue Joinln nonyyeHo 40 UCTeYEHMA Nepmnoaa Taimepa Join, 06bEKT He OTNpaBAseT BTOpoe coobLieHne
Join.

Leave Timer: Korga npuknagHon o6bekT GARP xoueT yaanutb nHGopmauuto o6 atpubyte, o6beKT oTnpasBaseT



coobueHne Leave. O6BbEKT, MONyYnBLUNI cooblieHMe, 3anycKaeT Tanmep Leave. Ecam coobueHue Join He
Noay4yeHo 40 UCTeYEeHMA Nepmoaa Tamepa, 06bEKT, MOYYMBLUMI cOObLEeHME, yaanseT nHdopmauuto ob
aTpubyTe.

LeaveAll Timer: Mocne 3anycka o6bekta GARP oH 3anyckaeT Tanmep LeaveAll. Korga nepuog tTanmepa
UcTeKaeT, 06beKT oTnpasaseT coobuleHne LeaveAll, utobbl gpyrne npuknagHble 06beKTbl GARP
nepeperucTpmMpoBanu Bce aTpmbyThl. 3aTemM 06BEKT CHOBaA 3anyckaeT Talimep LeaveAll ana HoBoro uuykna.

6.24.2 GMRP

GARP Multicast Registration Protocol (GMRP) — 3To NpoTOKOA pernctpaumMm MHOroaapecHol nepegayu,
OCHOBAHHbI Ha GARP. OH 1cnosb3yeTca ANA NOAAEPHKKN PErNCTPALLMOHHOK MHPOPMALMKN MHOTOaAPECHOM
paccbiNKM KOMMYTaTOpPOB. Bce KommyTaTopbl € noaaep»kkot GMRP moryT nonyyaTb MHGopmaLmio o
pervcTpauym MHOroaZpecHom Paccbl/iKM OT APYTMX KOMMYTATOPOB, AMHAMMUYECKM 06HOBAATL MHPOPMALLMIO O
pervcTpauumn 0KaNbHON MHOTOaAPECHOM PACChIIKM U PAcNpPOCTPaHATb MHOPMALUIO O perucTpauum
JIOKa/IbHOM MHOTOAZPECHOM PACcCbI/IKM Ha ApYyrMe KOMMYTaTopbl. ITOT MexaHU3mM obmeHa MHpopmaumen
obecneymBaeT cornacoBaHHOCTb MHOIOaAPECcHOM MHbOPMaL MK, NoAAEPKMBAEMON BCEMU KOMMYTATOPaMm C
noaaepkoit GMRP B ceTu.

Ecnm KoMmMyTaTop UK TEPMUHAN XOYET NPUCOESMHUTBLCA K Tpynne MHOrOaZpPeCHOM PAaCcCbIIKU NN BbINTU U3
Hee, NopT ¢ noaaepxKkon GMRP nepegaet MHPopMaUMIO Ha BCe NOPTbI B TOM e VLAN.

6.24.3 OnucaHue

MopT areHTa: ykasbiBaeT NOPT, Ha KOTOPOM BKAoYeHbl GMRP 1 ¢pyHKUMA areHTa.

MopT pacnpocTpaHeHMA: YKa3biBaeT NOPT, HA KOTOPOM BKJIOYEH TO/IbKO GMRP, HO He ¢yHKLMA areHTa.
JMHaMmnyeckn nsyvyeHHas 3anmcb MHoroagpecHoi paccolnkn GMRP 1 3anucb areHTa nepeHanpaBaatoTcA
NOPTOM PACcNpPOCTPaHEHUA Ha MOPTbI PACNPOCTPAHEHMA YCTPOCTB Hoslee HU3KOro YPOBHA.

Bce Taimepbl GMRP B 0aHOM ceTU A0NXKHbI NOAAEPHKMBATb COr/1aCOBAaHHOCTb BO M36erKaHMe B3aMMHbIX MOMEX.
Talimepbl 4ONXKHbI COOTBETCTBOBATL cAeaylolmm npasunam: Taimep Hold < Taimep Join, 2*Talimep Join <
Talimep Leave, Taiimep Leave <taiimep LeaveAll.

6.24.4 Hactpoiika uepes Be6-uHTepdeic

Bkntounte rnobanbHbii npoTokon GMRP, Kak MOKa3aHO Ha PUCYHKE HUXKe.

Protocol Configure

GMRP State Enable w
Leaveall Timer 1ooao ms

PucyHok 145 MobanbHasa HacTpolika GMRP

GMRP State

BapwuaHnTbl: Enable/Disable

Mo ymonyaHuto: Disable

dyHKUMA: BkAoueHMe nunn BolikaoveHue rnobansHon dyHKuMmn GMRP. dyHKuuio n IGMP Snooping Henb3s
BK/OYUTb OHOBPEMEHHO.

LeaveAll Timer

OnanasoH: 100 mc~327600 mc

Mo ymonyaHuto: 10000 mc

dyHKUMA: HacTponKa MHTepBana BpeMeHM s oTnpaBKku coobueHnin LeaveAll. 3HaueHMe AOMKHO ObITb KPaTHO
100.



OnucaHue: Ecnuv Talimepbl LeaveAll pasHbiX yCTPOMCTB MCTEKAOT 04HOBPEMEHHO, OAHOBPEMEHHO byaeT

OTnpaBaAEeHO HECKOJIbKO COOﬁLLI,EHMl‘;I LeaveAII, YTO NpmMBeaEeT K YBE/IMYEHUIO KOJIMYECTBA HEHYXKHbIX NAKETOB.

Y106kl NpeaoTBpaTUTL 3Ty Npobniemy, pakTUueckuin MHTepBan Talimepa LeaveAll npeacrasnset cobon
CNy4YaitHOe 3HaYeHMe MeXKAY YKa3aHHbIM 3HaYeHNEM U YKAa3aHHbIM 3HAYEHUEM, YMHOXKEHHbIM Ha 1,5.
2. HactpowTe ¢pyHKLUMIO GMPR Ha KaxK40M NopTy, KaK MOKA3aHO Ha PUCYHKE HUXKe.

Port Configure

S1IFEE Disable [0 Jms | [EOD ms | 000 |ms
S1FET Disable [0 Jms | [EOD ms | 000 |ms
S1IFES Disable [0 Jms | [EOD ms | 000 |ms
S4/GE Disable [0 Jms | [EOD ms | 000 |ms
S4/GE4 | [Disable v | [Dizable o ms | [E0D ms | 000 |ms
Apply
PucyHok 146 Hactpoiika ¢yHKunn GMPR Ha nopTy
GMRP Enable

BapwuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

®OyHKUMA: BrkntoueHne unm BobikntodeHne GMRP Ha noprty.

Agent Enable

BapwuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

PyHKUMA: BkAoyeHMe unu BolkaoveHmne dyHKunm areHta GMRP Ha noprTy.

MpeaynpexpgeHue:

> [lopT areHTa He MOKEeT PacnpPOCTPAHATb 3aMMCb areHTa.

> YTobbl BKAOUMTL PYHKLMIO areHTa GMRP Ha nopTy, He0obxoAMMO CHavana BKAUYUTb
dyHKUMO GMRP.

A

CauTIiOM

Hold Timer

OuanasoH: 100 mc~327600 mc

Mo ymonyaHuto: 100 mc

OnucaHue: 3HayeHne AOMKHO 6bITb KpaTHO 100. Jlyylle ycTaHOBUTbL OAMHAKOBOE Bpems Taimepos Hold Ha
BCEX NopTax ¢ noaaepkont GMRP.

Join Timer

AnanasoH: 100 mc~327600 mc

Mo ymonyaHuto: 500 mc

OnucaHune: 3HavyeHMe JOMKHO bbITb KpaTHO 100. J/lyyle yCcTaHOBUTb OAMHAKOBOE BpeMsa TalmepoBs Join Ha Bcex



nopTtax c nogaep*kkon GMRP.

Leave Timer

OuanasoH: 100 mc~327600 mc

Mo ymonyaHuto: 3000 mc

OnucaHue: 3HayeHne AoMKHO 6bITb KpaTHO 100. Jlyylue ycTaHOBUTbL OAMHAKOBOE Bpems Talmepos Leave Ha
BCeX NopTax ¢ noaaepkkot GMRP.

3. fob6asbTe 3anuch areHTa GMRP, Kak MOKa3aHO Ha PUCYHKE HUXKe.

GMRP Agent Set

010000000001

1 (1-4003)

Port List

MOTE: Multicast propagation port canncot be set as member port!

31/FEl

PucyHok 147 HacTtpoiika 3anucu areHta GMRP

MAC

$opmat: HHHHHHHHHHHH (H — wecTHaauaTepuyHoe yncno.)

®yHKuMA: Hactpolika MAC-agpeca MHOroagpecHo rpynnbl. Maaawmuii 6uT B nepsom bakite paseH 1.
VLAN ID

BapuaHTbI: BCce co3gaHHble Homepa VLAN

®yHKumA: Hactpolika VLAN ID gna 3anucu areHTa GMRP.

OnwucaHune: 3anuco areHTa GMRP moxkeT 6bITb NepeHanpasieHa TObKO M3 NOpTa PacnpPOCTPaHEHUs C
naeHtnomkatopom VLAN, coBnagatowmm c naeHtudurkatopom VLAN 310l 3anmcu.

Member Port List

Bbibop NopTa-y4acTHMKaA 41 3anmcK areHTa. MopT MOXKHO BbIGPaTh TO/IbKO M3 YMC/Ia MOPTOB C NOAAEPHKKOM
areHTa GMRP.

Source Port List

BapuaHTbI: Bce NopTbl ¢ nogaepxKkon areHta GMRP

4. [pocMmoTpUTe, U3IMEHUTE AN yaanuTe 3anucb areHta GMRP, KaK NOKa3aHO Ha PUCYHKEe HUXKe.



GMRP Agent List

&4 01-00-00-00-00-01 1 S1FE1
Oz 01-00-00-00-00-02 2 S1FE1

PucyHok 148 [leictBuma c 3anucbto areHta GMRP

3anucb areHTa GMRP coaeput MAC-aapec, VLAN ID 1 nopt y4yacTHUK. YToBbl yaanuTb 3anuch, Bbibepute
3anucb u wenkHute <Delete>. YTo6bl U3MEHUTb 3aMMCb, BbIbepUTe 3anuch 1 WwenkHute <Modify>.

5. OTo6parKaloTca Y4aCTHUKM MHOTOa4PeCHOM PacChI/IKW 3TOM 3aMMCK areHTa Ha NoAKAIYEHHOM cocegHEM
YCTPOICTBE, KaK NOKA3aHO Ha PUCYHKe HUXKE.

[onHbl 6bITb cCOBAOAEHBI CeayoWMe YyCN0BUA.

> OyHKLUMA GMRP BKAtoYEHa Ha B3aMMOCBA3aHHbIX YCTPOMCTBaX.

[Ba nopTa, KOTOpble COeANHAOT YCTPOMCTBA, A0KHbI ObITb NOpTaMu pacnpoctpaHeHus, a VLAN ID nopTa
pacnpocTpaHeHMA Ha IOKaIbHOM YCTPOMCTBE A0/IKEH COBNAAATb C MAEHTUDUKATOPOM B 3aMMCK areHTa.

GMRP Dynamic Multicast List

1 01-00-00-00-00-01 1 S0FE1

PucyHok 149 InHammyecKkas Tabnuua mHoroagpecHom paccbiiku GMRP
GMRP Dynamic Multicast List
Cocras: {Index, Multicast MAC, VLAN ID, Member Port}
PyHKUMA: MPoCMOTP ANHAMUYECKUX 3aNNCEN MHOTOaAPeCcHOM paccblinkm GMRP.

6.24.5 NMpumep TMNOBOWU KOHPUrypauum

KaK noKasaHo Ha pUCYHKe HUXKe, KoMMyTaTop A U KOMMyTaTop B coeanHeHbl Yepes noptbl 2. MopT 1
KOMMYyTaTopa A HacTPOEeH KaK NopT-areHT U COAEPKUT ABe 3aNnUch MHOroaApPeCcHOM PacCbIKU:
MAC-agpec: 01-00-00-00-00-01, VLAN: 1

MAC-agpec: 01-00-00-00-00-02, VLAN: 2

Mocne HacTPOMKK pasinyHbIX aTpmbytoB VLAN Ha nopTax HabnoganTe 3a AMHAMUYECKOWN perucTpaumen
MeX4y KOMMYTaTopammu 1 06HOBAEHNEM MHPOPMALMKN O MHOTOaAPECHOM paccbliKe.

Agent Port

SwitchA SwitchB
PucyHok 150 Cetb GMRP

KoHurypauma kommytaTopa A:

1. BKatoumnTe rnobanbHyto pyHKumo GMRP Ha KommyTaTope A; ycTaHoBUTE A1a Tanmepa LeaveAll 3HauyeHue no
YMOANYaAHMIO, KaK NOKAa3aHOo Ha puUcyHKe 145.

2. Bkntounte pyHKUMO GMRP 1 dyHKUMIO areHTa Ha NopTy 1; BKAOUMTE TObKO PyHKUMo GMRP Ha nopTy 2;



yCTaHOBMUTE TaMepbl Ha 3HAYEHMA MO YMOYAHUIO, KaK NMOKa3aHOo Ha puUCyHKe 146.

3. HacTtpowTe 3anucb areHTa MHOroaapecHoi paccbiiku. YctaHosute <MACaddress, VLAN ID, Member port>
<01-00-00-00-00-01, 1, 1> n <01-00-00-00-00-02, 2, 1>, KaK NOKa3aHO Ha pUCyHKe 147.

KoHndurypauma kKommyTtaTtopa B:

1. BKatouuTe rnobanbHyto pyHKUno GMRP Ha KommyTaTope B; yctaHoBUTe anda Talimepa LeaveAll 3HayeHure no
YMOIYAHMIO, KaK MOKA3aHO Ha puUCyHKe 145,

2. Bkntounte pyHKUM0o GMRP Ha nopTy 2; ycTaHOBUTE TalMepbl Ha 3HAYEHMA MO YMONYAHMIO, KaK NMOKA3aHo Ha
pucyHke 146.

B Tabanue nepeymcaeHbl AMHAMUYECKM NONYYEHHbIE 3aMMCU MHOTOaAPEeCcHOM paccbliku GMRP Ha
KommyTaTtope B.

Tabanua 8 AnHamuyeckue 3annucu MHOroaapecHoOmn paccbiiku

ATpnbYTbI NopTa 2 KOMMmyTaTopa A |ATpMBYTbI NopTa 2 KOMMyTaTopa B [3anMcK MHOroaapecHO! pacchiaku,
noJiy4yeHHble Ha KommyTaTtope B

MAC: 01-00-00-00-00-01
Untagl Untagl VLAN ID: 1
MopT-y4acTHUK 2

MAC: 01-00-00-00-00-02
Untag2 Untag2 VLAN ID: 2
MopT-y4acTHUK 2

MAC: 01-00-00-00-00-01
Untagl Untag2 VLAN ID: 2
MopT-y4acTHUK 2

6.25 RMON

6.25.1 O630p

OcHoBaHHbIN Ha apxuTekType SNMP, yaaneHHbIi MOHUTOPUHT ceTn (RMON) nossonsieT ycTpomncTeam
ynpaBAeHMA CETbO OCYLLECTBAATL YNPEKAAOLNNA MOHUTOPUHT M yNpaBAeHME YNPaBAAEMbIMU YCTPONCTBAMM.
CeTb RMON 06bI4HO BK/AtOYAET B cebs CTaHLMIO yNpaB/ieHuaA ceTbio U areHTbl. NMS ynpasnaeT areHTamu, a
areHTbl MOTyT cObMpaTb CTAaTUCTUKY NO PA3INYHBIM TUNAM TpaduMKa Ha STUX NOPTaXx.

RMON B ocHOBHOM obecneymBaeT CTaTUCTUKY U GYHKLMN CUTHaNM3aLmm. C nomoLbto GyHKLMM CTAaTUCTUKM
AreHTbl MOTYT NEPUOANYECKMN COBUPATL CTAaTUCTMKY NO PA3IMYHBIM TUMAM TpadurKa Ha 3TUX NOPTax, Hanpumep,
KO/IMYECTBO MaKETOB, NOJIyYEHHbIX U3 ONpeAeNeHHOro CerMeHTa CeTU 3a onpeaeneHHbli nepuos. yHKLmMA
TPEBOIM 3aK/10YAETCA B TOM, YTO areHTbl MOTYT OTC/IEXKMBATb 3HAYEHUA YKa3aHHbIX nepemeHHbix MIB. Korga
3HauyeHWe JOCTMUraeT Nopora TPeBoru (Hanpumep, KOJIMYECTBO NAKETOB SOCTUIAET YKa3aHHOTO 3HAYEHUS ), areHT
MOKET aBTOMaTMYECKM 3anncbiBaTb cobbITUA TpeBoru B *KypHaa RMON uaun otnpasasTb coobuieHne Trap Ha
ynpaBasAwoLLee yCTPOMCTBO.

6.25.2 N'pynnbi RMON

RMON (RFC2819) onpeaensaeT HeckosbKko rpynn RMON. YcTpoiicTBa cepum NoAAep»KUBAOT rPYNMNy CTaTUCTUKMU,
rpynny UCToOpun, rpynny cobbITUIA U rPYNNYy CUrHaA0B Tpesoru B oblweaoctynHon MIB. Kaxkaaa rpynna
noaaepkmeaet Ao 32 3anucen.

> [pynna cTaTUCTUKK

C nomoLLbio Fpynnbl CTAaTUCTUKM cUCTEMA COBMPAET CTAaTUCTUKY NO BCEM TUNaM TpadMKa Ha NOPTax U COXPaHAeT
CTaTUCTUKY B Tabauue cTaTucTUKKM Ethernet ana ganbHelwero 3anpoca ynpasasatoLLmMM YCTPONCTBOM.
CTaTUCTUKA BKAKOYAET B cebs KONMUYeCcTBO CeTeBbIX KOI/IM3MM, NakeTos ¢ ownbKkamm CRC, NnakeToB MeHbLLEero
nnum 6onbLIero pasmepa, LWMPOKOBELLLATENbHbIX U MHOrO3aAPECHbIX NAKETOB, NONYYEHHbIX 6aUTOB U
NoJly4eHHbIX NakeToB. MNocne ycnewHoro co3gaHnaA 3anmMcu CTaTUCTUKM Ha YKa3aHHOM MOPTY rpynna CTaTUCTUKMK
NoACYNTbIBAET KOJIMYECTBO MaKETOB Ha NOPTY, U CTAaTUCTMKA NpeacTaBAseT coboli NOCTOAHHO HaKanaMBaeMoe



3HayeHwue.

> [pynna ucropmu

lpynna uctopum TpebyeT, 4Tobbl cMCTEMaA NepuoguYeckn oToupana Bce BUAbl TpadMKa Ha MOpPTax U COXpaHana
3HaYyeHMA BbIBOPKK B TabanLe 3anmcei UCTOPUM 18 AaNbHENLWEro 3anpoca yCTPOMCTBOM ynpasneHus. Mpynna
WUCTOPUUN NOACUYNUTLIBAET CTAaTUCTUYECKME 3HAYEHUA BCEX BUAOB AaHHbIX B UHTEPBaNE BbIOOPKMU.

> [pynna cobbiTnit

Mpynna cobbITUiA UCNONb3YyeTCA ANA onpeaesieHna UHAEKCOB CObbITMIA U MeToA0B 06paboTKM CObbITUIA.
CobbiTusA, onpegeneHHble B rpynne cobbITUIM, UCNONB3YIOTCA B 3/IeMeHTe KOHPUrypaLumm rpynmnbl TPEBOT.
CobbIThe 3anycKaeTcs, Korga KOHTPOAMpyeMoe YCTPOMUCTBO COOTBETCTBYET yCN0BUIO TpeBorn. CobbiTua
obpabatbiBatoTca cneayowmmm cnocobamu:

Log: pernctpmpyeT cobbITUA 1 COOTBETCTBYHOLLYIO MHOPMaLMIo B TabamLe KypHaia cobbITUi.

Trap: otnpasnset coobuieHne Trap 8 NMS n nnpopmmnpyet NMS o cobbiTuu.

Trap: otnpasnset coobueHne Trap 8 NMS n nnpopmunpyet NMS o cobbitum.

None: yKa3blBaeT Ha OTCYTCTBUE AENCTBUN.

> [pynna Tpesoru

YnpasneHue curHanamm Tpesorn RMON mMoKeT OTCAeKMBATb YKa3aHHbIe NepeMeHHble aBapUHbIX CUTHA/I0B
Tpesoru. llocsie Toro, Kak 3anmcu CUrHaJioB TPEBOTM onpeaeseHbl, CUCTEMA NOJYUUT 3HAUYEHUA
KOHTPOMPYEMbIX NEPEMEHHbIX CUFHANI0B TPEBOIM 33 onpeaesieHHbl nepuos. Koraa sHayeHne nepemeHHolM
Tpesoru 60blUe UM PAaBHO BEPXHEMY Npeaeny, MHUMLMnpyeTcs cobbliTue pocta 3HayeHmA. Korga 3HaueHune
nepemeHHOM TPEBOTU MEHbLLE MW PAaBHO HUXKHEMY Npeaeny, MHUUMMpyeTca cobbiTre NageHnsa 3HaYeHUS.
CurHanbl TpeBorm 6yayT o6pabaTbiBaTbCA B COOTBETCTBUM C onpeaesieHnem cobbitus.

MpeaynpexaeHue:

Ecnn BbIBpaHHOE 3HaYeHMe NepemeHHON TPEBOry NPeBbIAET NOPOroBoe 3HaYeHme
HEeCKO/1bKO pa3 B 04HOM M TOM }Ke HanpaBaeHunu, To cobbiTe TpeBorm cpabaTtbiBaeT TONbKO B
nepsblii pas. Taknm 06pa3om, CUrHa bl NOBbLILWEHNA U NaAEeHMA 3HAYEHUA reHepupyroTca
nonepemeHHo.

6.25.3 Hactpoiika yepes Beb6-uHTepdeiic

1. HacTpoliTe TabamLy CTaTUCTUKM, KaK NOKa3aHO Ha CeAyOWEM PUCYHKeE.

Set Statistics Information

1 a 517G

J.IIJJ.PI jul

PucyHok 151 Cratuctmka RMON

Index

OnanasoH: 1765535

®yHKUMA: HacTpoiKka HoMepa 3anmncy CTaTUCTUKM.

Owner

Anana3oH: 1732 cumsona

®PyHKuUMA: HacTpoika UMeHM 3anncm CTaTUCTUKN.

Data Source

®PyHKUMA: Boibop nopTa aaa cbopa CTaTUCTUKMU.

2. HacTtpowTe Tabamuy UCTopuM, Kak MOKA3aHO Ha C/ieayoLem PUCYHKe.



| 2 |

| S1/GE1 v|

| b |

| 10 |

| 20 |

PucyHok 152 Tabauua ncropum RMON

Index

OuanasoH: 1765535

dyHKuMA: HacTpoiika HoMepa 3anncK UCTopuun.
Data Source

dyHKuMA: Bbibop nopTta ana cbopa nHpopmaumu.
Owner

OuanasoH: 1~32 cumsona

dyHKUMA: HacTponKa UMeHM 3anncu UCTopuMm.
Sampling Number

Ownana3oH: 1765535

®yHKUMA: HacTpolika KonmyecTBa BbIOOPOK 415 nopTa.
Sampling Space

AnanasoH: 13600 c

®yHKuMA: HacTpolika nepuoga Bbl6OPKKM gns nopra.

3. HactpouTe Tabamuy cobbITUiM, Kak NOKa3aHO Ha cneayowem pUCcyHKe.

| 3 |

| c |

| LogandTrap v|

| alarm |

| public |

PucyHok 153 Tabaumua cobbitnit RMON

Index

OnanasoH: 1765535

dyHKUMA: HacTpoiKa NopaaKoBOro Homepa 3anmncu cobbITUI.
Owner

OnanasoH: 1732 cumeona

®PyHKUMA: HacTpoKka MeHU 3anncu cobbitma.

Event Type

BapwuaHTtbl: NONE/LOG/Snmp-Trap/Log and Trap

Mo ymonyaHuto: NONE

dyHKuMA: HacTpoiKa TMna cobbiTna 414 CUrHaN0B TPEBOMU, TO eCTb PeXXnMmMa 06paboTKM CUrHaNoB TPEBOT K.
Event Description

OvnanasoH: 1~127 cumeonos



®yHKuUMA: OnncaHue cobbiTuA.

Event Community

OvnanasoH: 17127 cumsonos

dPyHKUMA: 3a4aHNE UMeHM coobLLecTBa 418 OTMNPaBKM CobbITUA trap. 3HaYeHMe AOMKHO COBMNaAaTb CO
3HayeHuem B SNMP.

4. HacTpoitTe Tabanuy cMrHaamM3saumm, Kak NoKasaHo Ha caeayowmx pUcyHKax.

| 4 |

[z L2122 1. 16|

| d |

| S1/G¥1 v|

Abzolute v|

Rizingilarm v|

20

|

|

| |
| 100 |
| 20 |
| |
| |

PucyHok 154 Tabnuua curHanusaumm RMON

Index

OnanasoH: 1765535

®PyHKUMA: HacTpoika HoMepa 3anucy curHana Tpesoru.

oiD

YkaszaHue OID Ttekywero y3na MIB.

Owner

Awnana3oH: 1732 cumsona

®PyHKUMA: HacTpoiKka MeHU 3anncu curHana Tpesoru.

Data Source

®PyHKUMA: Boibop nopTa ana oTcheknBaHna MHGopmaumu.

Sampling Type

BapwuaHTbl: Absolute/Delta

Mo ymonyaHuto: Absolute

®yHKuMA: Absolute yKkasbiBaeT Ha BbIBOPKY Ha OCHOBE abCONOTHOIO 3HAYeHMA. 3HAYEHNE NepeMEeHHON
W3BNEKAETCA HaNpAMYIo, KOraa npubanKaeTca KoHew, neprosa Bbl6opku. Delta ykasbiBaeT BbIOOPKY Ha OCHOBe
N3MEHEHMA 3HAYEHMA. 3HAaYEHNE U3MEHEHMA NepeMEHHOM 3a Nepuros BbIDOPKKU U3BNEKAEeTCsA, Korga
npubAnIKaeTca KoHew, nepnoaa.

Alarm Type

BapwuaHTbl: RisingAlarm/FallingAlarm/RisOrFallAlarm

Mo ymonyaHuto: RisingAlarm

®yHKUMA: BbIbOp TMNA CMrHana TPEBOTU, BKAKOYAA CUTHAN MO nepegHemMy GPOHTY, CUrHaA Nno 3agHemy GpoHTY,
a TaKXKe CUrHaa no nepeaHemy v 3agHemy GpPoHTY.

Sampling Space

OuanasoH: 1765535

dyHKuMA: HacTpoiKa neproaa BbiI6OPKM. 3HaYEHMe A0/IKHO COBMagaTh CO 3HaYeHWEM B Tabanue UCTOPUM.



Rising Threshold

Onana3oH: 0765535

dyHKuMA: HacTpoiKa NoporoBoro 3HayeHus no HapactaHuto. Korga sHayeHne BbIGOPKKM NpeBbIaeT nopor
NnoBbILIEHMA 1 TUNOM TpeBoru aeaaetca RisingAlarm nau RisOrFallAlarm, cpabaTtbiBaeT TpeBora 1 akTMBMpyeTca
WHAEKC COObITUI MOBbILEHUS.

Falling Threshold

OnanasoH: 0765535

dyHKUMA: HacTpoiKa NoporoBoro 3HavyeHus no noHu:keHuto. Korga sHauyeHne BbIGOPKKU HUKe nopora
NMOHWKEHMA U TUNom Tpesorun asasetcs FallingAlarm muau RisOrFallAlarm, cpabaTbiBaeT TpeBora v akTMBUPYeETCA
WMHAEKC COObITUIM MOHMMXKEHMA.

Rising Event Index

OnanasoH: 0765535

®PyHKUMA: HacTponTe MHAEKC cObbITUA HapacTaHUsA, TO eCTb perkMm 06paboTKM CMrHaANOB TPEBOIM NO
HapacTaHuio.

Falling Event Index

®PyHKUMA: HacTpoliTe MHAEKC cobbiTA yObIBAHWA, TO €CTb PeXKMM 06PabOTKM CUTHANOB TPEBOIM NO YObIBAHMIO.

6.26 3anpoc }XypHana

6.26.1 0O630p

PyHKUMA KypHana 3anmcbiBaeT MHGOPMaALMIO O paboTe KOMMYTaTOpPa, NOMOraa agMUHUCTPATOPY YNTaTb U
yNpaBAATb NAaKeTaMM KYPHaI0B U 0OHAPYKMBATb HEMCNPABHOCTY.

ypHan paboTbl 0XBaTbIBaET:

C1rHanMsaumio no NUTaHMIo, CUrHaIN3aLUMIo Mo TemnepaTtype, CurHanusaumio KoHbamnkra IP/MAC agpecos,
CUrHaM3aumio NopTa, curHanmsaumio DT-Ring u curHanusaymio no TpadpuKky nopTta

LLInpokoBeLaTeNbHbIN LUTOPM

Mepesarpysky

6.26.2 OnucaHue

pHan coaepnt makcumym 1024 3anncu. Ecam HactpoeHo 6onee 1024 3anuncei, HoBble 3anNUCK
nepes3anuncbiBatoT cTapble 3anucwm.

6.26.3 Hactpoiika yepes Be6-uHTepdeic

BKAtoUuMTE BYHKLMIO XKYPHAIa, KaK NOKa3aHO Ha PUCYHKE HUMKeE.

PucyHok 155 HacTpoiika cocTosHMA KypHana

Enable Runlog

BapuaHTbl: Enable/Disable

Mo ymonyaHuio: Enable

®PyHKUMA: BKAtoYeHME naun BbiKAOYEeHUE GYHKLMM KypHana. Ecam dyHKLmMA BKAoYeHa, MHPopmaLma o paboTe
byaeT 3anucaHa.

2. HacTpoliTe BbIrpy3Ky XypHana, Kak NOKa3aHO Ha PUCYHKe HUXKe.



+“ RunLog Uploaced

|192. 168. 0. 23

|1|:ug. txt

| admin

PucyHok 156 Bbirpyska »KypHana

FTP Server IP Address

®opmart: A.B.C.D

dyHKuMA: HacTpolika IP-agpeca cepsepa FTP.

FTP File Name

Awnana3oH: 1~20 cumBosios

dyHKuMA: 3agaHne umeHun daina *KypHana, COXpaHEHHOTO Ha cepBepe.
FTP User Name

OnanasoH: 1720 cumBonos

2)1\_/: g::v.vi?ﬂawe MIMERN ”°“b3°BaTe“§vfg§AoK 156 Boirpyska xxypHana
OnanasoH: 1720 cumBonoB

dyHKumA: 3agaHue napons FTP.

MpeaynpexaeHue:
B npouecce Bbirpy3Kku skypHana MO cepsepa A0/KHO paboTaTb.

|

CAaUuTIOMN

3. MpocmoTpuTe KypHas, Kak MOKa3aHO Ha PUCYHKe HUXKe.



Performance log

10 Ring Open/Close THU SEP 13 15:24:42 2012 Ring alarm: entity id:1 state:Ring cpen

g ForLink Alarm THU SEP 13 15:24:42 2012 Fort alarm: entity id:1/2 port:1/2 state:Link down
8 Ring Open/Close THU SEP 13 15:24:07 2012 Ring alarm: entity id:1 state'Ring close

7 PorLink Alarm THU 3EP 13 15:24:07 2012 Part alarm: entity id:1/2 port:1/2 state:Link up
g Output rate THU SEP 13 15:23:44 2012 Qutput alarm; entity id: 1 state:Alarm

5 Input rate THU SEP 13 15:23:43 2012 Input alarm: entity id: 1 state:Alarm

4 ForLink Alarm THU SEP 13 15:23:38 2012 Fart alarm: entity id:1/1 port:1/1 state:Link up
3 Output rate THU 3EP 13 15:22:58 2012 Qutput alarm: entity id:2 state:Mormal

2 PorLink Alarm THU SEF 13 15:22:55 2012 Port alarm: entity id:1/2 port.1/2 state:Link down
1 Poweralarm THU SEP 13 15:21:49 2012 Fower alarm: entity id:2 state:Power down

0 Qutput rate THU SEP 13 15:21:28 2012 Qutput alarm: entity id:2 state:Alarm

PucyHok 157 3anpoc KypHana

Performance log
Cocras: {Index, LogType, Time, Description}
PyHKUMA: OTOOpaXKEHNE TEKYLLETO KypHana

6.27 HacTpo#Ka 1 3anpoc agpeca 0g4HOa[pecHOM PaccbiNKu

6.27.1 0630p

Mpwu nepecoblnKe NakeTa KOMMYTaTOP ULET NOPT NepecbiikK B Tabanue MAC-agpecos Ha ocHoBe MAC-aapeca
nosay4vatens nakeTta.

MAC-agpec MOXKET ObITb KaK CTaTUYECKMM, TaK M AMHAMUYECKUM.

Cratnyeckmit MAC-agpec HacTpamsaeTcs. OH MMeeT HaMBbICLIMIA NPUOPUTET (He NepeonpeaenseTcs
AnHamuyeckumm MAC-agpecamun) n AeicTByeT NOCTOSHHO.

OnHamunyeckme MAC-agpeca KOMMyTaTop Y3HAET NPU NepecbliKe AaHHbIX, OHM AENCTBYIOT TO/IbKO Ha
onpeaeneHHbl nepuod. KommyraTop nepnoamnyeckn obHosadeT ceoto Tabanuy MAC-agpecos. Mpu
nosy4yeHUM Kaapa AaHHbIX ANA NePECchbIIKM KOMMYTATOp y3HaeT ucxogHbli MAC-agpec Kagpa, ycTaHaBaMBaet
COMocTaB/ieHNe C NPUHMMAIOLLMM NMOPTOM U 3anpalunBaeT NOPT nepecbiiku B Tabanue MAC-agpecos Ha
ocHose MAC-agpeca nosyyatena kagpa. Ecam coBnageHune HailgeHo, KOMMYTATOpP NepecbiaiaeT Kagp AaHHbIX C
COOTBETCTBYHOLLEro NopTa. Ecnn coBnageHunin He HallaeHO, KOMMyTaTOp NepesaeT Kaap B CBOEM
LIMpPOKOBeLLaTe/IbHOM JOMEHeE.

KommyTtatop nogaep:meaeT He bonee 256 cTaTMYeCKMX O4HOALPECHDIX 3anmnce.

6.27.2 Hactpoiika yepes Be6-uHtepdeiic

1. lo6aBbTe cTaTnyecKyto 3anncb MAC-aapeca, Kak NOKa3aHO Ha PUCYHKE HUMXKe.

Set FOB Unicast

ecdel23456TE 2 | S1/FEZ w

PucyHok 158 [lobaBneHune cTaTMyeckom ogHoaapecHom 3anmcn FDB

MAC
dopmat: HHHHHHHHHHHH (H — wecTtHaauaTepuyHoe uncno.) dyHKkums: Hactpoitka MAC-aagpeca



OAHOaAPeCcHOWM paccbinkM. Mnaaawuii 6uT B nepsom balite paseH 0.

VLAN ID

BapuaHTbI: Bce co3gaHHble VLAN ID

Member Port

BapuraHTbI: BCe NOPTbl KOMMYTATOpPA.

dyHKUMA: BbibepuTe NopT 414 NEPECHIIKM NaKeToB, NpeaHasHavyeHHbIx gaa MAC-agpeca. MopT fAonxeH
HaxoAMTbCA B YKaszaHHoOM VLAN.

2. MpocMOoTpUTE CNUCOK aaPeCcoB O4HOAAPECHOMN PACCHIIKM, KaK MOKA3aHO Ha PUCYHKE HUMKE.

FDE Unicast Mac List
& ecde12:34:86:78 2 S1/FEZ
& 00:01:01:01:01:01 1 S1/FEA

PucyHok 159 MpocmoTp cTaTuyeckoi Tabanupl FDB

Bbi6epuTe 3anmch. MOXHO yAannuTb UAN U3MEHUTb 3aMuchb.
3. MpocMoTPUTE AMHAMMUYECKMIN CMIMCOK aapecoB 04HOAAPECHOM PACCbINKM, KaK MOKA3aHO Ha PUCYHKE HUXKe.

Dynamic Unicast Mac List

1 ac1§:2d:03a7:22 1 31/FEZ
2 7071 bc95ce22 1 S1/FEZ
3 d:67.e5:29:82:Fe 1 S1IFEZ
4 d4:be:d9:b3:47:ce 1 S1/FEZ
5 c3:9cdcav 3e06 1 S1/FEZ
& 00:00:00:98:00:54 1 S1JFEZ
7 40:16:9ff0:b0:0e 1 S1IFEZ
8 diG7es19:71e2 1 S1IFEZ
g 80:c1:6eel5h:9a 1 31/FEZ
10 d0:27:88:70:5b:cd 1 S1IFEZ
11 dd:be:d9:b9:46:fh 1 S1IFEZ
12 d4:be:d9:b3:46:bh 1 S1FEZ
13 4487 fcd0:02:be 1 S1IFEZ
14 C83a335:d3cczZa 1 S1/FEZ
15 d0:27:88:45:f25 1 S1IFEZ
16 00:1ecd:17:83:64 1 S1IFEZ

PucyHok 160 AnHammyeckas Tabnuua ogHoaapecHon paccbinku FDB

6.28 DHCP

C HenpepbIBHbIM pacluMpeHnem macwtaba u poCTOM CNOXHOCTU CETU, B YCNOBUAX YACTOrO NepemMelLeHmns
KOMMbIOTEPOB (TaKMX KaKk HOYTOYKM MM 6ecnpoBOfHas CETb) M YMC/IA KOMMbIOTEPOB, NMPEBbIWAILWErO
Bblaensemble IP-agpeca, npotokon BootP, cneunanbHo npegHasHauYeHHbIN g5 CTaTUYECKOM KOHbUrypaumm



XOCTa, OKa3bIBAETCA HECMOCOOHbLIM YA0BNETBOPUTb haKTMUEeCKMe noTpebHocTu. Ana 6bIcTporo goctyna u
BbIXO4a U3 CETU U yAyYLIeHUs KoadPULMEHTA UCNOb30BaHUA pecypcos IP-agpecos Ham HeobxoaMMO
pa3paboTaTb aBTOMaTUYECKUIA MEXaHN3M Ha ocHOoBe BootP ana HasHauyeHua IP-agpecos. [ns peleHns sTux
npobnaem 6611 BBegeH DHCP (NpoToKkon AnMHaMMUYECKON KOHGMIypaLmm XocTa).

DHCP ncnonbsyet moaenb B3aMMOAENCTBUA KNNEHT-cepBep. KAneHT oTnpasaseT 3anpoc KOHPUrypauum Ha
cepBsep, a 3aTem cepBep OTNPaABAAET NapaMeTpbl KOHPUTypaumm, Takue Kak IP-agpec, KAneHTy, focTUras
AMHaMmunyeckol KoHdurypauum IP-agpecos. CTpyKTypa TUNUYHOTFO Ucnonb3osBaHna DHCP nokasaHa Ha pucyHKe
161.

DHCP client DHCP client
DHCP server
———

,
—

(

)

DHCP client DHCP client

PucyHok 161 TunmnyHoe ucnonvszosaHne DHCP

MpeaynpexxaeHue:

B npouecce guHamnyeckoro noayyeHus IP-agpecos coobLLeHNA paccblIatoTcA NyTeM
LLIMPOKOBELLLATE/IbHOW PaccbiKK, NosTomy TpebyeTca, utobbl DHCP-knneHT n DHCP-cepBep
HaXxoAWAUCb B OAHOM CermeHTe. ECIM OHM HaxoaATCA B PA3HbIX CEFMEHTaX, KANEHT MOXKeT
cBA3aTbCA ¢ cepBepom Yepe3 DHCP Relay, utobbl nonyumnTs IP-agpeca n napameTpbl
KOHUrypauum. KommyTtaTopbl cepum He noaaepkMBatoT peTpaHcaauuto DHCP, noatomy
K/IMEHT U cepBep AOIKHbI HAXOAUTLCA B OAHOM CErMeHTe.

DHCP nopgaepruBaeT ABa TMNA MexaHU3MOoB pacnpegeneHua IP-agpecos.

CtaTnuyeckoe pacnpegeneHume: ceTeBoit aAMUHUCTPATOP CTAaTUYECKM NPpMBA3bIBaeT PUKCMpOBaHHbIe IP-aapeca K
HECKONbKMM KOHKPEeTHbIM KnneHTam, Taknm Kak WWW-cepsep, 1 oTnpasnaeT npueAsaHHble IP-aapeca
KnaneHTam no DHCP. 3ToT mexaHM3m pacnpesenieHna coaepXuTt npmneasky IP-agpeca nopta u npmnsasky MAC-
agpeca.

OnHamunueckoe pacnpegenenune: Cepsep DHCP auHamunyecku solaenaet IP-agpec KANeHTy. 3TOT MeXaHM3m
BblAE/NIEHUA MOXKET BbIAENNTb KMEHTY NOCTOAHHbIN IP-aapec nam IP-aapec ¢ orpaHNUYeHHbIM CPOKOM apeHAbl.
Koraa cpok apeHAbl UCTeKaeT, KAMEHTY HeobxoaMMo NOBTOPHO 3anpocuTb IP-agpec. CeTeBON agMUHUCTPATOP
MOKET BblbpaTb MexaHn3M pacnpegeneHma DHCP ana Kaxaoro KaveHTa.

6.28.1 Hacrtpoiika cepsepa DHCP

6.28.1.1 BBegeHue

DHCP-cepBep — noctaswumk ycnyr DHCP. OH ncnonb3yet DHCP-coobuweHus ansa ceasu ¢ DHCP-KnneHToMm,
4yTOObI BbIAENNTD KANEHTY NoaxoAAWwMI IP-agpec M NpyM HEOBXOANMMOCTM HAa3HAUNUTL EMY APYrUe CceTeBble
napameTpbl. DHCP-cepBep 0bbl4HO Mcnonb3yeTca ANA BblaeneHus IP-aapecos B cieayowmx cayyasx.

> bonbwoi macwTtab cetTn. TpyA0EMKOCTb PYYHOM HACTPOIMKM BENKA, U TPYAHO YNPaBAATb BCEWN CETHIO.



> KOo/IM4YecTBO XOCTOB MPEBbILLAET KOIMYECTBO HazHayaeMblIx IP-agpecos, M HET BO3MOYKHOCTM BblAeINUTb
bUKCUPOBaHHbIN IP-aapec Kaxkgomy XocCTy.
> JINlb HECKONIbKO XOCTOB B CETU HY}KAaloTCA B GMKCUMPOBaHHbIX IP-agpecax.

6.28.1.2 Nyn appecos DHCP

DHCP-cepBep BbibupaeT IP-aapec 13 nyna apecoB 1 BbIAENAET ero KANEHTY BMecTe C ApYyrMmMM napameTpamu.
NocnepoBaTenbHOCTb pacnpeaeneHuna IP-agpecos cnegyrowas:

1. IP-agpec cTtaTnyeckun npusasaH K MAC-agpecy KnMeHTa Unm naeHTMduKaTopy nopTa, NOAKAOYEHHOTO K
cepsepy.

2. 3anucaHHbI Ha DHCP-cepBepe IP-agpec, KOTopbIi Koraa-nnmbo 6bin BblAeNeH KANEHTY.

3. IP-agpec, yKasaHHbIN B COOOLLEHNN 3aMpoca, OTNPaABNEHHOM OT KAWEHTa.

4. Neps.blit gocTynHbIN IP-aapec, HalaeHHbIM B Nyae aapecos.

5. Ecnm HeT goctynHoro IP agpeca, nposepseTca IP agpec, CpoK AeNcTBUS KOTOPOro UCTEKAET, U Y KOTOPOro
6b111 KOHOAMKTBI B MpoLecce Ucnoab3oBaHWA. Ecnun Takol IP agpec HallieH, OH NpucBanBaeTca KameHTy. Ecam
HeT, TO HUYero He NPOUCXOAMUT.

6.28.1.3 Hacrpoiika uepes Beb6-uHtepoeiic

1. 3anyctute cepsep DHCP, Kak noka3aHo Ha pucyHKe 162.

DHCP server status O Enable  Allvians: [ Vian-id:|0 | (® Disable

PucyHok 162 COC‘i’OFIHMe cepsepa DHCP

DHCP server status

BapuaHTbl: Enable/Disable

Mo ymonuanuio: Disable

®yHKUMA: BbibOp TEKyLWEro KoMmyTaTopa Kak cepsepa DHCP, 4Tobbl BbIAENWUTD MM He BblaenaTb IP-aapec
KnneHTy. Ecnn Bo Bpemsa BKAOYEHUA BbibpaH naeHtudmkaTop VLAN, DHCP-cepBep BbiaendaeT IP-aapec ToNbKo
KNMEeHTY, oTnpasasatowemy 3anpoc B 3Ty VLAN. Ecnum BbibpaHbl Bce VLAN, DHCP-cepBep Bbigenset IP-agpeca
BCEM K/IMEHTaM, OTNPaBAAIOLWMM 3anpoc.

MNosicHeHue: Mpu Bbibope naeHTudmnkatopa VLAN MoKHO BbiBpaTh TONbKO 0ANH ngeHTndukatop VLAN.

2. Bbibepute pexxkum cepsepa DHCP, Kak nokasaHo Ha pucyHKe 163.

DHCP server mode | O common-Mode ® Port-Mode
PucyHok 163 Pexxum cepsepa DHCP

DHCP server mode

BapuaHTtbl: Common-Mode/Port-Mode

Mo ymonyaHuto: Port-Mode

MosicHeHue: Pexxkum Common-Mode cogepuT AMHaMMUECKoe BblaeneHue IP-agpeca U cTaTUYecKyro NpuBAsKy
MAC-agpeca. Pexxnum Port-Mode o3HayaerT Kefaemyto HacTpoliky IP-agpeca noprta.

3. Hactpolika Port-Mode

Mpu BbIbOpe pexunma Port-Mode B perkume DHCP-cepBepa HasHaubTe noptam IP-agpeca co cTaTuyeckol
NPWBA3KOM, KaK NMOKa3aHo Ha pucyHKe 164.



S1/FE1
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PucyHok 164 enaeman

HacTpoWKa IP-agpeca nopra

enaemasn HacTpolika IP-agpeca nopTta npegHasHayYeHa g5 CTaTUYeCcKon HacTponku IP-agpeca nopta. Koraa
nopT Noay4YaeT coobLyeHne 3anpoca OT KNMeHTa, IP-aapec, NnpuBA3aHHbIM K NOPTY, OyAeT BblAENEH KNUEHTY.

3TOT peXknm BblaeneHus IP nmeeT HaMBbICLLMIA NPUOPUTET, a CPOK apeHabl cocTasnaeT 1000 aHen 23 yaca 59
MWHYT.

CAaUuTIOMN

MpeaynpexpeHue:

IP-agpec, npmBsi3aHHbIN K nopTy, 1 DHCP-cepBep A0/IXKHbI HAXOAUTLCA B O4HOM CErMeHTe.

Ecnu gnsa HasHayeHua IP BbIbBpaH pexXum nopTa, Heobxoammo HacTpouTb DHCP-cepBep, Kak NOKa3aHo Ha
pucyHke 165.

DHCF server status

®Enable  AllVians: ¢] Vian-id: (O Disable

OHCF server mode

O common-Mode ® Port-Mode

DHCP server IP-poal name

pool

The domain name farthe IP-Paoal

domain

The starting IP address of the IP-Foaol

e

The ending IF address of the IP-Poal

e

The sukinet mask of the network-address

255, 2856, 255. 0

The default lease time ofthe IP address

Infinite: (] |0 Days|l  Hours/0  [Minutes

The maximum lease time ofthe IP address

|1_|D a*_.fsl':'_lHnursl':'_lrﬂinutes

IP Address 1:
The rauters an the IP-Fool's subnet
IP Address 2
DrS1:
The dns-server for the IP-Fool's subnet
DSz

Run




PucyHok 165 HacTtpoiika cepBepa ana pexkmma Port-Mode

DHCP server IP-pool name

AnanasoH: 1715 cumsonos

PyHKUMA: 3a0aHMe MMeHU nyna IP-agpecos.

The domain name for the IP-Pool

OnanasoH: 1760 cumBon0B

PyHKUMA: 3a8aHNE LOMEHHOFO MMeHU nyna IP-agpecos.

The subnet mask of the network-address

Macka noacetu npeacTtasaseT coboi umcno anmHon 32 6uta, coctosuee 13 cTpokn 1 m cTpokm 0. «1»
COOTBETCTBYET NOJAM HOMEpPA CETU M NOAAM HOMEpPA NoACETH, a «0» COOTBETCTBYET NONAM HOMEpPA XOCTa.
3HayeHMe 06bI4YHO HACcTPOEHO KaK 255.255.255.0.

MpeaynpexxaeHue:

> [locne HaCTPOIMKM HAaXKMUTE KHONKY <Run>, 4yTobbl HA3HAYUTb KAMEHTaM NpaBubHble |P-
agpeca.

> [ocne nsmeHeHMA KOHOUIYPaLMKM CHOBA HAXKMUTE KHOMKY <Run>, 4To6bl HA3HAUYUTb
KAneHTam npasunbHble IP-agpeca.

4. Hactpoitka Common-Mode

Korga ans DHCP-cepBepa BbibpaH pexkum Common-Mode, oH cogepKuT ctatuyeckyto npmsasky MAC-agpeca
W AMHamuyeckoe BbiaeneHue IP-appeca. Mpwu ctatnueckon npusaske MAC-agpeca cuctema NpeanodTUTEIbHO
BblaenseT IP-agpec, npmesasaHHbIn K MAC-agpecy; B NPOTUBHOM C/eayeT AMHAMUMYECKU BblgenaTtb IP-agpeca B
nyne agpecos. KoHourypauma npmsasku ctatuyeckoro MAC-agpeca nokasaHa Ha pucyHKax 166 u 167;
KoHdurypaums anHamuyeckoro BblaeneHuns IP-agpecos nokasaHa Ha pucyHKe 168.

Static Binding Between IP and MAC

IF address 192, 168. 0. 36

MAC address 00-1e-cd-02-01-03

PucyHok 166 CratnyecKkana npmsaska MAC-agpeca
Cratnuyeckas npusaska MAC-agpeca 3akntovaetca B npmaske MAC-agpeca KnmeHTa K IP-agpecy. Koraa cepsep
nony4yaet coobuieHune c 3anpocom IP-aapeca, MAC-agpec nctouyHunKa Kotoporo asndetca MAC-aapecom,
yCTaHOBNEHHbIM 34ecb, IP-agpec, npuBasaHHbIN K aTomy MAC-aapecy, byaeT BblgeeH KANEHTY. ITOT BapuaHT
pexkuma BblaeneHus IP TpebyeT HaCcTPOMKM cepBepa, KakK NOKA3aHO Ha pUCYyHKe 168.
Mocne HacTpolkm cnumcok Static Binding between IP and MAC noKasbiBaeT CTaTUYECKN HACTPOEHHbIE NPUBA3KU
MAC-agpecoB v IP-agpecoB. YcTaHoBUTe pnaxKoK B none Index, ytobbl yaannTb COOTBETCTBYHOLLLYHO 3aNMCb
NPUBA3KMU.

The list of Static Binding Between IP and MAC

Index IF Address MAC Address
] 192.168.0.26 02-00-44-BB-CC-08
] 192.168.0.36 00-1E-CD-02-01-03

PucyHok 167 Cnuncok npusAsKku ctatudeckoro MAC-agpeca



DHCF server status

®Enable  AllVians: ¢] Vian-id: (O Disable

OHCF server mode

® Common-Mode O Port-Mode

DHCP server IP-poal name

pool

The domain name farthe IP-Paoal

domain

The starting IP address of the IP-Foaol

192, 168. 0. 100

The ending IF address of the IP-Poal

192, 168. 0. 200

The sukinet mask of the network-address

255, 2856, 255. 0

I

The default lease time ofthe IP address

Infinite: (] |0 Days|l  Hours/0  [Minutes

The maximum lease time ofthe IP address

|1_|D a'y'SID_IHDLIFSID_IF.-'linLItES

IP Address 1:
The rauters an the IP-Fool's subnet
The dns-server for the IP-Fool's subnet
DSz

PucyHok 168 HacTpoliika cepsepa g5 pexnma Common

DHCP server IP-pool name

Anana3oH: 1715 cumsonos

OyHKUMA: 3a8aHMe umeHn nyna IP-agpecos.

The domain name for the IP-Pool

OuanasoH: 1760 cumsonos

PyHKUMA: 3a8aHNE LOMEHHOFO MMeHM nyna IP-agpecos.

The starting IP address of the IP-Pool/The ending IP address of the IP-Pool

dopmar: A.B.C.D (HayanbHbI 1 KOHeYHbIN IP-aapeca A0NKHbI HAXOAUTHLCSA B OAHOM CEFMEHTE)

The subnet mask of the network-address

Macka noacety npeacTtasaseT coboi ymcno anmHol 32 6uta, coctosuLee 13 cTpokn 1 m cTpokm 0. «1»
COOTBETCTBYET NOJAM HOMEpPA CETU M NOAAM HOMEpPA NoAceTH, a «0» COOTBETCTBYET NONAM HOMEpPA XOCTa.
3HauyeHue 0bblYHO HAcTpPoeHOo Kak 255.255.255.0. Mpu AnHAMMUUYECKOM BblAeNeHUM aapecoB Heobxoaumo
3a4aTb Ananas3oH nyna IP-agpecos, a AnanasoH agpecos onpeaenaeTca Mackom NoaceTu.

The default lease time of the IP address

InanasoH: 0 gHelt 0 yacos 1 muHyTta ~ 1000 aHelt 23 yaca 59 muHyT/6ecKoHeYHO

Mo ymonyaHuto: 0 gHeit 1 yac 0 MUHYT

MosicHeHme: Ecamn coobueHme c 3anpocom IP-agpeca, oTnpaBaeHHOe OT K/IMEHTA, HE COAEPHKUT
OeCTBUTE/IbHOTO BPEMEHU apeHabl, Bpema apeHabl IP-aapeca, KOTOpbIA cepBep BblAENAET KANEHTY, ABNAETCA
3HaYeHMEeM MO YMONYAHMUIO.

The maximum lease time of the IP address

JOunanasoH: 0 aHe 0 yacos 1 muHyTa ~ 1000 gHelt 23 yaca 59 MUHYT

Mo ymonyaHutio: 1 aeHb 0 yacos 0 MUHYT

MosicHeHme: Korga KAneHT oTnpasnseT coobuieHme 3anpoca IP-agpeca Ha cepsep, BpemMa apeHabl coobLieHns
HE MOMKeT NpeBbIWaTb MakcMMmanbHoe Bpema apeHabl IP-aapeca. na pasHbix nynos agpecos cepsep DHCP
MOXET YCTaHOBUTb pa3HOe BpemMa apeHbl afpeca, Ho agpeca B ogHoOM nyne agpecos DHCP umetot
OAMHAKOBOE BpeMA apeHabl.

The routers on the IP-Pool's subnet

MoscHeHwue: Korga DHCP-KANeHT noceww,aeT XocT, HAXOAALWMIACA B APYrOM CEFMeEHTE, AaHHble A0NXKHbI
nepecblnaTbca Yepes wntosbl. Korga DHCP-cepsep Bbliaenaet KnneHTam IP-agpeca, OH MOXKeT 04HOBPEMEHHO



yKa3blBaTb agpeca watosa. [Ana nyna agpecos DHCP MOXKHO HacTpouTb He 6o/ee ABYX LWAO30B.

The dns-server for the IP-Pool's subnet

Mpw NoceLeHNN CETEBONO XOCTa Yepes3 AOMEHHOE MMA AOMEHHOE UMSA A0NXKHO bbiTb NpeobpazoBaHo B IP-
agpec. 310 peanmsyetca DNS. [na toro, utobbl DHCP-KAMEHT mor nocewaTtb CeTeBOM XOCT Yepes AOMEHHOE
uma, npu BblgeneHnn IP-agpecos KaneHtam DHCP-cepBep mMoXKeT 04HOBPEMEHHO YKa3biBaTb IP-aapeca
CcepBepoB AIOMeHHbIX UMeH. Ons nyna agpecos DHCP moxHO HacTpouTb He 6bonee asyx agpecos DNS.

MpeaynpexxaeHue:

> Hactpo¥iTe npaBubHYO NOACETb HAa OCHOBE TOMO/IOTMUN CETU KNANEHTA.

> [locne HaCTPOMKKU HaXXMUTE KHOMKY <Run>, YToObl HA3HAYMUTb KANEHTam npasu/bHble |P-
agpeca.

> [ocne nsmeHeHMA KOHOUIYpPaLMKM CHOBA HA*KMUTE KHOMKY <RuNn>, 4Tobbl HA3HAUYUTb
KAneHTam npasunbHble IP-agpeca.

6.28.1.4 NMpumep TMNOBOU KOHUrypaumm

Kak nokasaHo Ha pucyHke 169, kommyTaTop A paboTaeT Kak cepsep DHCP, a kommyTaTop B paboTaet Kak
DHCP-knuneHT. MNopT 3 KOMmmyTaTopa A noaKkatoyaeTca K nopty 4 kKommyTtatopa B. KnneHT otnpasnaet
coobueHns c 3anpocom IP-agpeca, 1 cepeep MOXKeET BblaennTb IP-aapec KnMeHTy Tpema cnocobamu.

DHCP 3 DHCP
4
Server Client
Switch A Switch B

PucyHok 169 Mpumep TMnoson KoHpurypaumm DHCP

Port IP binding

> KoHourypauma KommyTtaTtopa A:

1. YcraHoBsuTe cTaTyc cepsepa DHCP B cocToAHMe Enable, Kak nokasaHo Ha pucyHKe 162.

2. BbibepuTte pexkum cepsepa DHCP Port-Mode, Kak noka3aHo Ha pucyHKe 163.

3. YctaHoBuTe ans IP-pool name 3HayeHue pool, ana the domain name for the IP- pool 3HaueHne domain,
ycTaHoBuTe ana the subnet mask sHaueHune 255.255.255.0, Kak NoKa3aHO Ha pucyHKe 165.

4. MopT 3 npusA3aH K IP-agpecy 192.168.0.6, Kak NOKa3aHO Ha pUCyHKe 164.

5. LLenkHUTe KHOMKY <Run> B nHTepdeiice KoHOUrypaumm cepeepa, 4TobbI 3anyCcTUTb cepBep.

> KoHdurypauma kommyTtaTopa B:

1. Kak knneHt DHCP, kommyTaTop B aBTOMaTnyeckm nonyyaert IP-agpec.

2. KommyTtaTtop B nonyyaet IP-agpec 192.168.0.6 1 macKy nogcetn 255.255.255.0 ot DHCP-cepBepa, Kak
NOKa3aHo Ha pucyHke 170.



MAC Address 00-1E-CD-02-01-03

Auto IP Configuration (O Disable & DHCP Client IP
P Address

Subnet Mask

GateWay

PucyHok 170 Knnent DHCP nonyuvaert IP-agpec-1

Cratnyeckasa npusaska MAC-agpeca

> KoHourypayma KommyTtaTopa A:

1. YcraHoBuTe cTaTyc cepBepa DHCP B cocTosHne Enable, Kak nokasaHo Ha pucyHKe 162.

2. Bbibepute pexkum cepsepa DHCP Common-Mode, Kak NoKasaHo Ha pucyHKe 163.

3. YcraHoBuTe ans IP-pool name 3HayeHue pool, ana the domain name for the IP- pool 3HaueHne domain, gns
the starting IP address of the IP-pool 3HaueHune 192.168.0.3, ana the ending IP address of the IP-pool 3HayeHne
192.168.0.201, yctaHoBuTe ana the subnet mask sHaueHune 255.255.255.0, gns lease time ncnonbsyite
3HaAYeHMA MO YMOJ/IHAHUIO, KaK MOKa3aHO Ha puUcyHKe 168.

4. Mpusaxunte MAC-agpec kommyTtaTopa B 00-1E-CD-02-01-03 K IP-agpecy 192.168.0.36, Kak NOKa3aHO Ha
pucyHke 166.

5. LenkHUTe KHOMKY <Run> B nHTepdeiice KoHOUTypaLmm cepBepa, YToObI 3aMyCTUTL cepaep.

> KoHdurypaums kommyTtatopa B:

1. Kak knneHt DHCP, kommyTaTop B aBTOMaTnyeckm nonyyaert IP-agpec.

2. KommyTtaTtop B nonyyaet IP-agpec 192.168.0.36 1 macKy noacetn 255.255.255.0 ot DHCP-cepsepa, Kak
NOKa3aHo Ha pucyHKe 171.

MAC Address 00-1E-CD-02-01-03
Auto IP Configuration O Disable & DHCP ClientIP
IP Address

Subnet Mask

GateVWay

PucyHok 171 Knnent DHCP nonyyaeTt-agpec-2

AvnHamunuyeckoe nonyyeHue IP-agpeca B nyne agpecos

> KoHourypauma kommyTtaTtopa A:

1. YctaHoBuTe cTaTyc cepBepa DHCP B coctoaHue Enable, Kak noKasaHO Ha pucyHKe 162.

2. BbibepuTe pexxkum cepsepa DHCP Common-Mode, Kak NoKasaHo Ha pucyHKe 163.

3. YctaHoBuTe ans IP-pool name 3HayeHue pool, ana the domain name for the IP- pool 3HaueHne domain, gns
the starting IP address of the IP-pool 3HaueHne 192.168.0.3, ana the ending IP address of the IP-pool 3HaueHne
192.168.0.201, yctaHoBuTe ans the subnet mask sHaueHne 255.255.255.0, ana lease time ucnonwsyiite
3HaAYeHMA N0 YMONHYAHUIO, KaK MOKa3aHo Ha puUCyHKe 168.

4. LLlenkHUTe KHOMKY <Run> Ha aKpaHe KoHdurypaumm cepeepa, 4Tobbl 3anyCcTUTb cepaep.

> KoHdurypauma kKommyTaTtopa B:

1. Kak KnneHt DHCP, KommyTaTop B aBTomaTuyeckn nonyyaert IP-agpec.

2. DHCP-cepBep mweT gocTtynHble IP-agpeca B nyne agpecos no NOpPALKY M BblaenseT nepsblii HAWAEHHbIN
OOCTYNHbIN IP-agpec n apyrue cetTesble NapameTpbl KommyTaTopy B. Macka noacetn 255.255.255.0, Kak
NOKa3aHo Ha puUcyHKe 172.



MAC Address 00-1E-CD-02-01-03
Auto IP Configuration () Disable (& DHCP ClientIP
IP Address

Subnet Mask

GateWay

Lpply | | Help

PucyHok 172 Knnent DHCP nonyuvaert IP-agpec-3

6.28.2 DHCP Snooping

6.28.2.1 BBegeHue

OtcnexxkmnBaHne DHCP — 3710 dyHKUMA MOHUTOpPUHIa cnyK6 DHCP Ha ypoBHe 2 1 ¢dyHKumMA 6e3onacHoctu DHCP,
obecneymBatoLLLan AOMNOAHUTENbHYIO 6€30MacHOCTb KnneHTa. MexaHm3m 6e3sonacHocTn DHCP Snooping moxkeT
KOHTPO/IMPOBATb, YTO TO/IbKO AOBEPEHHbIN NOPT MOKET NepecbliaTb coobuweHne 3anpoca DHCP-KnveHTa Ha
NleranbHbIN cepBep, B TO KE BPEMA OH MOMKET KOHTPOJIMPOBATb MCTOYHUK OTBETHOIO cooblueHns DHCP-
cepBepa, rapaHTMpys, YTO KAMEHT NoayuunT IP-agpec oT A4eNCTBUTENBHOIO cepBepa, U NpeoTBpalLan
Bblaenenus IP-agpecos MAn gpyrMx NnapameTpoB KOHPUIypauumM ApYrMM XOCTamM NOAAENbHBIM UK
HegencTeutTenbHbim DHCP-cepsepom.

MexaHuam 6e3sonacHocT DHCP Snooping AenvT nopTbl Ha AOBEPEHHbIE U HEHAAEKHbIE.

[JoBepeHHbIN NOPT: NOPT, KOTOPbI MPAMO UM KOCBEHHO NOAKAtOYaeTca K aelictButensHomy DHCP-cepsepy.
JoBepeHHbIN nopT nepecbliaeT coobueHuna 3anpocos DHCP-kaneHToB 1 oTBeTHbIE cO0bLWweHNs DHCP-
cepBepoB, YTobbl rapaHTUPoBaTh, YTo DHCP-KANEHTbI MOryT nonyunTtb gonyctumeble IP-agpeca. HeHagexXHbin
NopT: 3TO NOPT, KOTOPbLIN NOAKNOYAETCA K HegencTBuTenbHomy DHCP-cepBepy. HeHageKHbI NopT He
nepecbinaet coobuieHma 3anpocos DHCP-kAneHTOB 1 oTBeTHble coobweHns DHCP-cepeepos, 4TobbI
npegoTBpaTuUTb nonydeHne DHCP-knneHtamun Hegonyctumeblix IP-agpecos.

6.28.2.2 Hactpoiika yepe3 Beb-uHTepdeic

1. Bkntoumnte pyHKumio DHCP Snooping, Kak NOKa3aHO Ha pucyHke 173.

PucyHok 173 CoctoaHue ¢yHKunm DHCP Snooping

DHCP Snooping Status

BapuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

®yHKUMA: BKNtoueHue/BbikAoYeHNe ¢pyHKummn DHCP Snooping

MpeaynpexxaeHue:
Y KommyTaTopa, KoTopblli paboTaeT 1 Kak cepep DHCP 1 Kak KANEHT, HENb3A BKAKOUNTD
¢dyHKUMo DHCP Snooping.




2. HacTpounTte goBepeHHble NOPTbl, KAK MOKa3aHo Ha pUCyHKe 174.

S1/FE1 @ Trust O Untrust
S1/FE2 O Trust ® Untrust
S1/FE3 O Trust @ Untrust
S1/FE4 O Trust & Untrust
S1/FES O Trust @ Untrust
S1/FEG O Trust @ Untrust
S1FET O Trust @ Untrust
S1/FES O Trust @ Untrust

PucyHok 174 HacTpoiika oBepeHHOoro nopra

Protocol Status

BapwuaHTbl: Trust/Untrust

Mo ymonyanuto: Untrust

®PyHKLMA: HACTPOWMKA NOPTa KaK ALOBEPEHHOTO UM HeHaAeXHOro. NopTbl, KOTOPble NPAMO UAN KOCBEHHO
noakatoyatTcs K gencteutensHomy DHCP-cepBepy — 3To AoBepeHHble NopThbl.

MpeaynpexxaeHue:
m HasHauyeHue nopTa AOBEPEHHbIM M TPAHKOBbIM ABAAETCA B3aMMOUCKAoHatowmm. MNopr,
BXOAALLUI B TPAHKOBYHO FPynny Hesb3A Ha3HAYUTb AOBEPEHHbIM. [loBEPEHHbIV NOPT He
MOXEeT BXOAUTb B TPAHKOBYIO rpynny.

CauTiOM

6.28.2.3 NMpumep TMNOBOIT KOHPUrypaLuum

Kak nokasaHo Ha pucyHKe 175, DHCP-knueHT 3anpawmusaet IP-agpec ot cepsepa DHCP. B ceTu cyuiectayet
HeaBTOpM30BaHHbIN DHCP-cepBep. MopT 1 HAacTPOEH KaK A0BEPEHHbIM NopT ¢ nomolubio DHCP Snooping, 4Tobbl
nepecbinaTb coobuieHne sanpoca DHCP-kaneHTa Ha DHCP-cepBep 1 nepecbliaTb 0TBETHOE coobueHne DHCP-
cepsepa Ha DHCP-knuneHT. NMopT 3 HaCTPOEH B Ka4ecTBe HEHAAEKHOTO NOPTA, KOTOPbIA HE MOXKET NepecbinaTb
coobuieHne 3anpoca DHCP-KknneHTa 1 oTBeTHOE cooblieHne HeaBTopmnsoBaHHoro DHCP-cepBepa, rapaHTMpys,
YTO KNMEHT MOXKET MONYYnTb AeNCTBUTENBHBIN IP-aapec oT aelictBuTenoHoro DHCP-cepsepa.
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PucyHok 175 Mpumep TMnoson KoHourypaumm DHCP Snooping

KoHourypauma kommyTtatopa B:

> BkatounTte pyHKLUMio DHCP Snooping, Kak NoKasaHo Ha pucyHKe 173.

> HacTtpoiTte nopt 1 KommyTaTopa B Kak fLOBEPEHHbIM NOPT, @ NOPT 3 KaK HEHAAEKHbIV NOPT, KaK NOKa3aHO Ha
pucyHke 174,

6.28.3 Hacrtpoiika Option 82

®yHKumMAa Option 82 (3anuncb MHOpMaLMmM 06 areHTe peTPaHCAALMM) 3aNUCbIBAET MHGOPMALMIO O KNIUEHTE.
Koraga DHCP Snooping, noaaep*unsaemblit Option 82, nonyyaet cooblueHne 3anpoca oT DHCP-KnueHTa, B
coobLeHuns gobasnseTca cooTBeTcTByloLee nose Option 82, a 3aTem coobuieHne nepecblnaetca Ha DHCP-
cepsep. Cepsep, noaaepxunsatowwmii Option 82, MoXKeT rMbKo pacnpesenaTb agpeca B COOTBETCTBUN C
coobueHnem Option 82.
Mocne BkAtoUYeHUsa dyHKUMM Option 82 none Option 82 aonKHO 6bITb A06aBNEHO B coobueHue. NMone Option82
KOMMYTaTOPOB 3TOM CEPUM COAEPKUT ABa NapameTpa: napametp 1 (Circuit ID) u napameTp 2 (Remote ID).
dopmart ABYX NapameTPOB NMOKa3aH HUKeE:
MNapameTp 1 cogepunt nageHtndukatop VLAN ID n Homep nopTa, KOTOPbIM NoayvaeT coobuieHme 3anpoca oT
DHCP-knneHTa, Kak nokasaHo B Tabauue 9.

Tabnnua 9 Popmat nonsa napametpa 1

Tun napametpa ( 0x01 ) OannHa ( 0x04 ) VLAN ID Homep nopTa

OanH 6anT OanH 6anT [Ba 6aliTa [Ba 6aliTa

Twun napametpa: Tun napametpa 1 —1.

OnuvHa: Konnyectso 6aiToB, KOTOpble 3aHUMatoT ngeHTndukatTop VLAN n Homep nopra.

VLAN ID: Ha yctpoitctee DHCP Snooping — naeHtnoumkatop VLAN nopTa, KOTOpbI noay4vaeT coobuieHme
3anpoca ot DHCP-knueHTa.

Homep nopta: Ha yctpolictee DHCP Snooping — Homep nopTa, KOTOpPbI No/Ily4aeT cooblueHme 3anpoca oT



DHCP-knueHTa.
MNapameTp 2 cogepunt MAC-agpec yctponctsa DHCP Snooping, KoTopoe nosyyaet coobLieHme 3anpoca oT
DHCP-KnneHTa, Kak nokasaHo B Tabsmue 10, nam CTPOKY CMMBOIOB, 3aaHHYIO N0/1b30BaTeIAMM, KaK NOKa3aHo
B Tabnunue 11.

Tabnmua 10 Popmat nonsa napametpa 2 — MAC-agpec

Tun napametpa ( 0x02 ) NanHa ( 0x06) MAC ???

OanH 6anT OanH 6anT 6 6anT

Tabnnua 10 Popmat nonsa napameTpa 2 — CTPOKA CUMBO/I0B

Tun napametpa ( 0x02 ) [nuHa (0x10) CTpOKa cMMBO/IOB

OanH 6anT OanH 6anT 16 6anT

Twun napametpa: Tun napameTtpa 2 — 2.

JnvHa: Konndvectso 6aitToB, KOTOPble 3aHUMAET cogepkaHme napameTpa 2. MAC-agpec 3aHuMMmaeT 6 6aitT, a
CTPOKa CMMBOJIOB 3aHMMAET 16 6aiT.

MAC-agpec: coaep»xumoe napametpa 2 — 3to MAC-aapec yctponctea DHCP Snooping, KoTopoe noay4yaet
coobuieHue 3anpoca ot DHCP-knueHTa.

CTpoKa cMMBONOB: coaepKaHue napameTpa 2 — 1716 cMmBo/10B, 3aZaHHbIX Nosib3oBaTenamu. (Cumson
3agaetca kogom ASCII, Kaxabli CMMBO 3aHUMaET oaMH 6aiT). InnHa duKcnposaHa 1 paBHa 16. Ecaun
HaCTPOEHHas ANMHA CTPOKM CMMBOJIOB MeHbLe 16 6aiiT, 3anonHWUTe HegocTatowme cumeobl 0.

6.28.3.1 DHCP Snooping ¢ nogaep:kon ¢yHKuum Option 82

1. BBegeHue

Ecnu yctpoiicteo DHCP Snooping nogaeprkmeaet ¢pyHKumto Option 82, npu nonyyeHnm DHCP Snooping
coobueHns 3anpoca DHCP coobuieHne o6pabaTtbiBaeTcsa B COOTBETCTBMMU C TEM, COLEPHKMUT NN coobLLeHme
napameTp 82 v NONUTUKY KNMEHTa, a 3aTem obpaboTaHHOe cooblieHme nepecblnaetcs cepeepy DHCP. MeTtoz
06paboTKM NokasaH B Tabamue 12.

Tabnvua 12 Pexxknmbl 06paboTkm coobuyeHnit 3anpoca (DHCP Snooping)

MonyyeHue cooblueHuna 3anpoca oT  |[loanTuKa 0O6paboTKa coobLLeHUA 3anpoca Ha YCTPOICTBE
DHCP-knuneHTa. KOHUrypauunm DHCP Snooping
CooﬁmeHme 3anpoca coaepKuT Drop OTKNOHUTb coobLLEHME 3anpoca
Option 82
Keep

CoxpaHuTb popmat cooblieHns 6e3 U3MeHeHUn u
nepecnatb coobeHne

Replace
3ameHnTb None Option 82 B coobLieHUN nonem
Option 82 yctpoiicTBa Snooping 1 nepecnatb
HOBOE co0bLeHNEe
CooblLLeHWe 3anpoca He COAEPKUT . . .
Option 82 Drop/Keep/Replace Job6asuTb nosne Option 82 ycTponctea Shooping B

C006LLI,eHVIe M nepecnaTtb ero

Korga yctpoiicteo DHCP Snooping nonyyaet coobueHune 3anpoca or DHCP-cepBepa, eciv cooblieHne
copepxuT none Option 82, yaanutb none Option 82 1 nepecnatb cooblieHne KanenTy. Ecnm coobuieHne He
copeput nons Option 82, 06paboTaTb OTBETHOE COOOLLEHNE B COOTBETCTBUM C MOIMTUKOW CEPBEpPA, KaK



nokasaHo B Tabauue 13.
Tabnunua 13 Pexkumbl 06paboTkmn coobueHnit oteeta (DHCP Snooping)

I'IonquHme COO6LI.I,EHWFI OTBETa OT

DHCP-cepsepa. MNonntuka O6paboTKa coobleHus oTeeTa Ha ycTpoiictee DHCP

KOHUrypaumm Snooping

CooblueHne oTBeTa copepsuT none |Prop/Keep

Option 82 Ynanutb none Option 82 B co0bLEHNM OTBETA U

nepecnaTtb coob weHune

CooblLieHWe OTBETa He COAEPKUT

) Drop OTbpocuTb coobuieHme oTBeTa
none Option 82

Keep
CoxpaHuTb popmat cooblieHns 6e3 u3MeHeHUn u

nepecnaTtb coob weHune

2. HacTtpoiika uepes Beb-unrepdeiic
HacTtpoika DHCP Snooping Option 82 nokasaHa Ha pucyHke 176.

Option82 Configuration
Option82 Status (® Enable O Disable
Client Policy Corop  OReplace @ Keep
Server Policy ODrop  ®Keep
Remote-I0 Type O string & MAC
REFI"ICITE—|D CU ntent ..................................................

PucyHok 176 Hactpoiika DHCP Snooping Option 82

Option82 Status

BapuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

dPyHKuMA: BkatoyeHne/sbikntodeHne dyHKummn Option82 Ha yctpoiictee DHCP Snooping.

Client Policy

BapuaHTbl: Drop/Replace/Keep

Mo ymonyanumio: Keep

dyHKUMA: HacTponKa NoAUTUKKM KaneHTa. YcTpoiictBo DHCP Snooping obpabaTtbiBaeT coobuieHume 3anpoca,
OTNPaB/EHHOE OT K/IMEHTA, B COOTBETCTBUM C MOJIMTUKOM KAMEHTA, KaK NOKa3aHo B Tabavue 12.

Server Policy

BapwuaHTbl: Drop/Keep

Mo ymonyaHuto: Keep

®PyHKuMA: HacTpolika noantmnku cepeepa. Ycrpoiicteo DHCP Snooping o6pabatbiBaeT coobuieHune 3anpoca,
OTnpaB/ieHHOE OT CepBepa, B COOTBETCTBMM C NOJIMTUKOMN cepBepa, Kak NOKasaHo B Tabaunue 13.

Remote-ID Type

BapuaHTbl: Ctpoka/MAC

MNo ymonyaHuio: MAC

PyHKUMA: HAaCTPOMKa cogepkaHma napameTpa 2.

MoAacHeHune: MAC o03HavaeT, 4To cogepxmmoe napameTpa 2 — ato MAC-agpec yctpoiictea DHCP Snooping,
KOTOpoe nosy4aet coobueHne 3anpoca oT DHCP-knneHTa. String 03HayaeT, 4To cogepMmoe napameTpa 2
npeacTaBnaset coboi CTPOKY CUMBOJIOB, OMNpeseNeHHYO NO/Ib30BaTENEM.

Remote-ID Content



BapwuaHTbl: MAC-agpec/1~16 cumBonos

Mo ymonyanuto: MAC-aapec

MNoAacHeHue: koraa ana remote ID type yctaHoBneHo 3HayeHne MAC, cogepxnmoe Remote ID npuHygutenbHo
nepesoamtca Ha MAC-aapec TekyLlero yctponcrea Snooping. Koraga gna remote ID type ycTtaHOBAEHO
3HaueHwue String, cogepxunmoe Remote ID HacTpamsaeTca nonb3osatenem. Cogepumoe KOHPUrypaumm
coctaBnsfeT 1-16 cumB0/10B (KaxKAbli CUMBO 3aHUMAET OAUH 6anT).

6.28.3.2 DHCP Server ¢ noaggep»koi ¢yHKuum Option 82 1. BBegeHue

Ecnn DHCP-cepBep HacTpoeH Ha noagepKy ¢yHKkumm Option82, npn nonydyeHnumn DHCP-cepBepom 3anpoca
DHCP, oH npeaocTaBaseT pasHble peLleHus no BblAeNeHUIO aApeca B 3aBUCUMOCTM OT HAa/IMYMA B COODOLLEHUN
nona Option82 n KoHPUrypaumm cepsepa.

DHCP-cepBep BK/tOYAET B cebs caeayowme nepeMeHHble:

Class: ana Kaxpgoro DHCP-cepBepa MOXKHO HAacTpouTb 32 Knacca. Kaxablit KNacc coaepKuUT Tpu NepemeHHbIX:
Haya/bHbIV U KOHeYHbI IP-agpec n onumio match always and relay information.

MepemeHHas relay information conocrasnsetca c nonem Option 82. Ecaun 3HaYeHMe NnepemeHHON coBnaaaeT co
3HauyeHnem nonaa Option82, cuntaerca, YTO OHU COBMAZALOT, MHAYE OHM He COBMAAaAtoT.

Ecnun napameTp match always BkatoueH, npegnonaraeTca, YTo 3Ha4YeHWe napameTpa relay information Bcerga
COOTBETCTBYET 3HAaYEHMIO, YKazaHHOMY B nosie Option82, 6e3 HeobxoAnMMOCTU NoaTBEPKAEHUA. Ecnun
napameTp match always Bbikato4eH, Heob6xo4MMO NPOBEPUTL, COOTBETCTBYET IN 3HaveHue relay information
3HayeHuto nona Option82.

B cooTBeTCTBUM C KOHUTYpaLMeNn BblilLieyKa3aHHbIX NepeMeHHbIX cepBep obpabaTtbiBaeT cooblueHne 3anpoca,
KaK NokasaHo B Tabauue 14.

Tabnnua 14 Pexknmbl 06paboTKM coobLieHnit 3anpoca
(DHCP-cepBep c noaaep:koi Option82)

MonyyeHune MonutrKa KoHbUrypauum O6paboTKa coobuieHuna 3anpoca cepsepom DHCP
coobueHunn
3anpoca ot DHCP-
K/NMEHTa.

[obaeuTb none Option82 B oTBETHOE COObLIEHME
match always BkatoueH W Ha3HauuTb KANeHTy IP-agpec n apyrue
napameTpbl.

3HaueHue relay information cosnagaet c nonem
Option82: JobasuTb none Option82 B oTBETHOE
coobLeHNE M HAa3HaYNTb KNneHTy IP-agpec un
Apyrve napameTpbl.

3HaueHue relay information He coBnagaeT ¢
nonem Option82: cepsep He BbigensaeT IP-agpec
KNNEHTY

CoobLeHne
3aMnpoca CoAepPXUT
none Option 82

Hactpoutb relay
match always information
BbIK/IIOYEH

3HaueHue relay

. . CepBep He BblgensaeT KameHTy |IP-agpec.
information He PBEP A y AP

HaCTPOEeHO
CooblueHune OTBETHOE COObLLEHNE HE COAEPKUT NoNe
3anpoca He Match always BKktoueH Option82, HasHaunTb KAneHTy IP-agpec n gpyrue
COLEPXKMUT none napameTpbl.
Option 82 Match always BbIkatoueH CepBep He BblaensaeT KnueHTy IP-aapec.

Ecnn DHCP-cepBep He noagepxunsaeT pyHKunto Option82, npn nonyveHnmn DHCP-cepsepom coobuieHus,
cofepxalero nosie Option82, oTBeTHoe coobLeHUe He cogepKut nons Option82, 1 cepBep MOXKET BblAENNTb
KnneHTy IP-agpec n apyrne napametpol. Mpu Takom ycnosumn cepsep obpabaTtbiBaeT coobueHme 3anpoca, Kak



nokasaHo B Tabanue 15.

Tabnunua 15 Pexknmbl 06paboTkm coobuieHnit 3anpoca
(DHCP-cepBep 6e3 noaaep*kku Option82)

Ob6paboTKa coobLieHMaA 3anpoca cepsepom DHCP
MonyuyeHune coobuieHuna 3anpoca ot DHCP-knneHTa. P t P pBep

CoobuieHune 3anpoca coaep*ut none Option 82
OTBeTHOE coobuleHne He coaepKut none Option82,

cepBep Ha3Ha4vaeT KaneHTy IP-agpec n apyrue
CoobuieHue 3anpoca He coaepXuT none Option 82 napameTpbil.

2 HacTpoitka yepes Beb-uHTEepdeinc
Brntounte dpyHKumio Option82 Ha cepsepe DHCP, Kak NnoKka3aHo Ha pucyHke 177.

PucyHok 177 CoctoaHume Option82 cepsepa DHCP

DHCP Server Option82 Enable

BapwuaHTbl: Enable/Disable

Mo ymonyaHuto: Disable

PyHKUMA: BkAounTe nam BbikatoumTe dyHKumto Option82 Ha cepeepe DHCP. Hactpolite Option82 ans cepsep
DHCP, Kak noKa3aHO Ha pucyHke 178.

® add O Delete

|class v|

|1

|192.168.D.ID

|
|DIDQDDDIDDD1 |
|
|

|192.168.D.ZD

® open O Close

PucyHok 178 Hactpoliika Option82 cepsepa DHCP

Operation

BapuaHTbl: Add/Delete

Mo ymonyanuio: Add

®yHKUMA: [1o06aBUTbL MM YAANUTL YKA3aHHbIN Knacc.

Operation Object

BapwuaHTbl: class/Relay Information/start & end ip/Match Always

Mo ymonyaHuto: class

OnucaHwue: Mpu gobaBAEHUM Klacca MOXKHO HAacTpPOUTb crieaytowme napametpbl. Mpu yaaneHun Knacca
HeobX0AMMO yKasaTb TONbKO MMA Kiacca. MoXKHO £06aBUTb HECKObKO 3HaveHu relay information K yke



CO34aHHOMY yKa3aHHOMY Knaccy. Start & end IP/ match always go6asnatorca ans nsmeHeHUa KoHUrypaumm
CBA3aHHbIX MapaMeTpPOB yKe CO34aHHOro yKasaHHOro Knacca. Mpu yaaneHun relay information, moxkHo
y4anuTb YKasaHHoe 3HauyeHue relay information B Tekylem Knacce.

Class Name

AwnanasoH: 1715 cumeonos

®PyHKuUMA: HacTpoika umeHmn Knacca.

Relay information

OuanasoH: 12760 wecTHaALaTepUYHOE YMCIOo

dyHKumMA: HacTpoika relay information knacca.

Start IP/ End IP

®opmat: A.B.C.D

dyHKUMA: HacTpolika HavyanbHoro/KoHeyHoro IP-agpeca Knacca JuanasoH AoaKeH 6biTb BbI6paH U3

nyna agpecos cepsepa DHCP.

Match Always

BapwuaHnTbl: Open/Close

PyHKUMA: BKAouyeHMe nam BolkaoveHme onuym match always. Ecam napameTp match always BkatoyeH,
npeanonaraeTca, 4To 3Ha4YeHMe napametpa relay information Bceraa cooTBeTCTBYET 3HAaUEHUIO, YKa3aHHOMY B
none Option82, 6e3 HeobxoaumocTu noaTeepKaeHuA. Ecam napameTp match always BbiKntOYeH, HEO6X0AMMO
NPOBEpPUTb, COOTBETCTBYET /1M 3Ha4YeHMe relay information 3HayeHuo nona Option82.

MpeaynpexxaeHue:
m Mpwn coszgaHmm HecKonbkMx Knaccos DHCP-cepBep BbiaensaeT IP-agpec KAMEHTY Ha OCHOBE
MHbOPMaLMK O KNacce € coBnagarolLmm 3HadeHnem relay information. Ecnm Heckonbko
KN1aCccoB MMeIoT coBnagatollee 3HavyeHue relay information, cepsep DHCP Bblaensiet KAnMeHTy
IP-appec Ha ocHoBe MHOPMaLLMK Knacca, CO34aHHOTO NepBbIM.

CauTIiON

3anpocuTte Knacc Option82 cepsepa DHCP, Kak noka3aHo Ha pucyHke 179.

OHCP Query Optiond2 Query

Query

Class Mame: 1

Relay Infarmation:
010400010001
0104000000103
Start IP: 192.168.0.100
EndIP: 192.168.0.200
Match Always: Cpen

PucyHok 179 3anpoc knacca Option82 cepsepa DHCP



NpunoxeHune: A66pesunatypbl

AbbpeBunaTypa
ACL
ARP
BPDU
CLI
CRC
DHCP
DHP
DRP
DSCP
FTP
GARP
GMRP
IGMP

IGMP Snooping

MonHoe HanucaHue

Access Control List

Address Resolution Protocol

Bridge Protocol Data Unit

Command Line Interface

Cyclic Redundancy Check

Dynamic Host Configuration Protocol
Dual Homing Protocol

Distributed Redundancy Protocol
Differentiated Services Code Point
File Transfer Protocol

Generic Attribute Registration Protocol
GARP Multicast Registration Protocol

Internet Group Management Protocol

Internet Group Management Protocol Snooping

LLDP Link Layer Discovery Protocol

LLDPDU Link Layer Discovery Protocol Data Unit
MAC Media Access Control

MIB Management Information Base

NMS Network Management Station

oID Object Identifier

PVLAN Private VLAN

QoS Quality of Service

RMON Remote Network Monitoring

RSTP Rapid Spanning Tree Protocol

SNMP Simple Network Management Protocol
SNTP Simple Network Time Protocol

STP Spanning Tree Protocol

TCP Transmission Control Protocol

ToS Type of Service



VLAN Virtual Local Area Network

WRR Weighted Round Robin

KoHTaKTbI

[na nonyyeHns TeXHUYECKOW NOAAEPKKN MULLIMUTE HA HAL afApec 3NEKTPOHHOM NoYTbl: support@ kyland.com.ru
Odwuc npogax: sales@ kyland.com.ru
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